STANDARD AGREEMENT

STD. 213 (NEW 02/98)

N - A

AGREEMENT NUMBER
_ : BOC-2075
1. This Agreement 1s entered into between the State Agencv and the Contractor named below '
" TSTATE AGENCY' S NAME
VICTIM COMPENSATION AND GOVERNMENT CLAIMS BOARD
CONTRACTOR’S NAME
COUNTY OF SAN MATEQ, DISTRICT ATTORNEY S OFFICE
2.  The term of this ‘
Agreement is: July 1, 2002 through June 30, 2003
3. The maximum amount § 76,324
of this Agreement is: Seventy-Six Thousand Three Hundred Twenty-Four Dollars and No/OO
4.  The parties agree to comply with the terms and conditions of the following exhibits which are by this reference made
a part of the Agreement: .
Exhibit A — Sc.ope of Work 3 Page(s)
Exhibit B - Budget Detail and Payment Provision 6 Page(s')
Exhibit C — General Terms and Conditions 5 Page(s)
Exhibit D~ Special Terms and Conditions . 3 Pége(s)
12 Page(s)

Exhibit E — Additional Provisions

IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto.

CONTRACTOR

CALlFbRNlA
Department of General

_Services
Use Only

CONTRACTOR’S NAME (If other than an individual, state whether a co;péran‘on parinership, etc.)
COUNTY OF SAN MATEO, DISTRICT ATTORNEY’S OFFICE

ized Slgnmur@ \_‘1_07&

DATE SIGNED)

3-11-02

AME AND TITLE OF PERSON SIGNING
FOX, DISTRICT ATTORNEY

ADDRESS
400 COUNTY CENTER, THIRD FLOOR
REDWOOD CITY, CA 94063

STATE OF CALIFORNIA

AGENCY NAME

VICTIM COMPENSATION AND GOVERNMENT CLAIMS BOARD

BY (Authorized Signature)

DATE SIGNED

PRINTED NAME AND TITLE OF PERSON SIGNING -
KELLY BRODIE, EXECUTIVE OFFICER

ADDRESS
630 “K” STREET, SACRAMENTO, CA 95814

r—‘ Exempt per
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Agreement Number BOC-2075

| EXHIBITA
(Standard Agreement)

1. SCOPE OF woRK '

a. The Victim uompensauon and Government uarms Board (nerelnaner Board )and the
_ District Attorney agree that the intent of this contract is to establish a positive, collaborative-
< relatuonshtp for purposes of i tmprovrng Callforma (3 cnmlnal restltuttcn system

“b. The Board a.nd the District At*omey =gree that the Criminal Restitution Compact Res‘ti

V_approprlate cases lnvolvmg a victim unless the court waives |mposrtlon of the restltutton '
-~ -order for compellrng and extraordmary reasons that are stated on the record '

c.. The Board and the Dtstnct Attorney agree that the Spemalrst wrll ensure that a restltutlon
- “fine is imposed on-all convicted offenders unless the court waives imposition. of the - :
- :restltutton flne for compelllng and extraordlnary reasons that are stated on’ the record

Ced. ;"~The Board and the Dlstnct Attorney agree that the Speclahst will ensure that a parole
* .. restitution fine'is imposed'in ali’cases in which the offender's sentence may include a period -
- of parole unless the court waives impasition of the restrtutron ﬁne for compelllng and
' _extraordlnary reasons that are- stated on the record : B .

e The Board and the Drstnct Attorney agree that the Speclalrst wrll ensure that a dlversron 7
T restitution fee is imposed for-all diverted offenders-unless the: court waives imposition of the
f,restttutton fee for compethng and extraordtnary reasons that are stated on the record :

.. f The Board and;the Dlstnct Attorney agree that the Specraltst wrll facmtate contact and attend
" meetings between the Board and the county collectton enttty(res) to. drscuss ways of

ERNS

B mcreasmg restltutlon order collectlons

._“?’ii‘f g. ~'7The Board and 'the District Attorney agree that the- Specratrst will.be an employee of the
. __thstnct Attorney s Office, preferably at a level equnvalent to a parategal or above

<h The Board and the Drstnct Attorney agree that the Specraltst wrll report to.a ‘supervisor
. designated by the Dtstrlct Attorney, preferably an Assrstant or Chtef Deputy Dlstrrct
_Attorney _fz o0 : U ->§ :

- -The Board and the Dtstnct Attorney agree: that the Dlstnct Attorney (or his_ or her des:gnee)

- and the Board's Deputy’ Executrve Ofﬂcer (or hlS or her desrgnee) will meet as necessary to - .

discuss the scope of work

S The Board and the Dlstnct Attorney agree that this contract wrtl be modlﬁed if its terms are .
R determlned to be lnconsrstent wuth applrcable Iaw oras otherwrse necessary o

| . The Drstrlct Attorney agrees to notlfy the Board of the resngnatlon of the Spectaltst The
" Board reserves the option of not reimbursing the District Attorney for penods when the -
- _Spemaltst position is vacant and no. work is performed under thrs contract. .

C k. The Board and the District Attorney agree that the Board wxlt nottfy the Spectahst of all
. claims filed for Victims Compensation Program (VCP) assistance based on crimes
- committed in the Dtstnct Attorney s county for which an. offender/suspect has been
ldentlﬁed . e , :

1 The Board and the Dlstnct Attorney agree that the Specrallst wnlt monltor cases assocrated
with claims rdentrt’ ed.in paragraph “K" above as they proceed through the criminal or
juvenile justtce system . _ ) S :

" B
I




County of San Mateo
Agreement Number BOC-2075

EXHIBIT A
(Standard Agreement)

. The Board and the District Attorney agree that when the Specialist receives notice that a
victim has filed for VCP assistance prior to the associated offender being sentenced, the
Specialist will determine the amount of assistance grarited by the VCP, if any, and any other
information necessary from the Board's claims processing system, VOX, and provnde this
information to the prosecutmg attorney.

. The Board and the District Attorney agree that the prosecuting attorney will submit the
.information described in paragraph “m”, above, to the court and request that the court
impose one or more of the following, as appropriate: a restitution fine, a parole restitution-
- fine, a restitution order in an amount equal to that which the VCP has paid on the
associated claim(s) or one in an amount “to be determined” [if the VCP has not made a
payment on the associated claim{s)] and/or a diversion restitution fee. '

The Board and the District Attorney agree that if a case is forwarded to the probation
department for completion of a pre-sentence investigation (PS!) report, in addition to
notifying the prosecutor of the amount of VCP payments made, if any, pursuant to
paragraph “m”, above, the Specialist will also provide the probation department with the
same mformatton and request that the probation department include the information in its

- PSL

The Board and the District Attorney agree that the Specialist will provide the'Board with
information concerning the final disposition of juvemle and criminal cases associated with
claims filed with the VCP. :

The Board and the District Attorney agree that the Specialist will monitor, in VOX, VCP
claims associated with restitution orders imposed in an amount “to be determined.” The
Specialist will notify the prosecuting attorney, District Attorney, probation department, and/or
‘other appropriate District Attorney staff that the “to be determined” order needs to be
amended/modified if the VCP makes a payment on the associated claim. The Board and
the District Attorney agree that the Board will assist the Specialist and other appropriate
District Attorney staff in preparing to take cases back to court for modification. The Board
and the District Attorney agree that the Board will provide expense breakdowns and

" redacted bills to substantiate any restitution orders requested. A custodian of records will

be available for testifying at restitution hearings.

- The Board and the District Attorney agree that their respective offices will conduct training
and outreach regarding restitution to agencies in the District Attorney’s county. This
includes initial and ongoing restitution-related training for the specialist.

. The Board and District Attorney agree that their representatives will meet with agencies in
‘the District Attorney’s county to promote the appropriate assessment and collection of
restitution fines, parole restitution fines, restitution orders, and diversion restitution fees.

The Board and the District Attorney agree that the Specialist will serve as a county resource
on restitution issues, statutes, and case law. To this end, the Board and the District
Attorney agree that the Specialist may assist victims in obtaining restitution whether or not
fhey have filed claims with the VCP. The Board and the District Attorney agree that the
Specialist may engage in the following activities: assisting victims in obtaining restitution
orders for losses incurred as a direct result of a crime; assisting victims in enforcing their
restitution orders as civil/money judgments; and/or, assisting victims with the preparation of
evidence to obtain a restitution order.

Costs for providing electronic data processing (EDP) input and output devices with software
including monthly maintenance fee and installation, as deemed necessary by the Board
shall be provided and/or reimbursed by the Board. Specifically, if the Board purchases
equipment, then the Board will configure, install, and provide support for equipment and




SR ‘ ‘County of San Mateo
-, .~ Agreement Number BOC-2075

EXHIBITA |
(Standard Agreement)
operating software. If the County purchases equipment, then the County is responsible for
its own configuration, installation, and support of those purchases, which may.involve the -
purchase of a maintenance service agreement with tHZe vendor. The County is responsible
for budgeting dollars through the contract to cover. those support and/or maintenance
service agreement costs. - S - ’

Note: All equipment purchased using State‘énd/ér Board fUﬁds, iincluding 'sofiil;lare,‘ is the

property of the State and/or Board. The Board is ,cbhsﬁjderedjth’e “Owner”

considered the “Registered User.” =~ . R P -

“The brdject febfe;entati\res during the term of this cont}'actii_will‘pef:_ L :

s L

and the County is - -~

Name: .. lauaHil . "~ - |Name: . Mary Coughlan.

‘| Requesting Agency: Victim Compensation Board. .- é’ro@idihg AGENCY: ‘cor ‘Mateo County

‘Phone: -~ (616)324-8987 _ ' |Phone: "(650) 363-4004. .

Fax: - - *  -(916)327-3897 | Faxy .{650) 363-4873

-Direct all inquiries to; - -, - E T S

-Requesting A’:Qen,cy: Victim Co'i"n.pe»nSation Board Provi:;ding Agéncy;_" 'séﬁ;' Mateo County:

- Section/Unit: Quality Assurance and Revenue

“Recovery Division. - ,..S’ec‘tl?n/ Um | Office

Attention: Laura Hill, Manager .~ T Aftenfion: . Mary Coughlan

t District Attorney's |

-Address: - 630*K"Street, © . - - - | Address: . : -

: Sacramento, CA. 95814 =

400 County.- Ce'nte'r",' -3rd
‘Redwood City, -CA 94061

3 .

Phone: (916)324-8987 - = .= - Phbnéé - (650) -363-4004 -

Fax: . . (916)327-3897 - o7 | Fax: o (650) . 363-4873

Flo




County of San Mateo
\ . : Agreement Number BOC-2075
EXHIBITB
(Standard Agreement)

BUDGET DETAIL

1. Invoicing

A. For services setisfactorily rendered and upon receipt and approval of the invoices, the Board
agrees to compensate the contractor for actual expenditures incurred in accordance with the
rates speciﬁed herein or attached hereto.

B. Invoices shall include the Agreement Number and shali be submrtted no later than 30 days after
the end of the month/quarter to: :

Laura Hill, Manager, QARRD
Victim Compensation and Government Claims Board
630 K Street :

_ Sacramento, CA 95814

2. Budget Contingency Clause

- A. Itis'mutually agreed that if the Budget Act of the current year and/or any subsequent years
' covered under this Agreement does not appropriate sufficient funds for the program, this -
Agreement shall be of no further force and-effect. In this event, the State shall have no liability to
pay any funds whatsoever to Contractor or to furnish any other considerations under this
Agreement and Contractor shali not be obligated to perform any provisions of this Agreement.

B, If funding for any fiscal year is reduced or deleted by the Budget Act for purposes of this program,
the State shall have the option to either cancel this Agreement with no liability occurring to the
-, State, or offer an agreement amendment to Contractor to refiect the reduced amount.

3. Payment

A. Costs for this Agreement shall be computed in accordance with State Administrative Manual

_____ Sections 8752 and 8752.1.

B. Nothing herein contained shall preclude advance payments pursuant to Article 1, Chapter 3, Part
1, Division 3, Title 2 of the Government Code of the State of California.




BUDGET WORKSHEET S County of San Mateo
FY 2002/03 d ‘Agreement Number BOC-2075

. B (Standard Agreemertt)"
tcoun'rv San Mateo County ' ; S
Personal Servrces y Proposed Budget Amount . _ Descriptions
SALARIES AND WAGES Nt
Name: (vacant) e .- $51,58500 - . paralegal
Name: ' ' ‘ B 2 o E
Name:
Name:
FRINGE BENEFITS , N
Name: (vacant) = . - $-17,536:00”1. L . .
Nai'ne:,:. T T
7 Name:
Name: . 4
-"OTHER .
Total Fersonal Services: | . sesoeioo . '
'. Operatmg and Overhead Expenses o o -
v Rent” | .+ o T
Telephone - . | 82,078.00° ]
B R T e
“Travel . S el training, L
“Postage ' T .~ o :
1 'Photocopying T o : e e ‘ e
< *Office Supplies = - | $20000 . - :
'."Eq'u;ipmer'tt - - | . - ; - T. s .
“*Miscellaneous » S} U s434000” ¢ ‘Information Services Charges
TOTAL OPERATING EXPENSES . $7,23300 . - |- S -
[ToTaL BUDGET - ____§76,324.00

t . A request for Ofﬁce Supplres in excess of $500 per PY requtres a 1ust1ﬁcatxon for the enttre amount of expendltures

; "Although equrpment is included in the budget ALL equtpment for whlch the county requests relmbursement from the Board must be requested in writing. -

. by the county and approved in writing by the Board prior to purchase All requests must be submltted -ori the Equipment Authorization/Justification
torm Note: The Board reserves.the option of not relmbursmg for equtpment that-is not requested and approved in wntmg pnor to purchase ’

. and iy detail, please specrfy what expenses are mcluded for each of these lme items.




County of San Mateo
Agreement Number BOC-2075
EXHIBIT B
(Standard Agreement)

Personal Services ~ Salaries and Wages

Personal services include all services performed by employees who are to be funded by the agreement.
They may be either salaried or hourly, full or part-time positions. Sick leave, vacation, holidays, overtime
and shift differentials must be budgeted as salaries.

A line-item is required for each individual employee. : _
List each position by title and show the percentage of time devoted to the program. Example: If the
person is employed full-time, show the following: Program Coordinator, $2,500 per month at 100% time x
12 months = $30,000. if the person is employed part-time, show the hourly rate and the number of hours
devoted to the program (e.g., Program Coordinator, $25/hour for 10 hours per month x 12 months =
$3,000) or the monthly percentage of time devoted to the program (e.g., Program Coordinator, 50% X
$2,500/mo. X 12 months = $15,000).
Place the total amount for this category in the space provided in the middle column.
Fringe Benefits
The County may use fixed percentages of salaries‘ to calculate benefits.
Elements that can be included in the fixed rate include employer contributions or expenses for social
security, employee life and health insurance plans, unemployment insurance and/or pension plans. Other
benefits, lf negotiated as a part of the employee benefit package, can also be included in the fixed rate

: A lme-ltem is required for each individual employee.

Place the total amount for this category in the space. provided ai_ the middle column.

‘Operating Expenses

The following items fall within this category: rent, utilities, insurance, equjpment rental, equipment repair,
office sopplies, telephone, postage, expendable equipment, overhead, other and travel.

Costs in.these subcategories should be inciuded if they relate to work performed under this agreement. -
The total of all subcategories should be shown in the far right column.

The following subcategories have special requirements as noted below.

Rent

The rent subcategory is.for facility rental. The number of square feet that will be rented for performing
services specified in the Agreement should be indicated as well as the rental amount.

' Expendable Equipment (Non-capitalized assets)

Expendable equipment includes equipment with an acquisition cost of $499 or less per unit (including tax,

installation and freight) or with a useful life of less than five years. Any eguipment for which the County

requests reimbursement from the Board must be requested in writing by the County and approved in -

writing by the Board prior to. purchase The Board reserves the option of not reimbursing equrpment that
is not requested and approved in writing prior to purchase.

Overhead

Overhead costs are indirect costs that cannot be charged to a direct cost category because they are not
readily itemized or assignable to a particular program. Overhead costs are costs necessary to the
operations specified in the Agreement. The costs of centralized County services such as personnel or
accounting services are examples of indirect costs. .




L County of San Mateo

- Agreement Number BOC-2075
EXHIBITB =

(Standard Agreement)

Travel
: | -
Budget for all antlcrpated in-state travel related to the program @ut-of-state travel ts not authorlzed “The
Board anticipates that the primary contract representative but not supervisors will travel to Sacramento on -
four (4) occasions dunng the contract term In addltlon budget for any other travel necessary to perform -
: the contract. : .

Travel necessary to attend training, conferences or for other purposes not dlrectly related to the. .

- performance of the contract should also be included. However, travel for these purposes must be

.- requested in writing by the County and approved by the Board in: wrltmg prior to incurring the expense
‘Absent such approval the Board reserves the optlon of not relmbursmg these expenses :

e pnvately owned vehlcle on business, the employee will-be allowed to claim $. 31 per mile.

Sl -The County shall ise the State travel and per dlem pollcy (see Appendrx 1)
Countles that plan to use cars from a state, county, cnty or dlstrlct icar pool or garage may budget elther -
the mlleage rate establlshed by the loanlng agency or the state mlleage rate not to exceed the loanmg
: agency rate . . e . : .
N 'Generally provrde one level of llne-ltem detall unless further explanatron is- needed The narratrve S L
e descrlptlon below each item can explaln what the ltem encompasses ' cE L

- 7.in.Sacramento, 100 miles @ $.31 per mile = .$31) or by the month' (e.g., contract employee travels 100
.. ‘miles per month-@ $.31- per mile x 12 moriths ='$372). -Justify the travel by briefly statlng the purpose
x(e.qg., contract employee attended meetlng held by Board staff)

Egulp_men (Capltallzed Assets)
, Nonexpendable personal property eqmpment is tanglble personal property havmg a useful llfe of ﬂve
years or more and an acqursmon cost of $500 or‘more. per unit (lncludmg tax, lnstallatlon and frelght)

L NOTE lncluswe in thls definition | is “modular furniture” whlch is to be consrdered a capltallzed asset due .
“toits assembly requurements of several components to form unltary whole : 2

L Equlpment used solely for program activities may be budgeted if itis essentlal to the |mplementatlon of
“the Agreement Grant funds may not be used'to reimburse the: applicantifor-equipment already
.. .purchased. Any equipment for which the County requests reimbursement from the Board must be
- requested-in writing by the County and:approved in writing by the Board prior to. purchase. The. Board
_reserves the option of not relmbursmg equ1pment that is not requested and approved ln wrltlng prior to
*Epurchase . . . o

- "::Llst the cost for provrdlng electromc data processrng lnput and output equrpment w1th software lncludlng :
. ,monthly malntenance fee and mstallatlon as deemed necessary DY i .

- »A llne-ltem is requrred for each |tem .

- The total of all items. in this category should be shown in the mlddle column '

e =

L The state mileage fafe is a maximum of $.31 per mile. When employees of the County need to operate a - .

.:Itemlze travel expenses of contract personnel and show the baszs for computatlon (e g travel to meetlng _’ -




County of San Mateo
- Agreement Number BOC-2075
EXHIBIT B
(Standard Agreement)

Miscellaneous
A line-item is required for each item.

The Board will not approve a line-item for employee parkmg or the cost of commutlng to work (e.g., bus
pass, metro pass, etc )




R County of San Mateo

“ Agreement Number BOC-2075
EXHIBITB, . :
(Standard AgreEment)' ‘
4 7 APPENDIX #1

 STATE TRAVEL POLICIES -

The reimbursement rai'e to ooerate a privately-owned yehfcle‘ isffrom 31 cents per mile.
Meals : ‘ e S
Breakfast | ~§$ 6. 00" : - Breakfast may be clarmed when travel commences at or prlor to

6:00 aim. Breakfast may be clalmed on the last fractional day of a tnp of more than 24 hours if travel
B : termrnates ator after 9 00 a. m L DN .
- Lunch .- - $10.00.‘ i >7 Lunch may not be clalmed for travel Iess than 24 hours Lunch ;
: ' . may be claimed if the trip beglns at-or:before.11:00 a.m. and’ may be -

- ’travel termlnates at.or after 2: 00 p m.

‘Dinner - ' $1.8.(l(f)-f Drnner may be clalmed i the trlp begms ator before 4: 00 p m; Dlnner \
' EESERE may be:claimed when ‘travel terminates at:or after 7: 00 p.m: whether on-

L a one- day trrp or on the last day of a trrp of more than 24 hours

Incidentals " $600 A : lncndentals may be clalmed for trlps of 24 hours or more

o smd _,
Lodcrng

Statewrde ecergt regmre up to $84 00 except as follows

San Francrsco Alameda San Mateo Santa Clara and Los Angeles RS
Countles - Up to $110 00 +tax e : S oo

Other o

claimed on the last fractlonal dayof a trip'of more than 24 hours lf the e o



County of San Mateo

Agreement Number BOC-2075 .

EXHIBIT C .
(Standard Agreement)

GENERAL TERMS AND CONDITIONS

1.

3.

6.

" Approval _‘

This Agreement is of no force or effect until signed by both parties and approved by the
Department of General Services, if required. Contractor may not commence performance until
such approval has been obtained.

Amendment

No amendment or variation of the terms of this Agreement shall be valid unless made in
writing, signed by the parties and approved as required. No oral understanding or Agreement
not incorporated in the Agreement is binding on any of the parties.

Assignment

This Agreement is not assignable by the Contractor, either in whole or in part, without the
consent of the State in the form of a formal written amendment.

Audlt

Contractor agrees that the awarding department, the Department of General Services, the
Bureau of State Audits, or-their designated representative shall have the right to review and to
copy any records and supporting documentation pertaining to the performance of this
Agreement. Contractor agrees to maintain such records for possible audit for a minimum of
three (3) years after final payment, unless a longer period of records retention is stipulated.
Contractor agrees to allow the auditor(s) access to such records during normal business
hours and to allow interviews of any employees who might reasonably have information
related to such records. Further, Contractor agrees to include a similar right of the State to
audit records and interview staff in any subcontract related to performance of this Agreement.
(GC 8546.7, PCC 10115 et seq., CCR Title 2, Section 1896). '

Indemnification

Contractor agrees to lndemnlfy defend and save harmless the State, rts officers, agents and
employees from any and all claims and losses accruing or resulting to any and all contractors,
subcontractors, suppliers, laborers, and any other person, firm or corporation furnishing or
supplying work services, materials, or supplies in connection with the performance of this
Agreement, and from any and all claims and losses accruing or resulting to any person, firm

‘or corporation who may be injured or damaged by Contractor in the performance of this

Agreement.

Disputes

Contractor shall continue with the responsibilities under this Agreement during any dispute.




Lo County of San Mateo
: o Agreement Number BOC-2075
. - -EXHIBITC )
- (Standard Agreement)

~ Termination For Cause B .

The State may termrnate this Agreement and be relueved of any payments should the

“Contractor fail to perform the requirements of this Agreement at the time and in the manner

herein provided. In the event of such termination the State may proceed- with the work in any

- _manner deemed proper by the State. All costs to the' State shall be deducted from any sum

due the Contractor under this Agreement and the balance if! any, shall be paid to the
- Contractor upon demand . . _

Independent Contractor

';:’;Contractor and the agents and employees of Contractor in the performance of thls .

.- Agreement, shall:actin an mdependent capacrty and not as off cers or employees or agents

o g_of the State.

_Recvchnq Certrf catlon e

. '_The Contractor shall certlfy in wntrng under penalty of perjury, the mrnrmum |f not exact ’
- percentage of recycled content, both post consumer waste and. secondary waste as deﬁned )
-..in the Public- Contract Code, Sections 12161 and 12200, in materials, goods or supphes

“offered or products used in the performance of this Agreement regardless ‘of whether the

B ;‘_product meets the required recycled prodiict percentage as defined in the Pubhc Contract

10,

Code, Sections 12161 ‘and 12200. Contractor may certify that the product contarns zero _

: recycled content /(PCC 10233, 10308.5, 10354)

Non- Dnscnmrnatron Clause

Dunng the performance of this Agreement Contractor -and lts subcontractors shall not.

- ~unlawfully discriminate, harass, or allow harassment agalnst any employee or appllcant forf;
. ~employment because of sex, race, color, ancestry, religious creed, nationalorigin; physical

' Af_ ~disability (mcludrng HIV and AIDS), mental disability, medical condition (cancer), age (over o

"_i-40) marital status, and denial of family care leave. Contractor and subcontractors shall *
" insure that the evaluation and treatment of their employees and, applicants for employment
_ are free from such discrimination and harassment. Contractor and: subcontractors shall
. _comply with the prov15|ons ‘of thé Fair Employment and Housing Act (Government Code

:Sectron 12990 (a-f) et séq.) and the applicable regulatrons promuigated thereunder .

(California Code of Regulatlons Title 2, Section 7285 et seq.). The applicable: regulatrons
of the ‘Fair Employment and Housing Commission lmplementlng Government Code

N ‘Section 12990 (a-f), set forth in Chapter-5 of. Division 4 of Title 2 of the California Code of: .
. _Regulatlons are incorporated into this Agreement by reference and'made a part hereof as

- -if set forth in full. Contractor and its subcontractors. shall give written notice of their - ,' ,
" obligations under this clause to labor organrzatlons wrth Wthh they have a collectrve

bargarnmg or other Agreement

Contractor shall mclude the nondlscnmrnatlon and comphance provrsrons of thls clause in all - '

" subcontracts to perform work under the Agreement

g
i




11.

12.

13.

County of San Mateo
Agreement Number BOC-2075

EXHIBIT C
(Standard Agreement)

Cenrification Clauses

"The CONTRACTOR CERTIFICATION CLAUSES contained in document the CCC201 are

hereby incorporated by reference and made a part of this Agreement by this reference as if
attached hereto _

Timeliness
Time is of the essence in this Agreement.

Compensation

The consideration to be paid- Contractor, as provided herein, shall be in cdmpensation for all
of Contractor's expenses incurred in the performance hereof, including travel, per dnem and

taxes, unless otherw:se expressly so prowded

14.

18.

Govermnq Law

This contract is governed by and shall be mterpreted in accordance with the laws of the State
of California. _ .

Antitrust _Claims

The Contractor by signing this agreement hereby certifies that if these services or goods are
obtained by means of a competitive bid, the Contractor shall comply with the requirements of
the Government Codes Sections set out below.

-~ a. The Government Code Chapter on Antitrust claims contains the following definitions:

1). "Pubhc purchase" means a purchase by means of competitive blds of goods services,
or materials by the State or any of its political subdivisions or public agencies on whose
behalf the Attorney General may bring an action pursuant to subdivision (c) of Section
16750 of the Business and Professions Code.

2). "Public pUrchasing body" means the State or the subdivision or agency making a
public purchase. Government Code Section 4550.

b. In submlttlng abidtoa publlc purchasmg body, the bidder offers and agrees that if the bid

is accepted, it will assign to the purchasing body all rights, title, and interest in and to ali
causes of action it may have under Section 4 of the Clayton Act (15 U.S.C. Sec. 15) or
under the Cartwright Act (Chapter 2 (commencing with Section 16700) of Part 2 of
Division 7 of the Business and Professions Code), arising from purchases of goods,
materials, or services by the bidder for sale to the purchasing body pursuant to the bid.
Such assignment shall be made and become effective at the time the purchasing body
tenders final payment to the bidder. Government Code Section 4552.

c.. If an awarding body or public purchasing body receives, either through judgment or
settlement, a monetary recovery for a cause of acﬁon_ assigned under this chapter, the
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~ assignor shall be entltled to receive rermbursement for adual legal costs mcurred and
may, upon demand, recover from the public body any portlon of the recovery, inciuding
treble damages, attributable to overcharges that were pald by the assignor but were not -
paid by the public body as part of the bid price, less the expenses mcurred in obtalnlng
that portlon of the recovery ‘Government Code Sectlon 4553 S

d. Upon demand in wntlng by the assngnor the assignee: shall wnthln one year from such
. demand, reassign the cause of action assigned under this partif the assignor has been or
- . may have been injured by the violation of law for which the cause of action arose and (a)
the assignee has not been injured thereby, or (b) the assignee declines to file a court -
action for the cause of actlon See Government Code Sectton4554 ‘ S

16 Chl|d Support Compllance Act

. For any Agreement m excess of $100 000 the contractor acknowledges in accordance wnth
L that ; R . : , e _

) The contractor recognlzes the |mportance of Chlld and famlly support obllgatlons and shall
" fully. comply with all appllcable state and federal laws relatlng to child and family support .
. enforcement, including, but not limited to, disclosure of information and compliance with

. earnings assignment orders, as provided in Chapter 8 (commencmg W|th sectlon 5200) of K
' '-,?Part 5 of D|V|3|on 9 of; the Famlly Code; and A R . :

'b) 'The contractor to the best of its knowledge is fully complylng wrth the earnlngs -
- assignment orders of all employees and.is providing the names of all new- employees to ‘

- the New Hire Reglstry malntarned by the Callfornla Employment Development
.‘__.'...Department " ' e . : RS B

¥

~17:-Unenforceable Provrsron e

| In the event that any provrswn of thls Agreement is unenforceable or held to be I
e gunenforceable then the parties agree that all other provnsuons of thls Agreement have force
. and effect and shall not be effected thereby ' N . . :

o _,:__18;-Unlon Orqanlzmq

For aII contracts except ﬂxed prlce contracts of $50 000 or less the Contractor acknowledges
._that : : SU S .

By srgnlng this agreement Contractor hereby acknowledges.the appllcablllty of: Government
' Code Sectron 16645 through Sectlon 16649 to this agreement and agrees to the followmg

-; a) Contractor w1ll not assrst promote or. deter union: 'organlzmg by employees performmg_ L
work ona state serwce contract |nclud|ng a publlc works contract SO L

: b) No state funds recelved under thls agreement will’ be used‘ to assnst promote or deter .
unlon organlzlng o , = R -
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Contractor will not, for any business conducted under this agreement, use any state
property to hold meetings with employees or supervisors, if the purpose of such meetings
is to assist, promote or deter union organizing, uniess the state property is equally
available to the general public for holding meetings.

If Contractor incurs costs, or makes expenditures to assist, promote or deter union
organizing, Contractor will maintain records sufficient to show that no reimbursement from
state funds has been sought for these costs, and that Contractor shall provnde those
records to the Attorney General upon request.
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SPECIAL TERMS AND CONDITIONS .

Compensation

The County will be paid by the Board with funds from the Ré%tituﬁdb Fund. Any-payments shall bei;~
contingent upon the availability of Restitution Funds. Any funds paid shall not be a charge upon any -

' federal monies.or State General Func monies. Funds provided under this Agreement are not to
~supplant existing County activities. L S SR e

' Abb'rob'ria'tion of Funds

Payment for services from July 1; 2002, through June 30, 2003, is tontingerit upon the appropriation of

A funds for payment of this service. If such appropriation is not made, the Board shall be relieved of any -

payment for services provided during that period. If during the term of this Agreement, the State funds

- appropriated for the purpose of this agréement are terminated, suspended, discontinued, or reduced by

- the California- Legislature, the Board may immediately'termiéate this Agreement by written notice to'the -
County. For satisfactory performance of the work, the Board shall reimburse the county an.amount

. "A. ‘Audit Provisions:

“cabling costs).” " <

‘B. Program Evaluation and Monitoring: " -

equal to actual costs of doing business or the amount of thelcontract, whichever is less. ‘- -

‘Moving -

"The County must obtain written authorization from the Board prior to modifying existing

- ._spaqe/accommodai_iohs and/or. relocating operations to a.newifacility’if such actions will result,i'n the _
~.-County requiring 2 budget augmentation in current or future fiscal years. -~ . . A

Notification of relocation must include the new address, including room number and the name; title, *
address, and phone number of a contact person who is responsible for telephoneline and- ..

. computer/electrical cable installation. This advance notice must be given 60 days prior to rqlobéfidn to.
enable the Board to make necessary arrangements_to/relo’caté equipment. .- - T

" Relocation of computer terminals must be approved in writing by the Board prior to thé actual move: The. .
- County will be reimbursed by the Board for expenses related to relocating computer terminals (except for- -

Reguilations and Guidelines -

' "All—_p_arties agree to be bound,by all appl icable Fedérél an_ci State laws énd .re'gul'ations_and Board '

guidelines/directives/memos as they pertain.to the performance of the Agreement.

; Audit, Proqfa}n Evaluation and Monitoring Provisions ' -

S The.Cbunfy 's'h;all,have'available all records which supp "xperises charged to the contract Vincluding;

-~ but notlimited to; payroli registers, time sheets, purchase:orders, purchase estimates, receiving

" reports, and appropriation ledgers.” These records are subject to examination and audit by the State, - '

g for a period of three years beyond the date of the final payment,_ If an audit is forthcoming,'.'the Board
.- wiil notify the County at least thirty (30) days in advance of the dates of the audit. . ol

oA

The County shall mé}{e a\léilable to the Board, and their representatives, for purposes of inspection '
and review, any and-all of its books, papers, documents, financial records and other records pertaining
to the operation of this Agreement. - -~ .. . S : T R
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The aforesaid records shall be available for inspection and review during regular business hours
throughout the term of this Agreement, and for a period of three (3) years after the expiration of the
term of this Agreement.

Equipment

Costs for providing electronic data processing (EDP) input and output devices with software including
monthly maintenance fee and-installation, as deemed necessary by the Board shall be provided and/or
reimbursed by the Board. Specifically, if the Board purchases equipment, then the Board will configure,
install, and provide support for equipment and operating software. If the County purchases equipment,
then the County is responsible for its own configuration, instaflation, and support of those purchases, which
may involve the purchase of a maintenance service agreement with the vendor. The County is responsible
for budgeting dollars through this contract to cover those support and/or marntenance service agreement -
costs. (See budget provisions, Exhibit B)

NOTE: Maintenance service agreements ensure that all equipment and operating software are
maintained in good operating condition. Maintenance service agreements include both parts and tabor for
specified equipment by the service provider. .

All equipment purchases Using State and/or Board funds, including software, is the property of the State
and/or Board. The Board is considered the "Owner” and the County (e.g., San Bernardino) is considered

the “Registered Owner.”

If the purchase involves computer software, vendors are to certify that they have appropriate systems and
controls in place to ensure that State funds are not used to acquire, operate, or malntarn computer 7
software in a manner that does not comply wrth applrcable copyrights. :

Any equment for whlch the County requests reimbursement from the Board must be requested
in writing by the County and approved in writing by the Board prior to purchase. The Board

. reserves the option of not reimbursing equipment that is not requested and approved in writing

prior to purchase.

Operating and Overhead. Expenses

Operating and overhead expenses shall be fully set forth in the budget in Exhibit B and may be reimbursed
by the Board. The County must obtain written approval prior to any/all modifications being made to the line
items under the operating and overhead expense category, and records must be retained to support these
expenses for a period of three years foliowing the fiscal year covered by this agreement as state in
paragraph 5.

Inventory

EDP equipment, capitalized‘assets and non-capitalized assets, shall remain the property of the Board and
shall bear identification tags supplied by the Board. The County shall prepare an inventory listing as of
June 30, 2003 and as otherwise requested by the Board on forms provided by the Board.

In the event of termination of this Agreement, those identified items shall revert to the Board. The County
must hold any/all items identified in the inventory list in storage for forty -five (45) days from the date of
termination or until the Board retrieves its property Payment of storage and retrieval shall be the -
responsibility of the Board.

Confidentiality Statement

All financial, statistical, personal, technical and other data and information relating to the State's

operations which are designated confidential by the State and made available for the County in order to
carry out this agreement, or which become available to the County in carrying out this agreement, shall
be protected by the County from unauthorized use and disclosure through observance of the same or -
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more effective procedural requrrements as are appllcable to matenal which the County deems
conf dential and so protects : - _

Conf dentiality of :Records

The County shall maintain the confidentiality of all records containing personal identification. The County -
shall not disclose any personal information in a-manner that would link the information disclosed to the
individual to whomn'it pertains unless the disclosure is exphcntly authorized by law. The County shall insure. -
that all staff is"informed of the requirements of this provision and of dlrectlon given by the Board in-.the

“1999 Information Security Pamphlet” (Exhibit E). The County shall establish procedures to insure
confidentiality of personal information. The County ‘agrees to firmit access to and use lnformatlon obtained

. from the Board only for the purposes outllned in thls agreement and the attachments.

12 —P—Sub oenas S gl T B

Right.to" Termmate: S '..g""_jg; RO

[ ‘_-The State reserves the nght to termlnate thls agreement sub;ect to 30 days wntten notlce to the County.‘/ N
/ County. may submit a written request to termmate this agreement only lf the State should substantlally
' fall to perform its responsrbllltles as prowded herem T - R .

However the agreement can be lmmedlately termlnated for cause The term "for cause" shall mean -
that the County fails to meet the terms, coriditions, and/or responSIbllltles of the contract. In this -

. instance, the contract termlnatlon shaII be effectlve as of the date md|cated on the State s notifi catlon to{_-f: K1
»}the County : : S : X

- Thls agreement may be suspended or. cancelled w1thout notlce at the optlon of the County lf the oo
County or State’s prémises or. equipment are destroyed by fire or other catastrophe, or so substantlally; S
: damaged that.it is lmpractlcal to continue service, or in the event the County |s unable to render servrce N
asa result of any. actlon by any governmental authonty SN el el

The County is. not the Custodlan of Records for any of the materlals lt creates or recelves pursuant to . .

- - this contract. The County sha!l post a notice in its receiving department or other appropriate place .
- stating that all Viictim Compensation or restitution subpoenas and document requests shall be served

upon the California Victim Compensation and: Government Clalms Board. The .County shallinforma -

_.serverof a subpoena that such. .subpoena for the records: produced obtained or retained are to be s
" served on the California Victim Compensation and Government Claims Board at the Board's'offices in = -

Sacramento, attentno_n Legal Office. The County may contact the Legal Ofﬁce at (916) 327 1998 for

) further ass:stance
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Memorandum

Date March11 1999 . ' ~ BOARD POLICY MEMO NO. 99-01
' _ o ' (Replaces ADM:13:01:95-_96)'

To All Board of Control Staff

From Darlene Ayers—Johnson
Executive Director

Subject: INFORMATION SECURITY PAMPHLET (ISP)

BACKGROUND

.. The State Board of Control has a statutory obllgatlon to protect conﬁdenttal
infamatian. from unauthorized or accidental access, alteration, disclosure, _ - _
destruction, or dissemination. Additionally, special precautlons must be takento.
safeguard against any violations of an individual’s rights to pnvacy All employees

" share in the responsibility for protecting the oral, printed (as in claim files), or

-:".'electronlc (computer-readable) information recexved and used in fulfillment of the '
- State Board of Control's mission. . '

- POLICY - -
Your responsublllty is to know, understand and adhere to the policies established to

e protect information. The information security policies established to date.are
indicated later in this pamphlet (see the 1889 Acknowledgment Form on page 12).
Because these policies may be revised or expanded, there is room for- you to note

these changes |n the information Security Pamphlet, untll its next revision.

Aﬂer reading and understanding the contents of this memorandum complete and
sign the attached acknowledgement form. The S|gned acknowledgement form

should be submitted to your supervisor.
Supervisors are to allot up to three hours, which should be mdlcated on the '

- employee’s offi cial time shest as “Information Security Familiarization,” for each
subordmate to review and comprehend this pohcy Any allotted time for new
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Csofrl employees should occur wrthm the i rstten workmg days of the employee s amval S
or in the case of exxstlng employees wr’thm ten busmess days of the date of this

. memorandum

- Supervxsors are'to sign the employee completed acknowledgement fonn in the

o fapplrcable location, and:submit the acknowledgement form to the State Board of

- Control's Human Resources Section. : ,gg R

- Upon. reoelpt the Human Resources Sectlon wrll ensure that a copy of the -
.- acknowledgement fon'n is placed in the employee’s oﬁ' cial personnel folder and -
- submrt the onglnal copy to- the lnformat:on Secunty Oﬁ" icer (lSO) oo

The lSO may rernove an lndlwdual's access to the State Board of Control’
.lnt’orrnatron assets rf an ackrowledgement form is not tlmely submrtted

1:

Thls polrcy memorandum supercedes AT e s BT e

Document Tltle 'Do'c‘u'ment ' lssue Date
Board. Pollcy

2 Password Pollcy o T , I

“oo0 T ] Merro 9201 March 23 1992 |
ADM:07:01:88- 89? June 19,1989 |~
ADM:04:03:88-89 * June 26 1989

Employee Secunty Breaches
..~ Employee Security Breaches -
» - ’[ Turning Off. Personal Computers
| and Terminals . @ -.
1996 Information, SecunTy—Pampnlet
=07 Check-out of Portable Personal e .
Computers ' U P | ADM 07 01 89 90 October 27 1989 e

jADM’ 07:01: '8:8—:89;' ‘May 8, 1989
ADM: 13019596 March1 1996 TUETE

L ;fThls pol:cy memorandum should be retamed unt;l SUperceded

S ;Any vrolatron of. thxs pollcy may result in appropnate dlscxplmary achon

Tr

| '»'Executrve Drrector ';f_ B

DAJ:DS:}C_W__/L s




urmahon Secur!ty Pamphlet (ISP) o : : _
irch 11; 1999 S . P : -
19#3 ' - N

SR e

 TABLEOF CONTENTS

) PAGE | .
SECTJON NUMBER
. : aed ' - . . - ‘ l . -
A. Password selection and maintenancegUide'lines‘ B o 4
-B. Additional password gurdehnes for managers and supervxsors 4
{1 C. lnformatxon secunty breaches . 5
D. | Report suspepted illegal or improper activities 5
| E.  Checkout of portable personal computers - ' 5
F. USe of state information aSSets : 5
G. Acquxsmon and use of personal computer systems, : »
' assocxated equipment, and software 6
H. Personal computer back-up policy 6
1 Destmcﬁon of confidential documents 6
J. . Turning off persb?wéf'computers shatemmimals - - [ - R
K. Media contacts | | 7 - o
1. Legisiat’ivé c_o_rrespondence and telephone contacts 7
M Use of the lhtemet | 7
N. Public access to information 8
0. Dmg-free WE)rkplace requirements 8 -
‘P.  Notes | g |
S ' - 4 PAGE
APPENDIX : - | NUMBER
1 Glossary ' 10
II  Acknowiedgement Form 12 .




lnfonnzﬂonSecurltyPamphlot(lSP) | e
< March 11, 1999 o o N S
Paged - - S S : |

LR e A.PAsswoRo:Sa.ecnon:Ano MAlmmce-GumaJnes

. The password is fundamental to m lntalnlng the. lnis 'rlt'y.of the Stato Board of Control's- s

' automated environments. Passwords authenticate an individual’s s Identity, establish -
accountablllty, and prevent unauthorized system access., Proper password selection js
crucial to maintaining the password’s confi dentlallty "Haokers, or those who try to.
- retrieve Information from computers Megally, will sometlmas break Into.systems by.
uslng words that are famillar to the computer- operator.( With this in mind, ali users .
should adhere to the following when selecting or alterlng passwords: o

"+ Do not use names or initials in the password, - » Use passwords that are at least ﬁve
~ Including names of spouses ohnldren or j - dtaracters ong. .. - IR
family pets. *~ - ' *  Use a password with meanmg so that 12 mn e

¢ . Avoid using promment people names su::h-«-----f--—»a be easlly ‘remembered. .
- as the Govemor, President, or Pope. £ - Consxder usmg specxal characters (i.e. $ # -
+ Consider using words from foreign- R ; '
languages, or first letters of words.ia =%

-~ phrase from a book, magazme or song
+ * Do not use address numbers; telephone )
" _numbers, social security numbers ‘or ficense -

‘numbers in the password. :*,7_,. e

'As password owners, all personnel have

+ : Notify the System Administrator immediately
-if a password does not work. Thls could’

-indicate that someonie has access to the N

~': - System using your ldentxty :
+ “Terminate an active termmal sessxon befo

‘leaving the immediate vu:mlty of the termmal

the followmg password responstbllmes- S

. A-°: ,-Notxfy the System Administrator and the - ...
i _,-Information Security Officer if you belleve a

: password has been’ compromised or if you
: have been asked to. oompromlse a

. password : :

Do not write down:a password Memonze rt

© ey
~ .
=

"= .. “because'theaccess authorized jora T —":ﬁ iR ‘tokeep ticonfidential. :
‘particular password remains act:ve o ~.-Submit-a szgned Service: Request tothe
- ‘throughout the session.: : { Information Systems Sec’aon If a password
-+ Do not reveal a password to. any other j ‘is. forgotten o "
person. : g 'Change the password monthly

- B. ADDIT]ONAL PAsswoao Guxoeunes FOR. MANAGERS AND SUPERVISORS

Sk A temporary job function. may be assxgned o o
=5~ theindividual(s) scheduled to perform <~ - .~ . .
- - --another employee’s job duties In the eventof = . .

' Illness wvacation, or leave, by submitting a

+ “Wan employee changes_ jOb duties wrﬂ’un
- . State Board of Control or a Joint Powers
- Agency, the employee’s old manageror - -
supervisor should remove the employee
computer access mpabllmes by: SR | . signed Service Request to- the lnformahon
“1. Notifying the System Administrator .~~~ " | .. .Systems Section. :
: and the password owner (user) and; e Mfany employee lermmates employment wrth )
2. Submitting a sxgned Service Request -~ | the State-Board of Control or a Joint Powers -
-‘to.the Information: Systems Sectionto .- - Agenoy. his or her:supervisor shall submita
“: delete or modify the employee s signed Service Request o the Information
. aceess privileges. - : "- Systerns: Seotxon to remove lhe employee s .

. The Systemn Administrator may. revoke an ;. Becess.
access privilege that has not been used for SRR : '

" an extended period after first consultingwith' © } - ool s 0 e A
the Information Security Officer. B R e B T St

i
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€. !NFORJIATION Secunm BREACHES

Any person who commxts an mformahon
security breach or commits certain unlawful
acts may be subject to administrative™ ™ -

" disciplinary actions and/or prosecution *
under the Comprehensivé Computer Data
Access and Fraud Act (Penal Code Section
502) which states, “...any person who-

_ commits. any of the following acts is guilty of -

" a public offense...knowingly accesses and
without permission alters, damages,
C deletes, destroys, or otherwise uses any’
data, computer, computer system, or

? ‘computer network in order to either (A)
-devise or-execute any schemne or artifice to

l defraud, deceive, or extort, or (B) wrongfully
t control or obtain money, property, ordata...

Employees who become aware of an
information security breach must .
immediately inform their supervisor and the

information Security Officer. -

An information security breach can be
*accidental.” It does not requrre a willful or
intentional act on someone’s part. An -
accident can occur because of an honest
mistake or because of negligence. Audit
guidelines require the inclusion of all
definitions of what constitutes a security
breach. Any form of disciplinary action
would, in most instances, be focused on
information security breaches that are .

purposeful and malicious.

D REPORT SUSPECTED ILLEGAL OR IMPROPER ACTIVITIES

.activities directed against the State Board of
-. Control will be promptly investigated. -
Employees must notify the Information
Security Officer and their supervisor

R rmmecxatery of any ‘suspecied ilfegaivr

h
'I An ilegal -
5 y susprcxons ofi rmproper ori ega

improper activity.
Refer to Board Poiicy. Memo 838-06 and

Board Policy Memo.99-07, for additional

guidance on this matter.

E. CHECKOUT OF PORTABLE PERSONAL COMPUTERS

' Electronlc equrpment may be checked out

from the Information Systems Section by
submitting a computer checkout form-at

. léast 24 hours before the equipment is.
needed. Employees who check out State-

owned equipment aré responsible for taking B

reasonable precautions against pessibie
theft or vandalism of the equipment, for
ensuring that the equipment and software
are used only for State work, and for the

adherence to software copyright laws and.
license agreements. Emproyees arealso -
responsible for the retumn, in good condition,
of all manuals and training materials
checked-out with the equipment.

Laptop computers and other portable
equipment should not be left in vehicles.
These ftems should be carried by the
employee or stored in a locked hotel room
or other secure area while traveling.

F. USE OF STATE INFORMATION ASSETS |

Use 6f the State Board of Control's
information assets should only be for
‘purposes related to the State Board of

Contral's "rmssron 1t is against pohcy and
* State law to use State assets for personal :
reasons.
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ND-USE’0, "RsoNAL COMPUTER SYSTEMS Assoch'reo
, "'EQUIPMEN‘E, AND SOFTWARE Lo .

Each PC, item 6f peripheral equ:pment. orj -
_software package owned by the State Board-~
- of Control will be assigned to a specific’ ; .|

“employee. All employees: who use PCsare "~

responsible as owners, custodians, and .

. users of the data and software maintained

. ontheir PCs. All managers, in conjunctlon o

" with their employees, must mairitain-
- “'responsibility for the appropriate use of
. PCs, adherence to licensing agreements, -

-and the security of data, hardware, and

Ny software The acqursmon and use of PCs

shall be in accordance ‘with the State Board o
~ of Control's:PC palicy.: ' e
Only software purchased and supported by B
the.Information Systems Saction or expiicitly - S
approved.by the lnformatlon Security Officer- - = ..

is authonzed for: use on the State Board of

. Control's personal computers. Any
~ unauthorized software found on a personal
computer could lead‘to admmrstratxve

dlscrpllnary actlon

"Refer to Board Pohcy Memo 96 02 and

-ADM:07:01:95-96, issued February 6, 1996 -
for addmonal guxdance on thrs matter o

H PERSONAL COMPUTER BACK UP F’OLJCY

To protect agamst loss of xnformatxon stored

~ onthe State Board of Control's personal
- computers, ‘electronic information backups

““should be. performed on a regular basis by
o users storing information to,a:local drive: All
- diskettes used for the. backup should be .

consecutlvely numbered and labeled with -~

' the_‘hocl ) »lc.llllt., unc J:C"S Ln t, Hgts; ..a..t’t:.,; - ol

udate and the backup type (lncremental or L

full). These dlskettes should be given to the ,

' 'lnformat)on Systems Sechon for safe and -
"secure off-site storage e

.| Refer to Board Policy-Mermo 98-05 for
S addrtronal gu:dance on thls matter

l DESTRUCTION OF CONFlDENTlAL DOCUMENTS

Document shredders and receptacles

marked "Com’dentxal Material for Certn"ed
Destruction Only” are: located throughout.

- the bunldlng, and they are the only

| authorized r means for d:sposal of

confidential lnforrnatlon o
Refer to Board Policy Number 98—18 for

1 addltlonal gurdance on thts matter

Jd. TURNlNG-OFF PERSONAL COMPUTERS AND TERMINALS

Al ernployees wnll turn-off thelr assrgned
'-electromc workstations; personal '

computers and other related equrpment at
the conclusion of each workday unless :
there is a specific need for 24-hour .

: operatron Compllance thh thls sectron wrll

enable the State Board of Control to: reduce :
- energy-usage and utlllty costs; reduce
unnecessary wear on. the. mechanical parts -
of a computer, reduce exposure to electrical - .

spike damage and reduce fire risk due to

- equrpment malfunctlons

1w




.lnfcrmahon Secunty Pamphlet (ISP)
March 11,.1999
,__Page 7 '

2D

N MEDIA CONTACTS

Any contact with meala representatxves

should be immediately referred to the Chief .
Deputy Exécutive Direcior. in the absence -

of this individual, contacts should be =~ 3

referred to the Deputy Executive Director of

~ the Revenue, Recovery & Compliance -
Division, the Manager of the Legislation,
Policy & Special Services Section, the

Deputy Executive Director of the Victims of .

| Crime Division, or the Manager of thé = =™

‘Government Claims Division, depending on -

~ the subject matter of the inquiry. Media

contacts can be referred to the Executive
Director if the applicable Deputy Executive
Directors or Managers are unavailable.

Refer to Board Policy Memo 98-16 for
additional guidance on this matter.

" L. LEGISLATIVE CORRESPONDENCE AND TELEPHONE CONTACTS

Any correspondence received from a state
- or federal legislative office should be

immediately delivered to the Executive

Director’s Assistant. In her absence, the

correspondence is to be delivered to either

' the Secretary to the Deputy Executxve

- Director or the Secretary for the Legislation,;

Policy, & Special Services Section.
Refer to Board Pohcy Memo 97-04 for

_addmonal guidance on this matter.

.M. Uss OF THE INTERNET

" The State Board of Control reserves the -

-right to monitor and/or log all computerized
_ activity with or without notice, including e-

mail and all weh site_cnmmunications, and

'th'erEfore users should have no reasonable

: expectatxon of pnvacy in the use of these

resources:
itis unacceptable for a user to use, submit,

_publish, display, or transmit on the network
or on any computer system any information

which:

"+ Violates or mfnnges on the rights of any

other person, including the: nght to

.~ privacy;
-+ Violates regu!at;ons or pohc:es
prohibiting sexual harassment;

* Restricts or inhibits other users from

" using the system or the efficiency of the

computer systems;
+ Encourages the use of controlled

substances or uses the system for the

purpose of criminal intent;

.+ Uses the system for illegal purposes; or

-Contains defamatory, false, inaccurate,
- abusive, obscene, pormographic,
profane, sexually oriented, threatening,-

racially offensive, or.otherwise hiased. ... .

dxscnmmatory, or illegal material.

It lS also unacceptable for a user to use the :
facilities and the c:apabzlmes of the system
to:

. Conduct any non-approved bus.mess,_
.+ Solicit the perforrnance of any activity

that is prohibited by law;
+ * Transmit material, information, or

software in violation of any local, state .
~ or federal law;
¢+ Conduct any political activity;

'+ Conduct any non-governmental-related

~fund raising or public relations activities;
+ Engage in any activity for personal gain
or personal business transactions; or’

-+ Make any unauthorized purchases

Refer to Board Policy Number 89-04 for
additional guidance on this matter.




lnformatton Security Pamphlet (lSP) - - AR :. )
' March 11,1999 T A
Pages ~ - R

: Nz Pueuc Access TO lNFORMATlON

: All staff must comply wrth the followxng .
“applicable laws_prior to dxssemlnatmg '
" information: -
. ¢ The Calrfomla Publlc Records Act
o (Gov_ernment Code § 6250-6265);
. ¢ California Information Practices Act of
. 1977 (Civil Code § 1798 et seq.); _
. :=»'Comprehensrve Computer Data Access .
. -~ and Fraud Act (Penal Code § 502);
e Unemployment Insurance Code § 2111;

. ;Govemment Code § 13968(d)

ST

-As a general rule, mforrnatxon in a victim's . -
file-may be dlssemlnated only with the.

. express written consent of:the vnctlm orthe

- victim’s attorney. representatlve ‘i the

victim is' a minor, the written: consent must

" be-obtained from the minor’s custodial -

' parent/guardian or the desxgnated attorney

Tepresentative. The following are public

records and may be dlssemlnated upon ;.

E As a general rule recornmendatxons and .
“analyses prepared by the involved State
agencies,.as well as State Board of Control -
- staff, are protected from disclosure until the
. time available to file litigation has passed

.. without litigation being filed, Once the clalm
-~ - has been adjudicated or otherwise settled,
or the time for adjudication has passed;: all o

‘records involving the claim are public -
records The following are public. records -

- and may be drssemmated upon recexpt ofa

-1 Government Clalms Division | . .
- written request clalm documents clalm _

Addrtxonally. the State Board of Control fae

. developed several policies, procedures and

manuals that need to.be reviewed and

.followed prior to any infopmation -
dlssemlnatron This policy can net. include

 all the circumstances addressed by these
other documents. However; adherence to -

the general rules below wilf provide some

_guidance. If questions develop, staff shouid

not hesrtate to consult with their. supervisor

in srtuat:ons which raise concerns 6r in
. which the appllcatlon of the avallable
gurdelmes is not clear .

Victims of Crime Division " - L
receipt of a: wnt‘ten request State Board of LT

Controt agendas

o 'Exceptxons to this rule should be made ona
1. case-by—case basis with approval ofthe =7 7. .
Victims of Crime’s! ‘Policy and’ Procedures
. Sectlon Manager and after consultation with

the State Board of Control 3 Legal Drvrsron

amendments, bid protest files, State Board

" of Control agendas State Board of Control

notices, and lnformatlon submitted by a

. clalmant

) ",Exceptlons to thrs rule should only be made o
|~ on'a case-by-case basis with the approval
~ of the Government Claims Program
- Manager and after consultation withi the =

' State Board of Control's Legal Division.

0! DRUG FREE WORKPLACE REQUIREMENTS -

o The mamtenance of a drug—free workplace
“** is required by the Federal and State

government. The State Board of Control is

. committed to maintaining a drug-free .-
-workplace. As such, employees noticing
- suspected illegal substances in the
workplace should |mmedxately notn‘y thelr

N supervisor. Each sxtuatlon will be evaluated
and appropnate action taken. Because

some illegal ; substances can be absorbed
through the skm employees should never - *
attempt to plck up or move suspected R

;-'matenal S R
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lf an‘empIQYee ha§ a substance abuse

-Employeé Asslistance Program.may be

taken aga}nsfaﬁy employee feund fa bem'-':'{ :

. _problemyinvelving drugs and/or alcohol, the " the possession-or under the: mﬂuence of :

drugs or alcohol while ori'the jeb. -

.- available for assistance. However, adverse " Referto Board Pohcy Memo 89-07 for

- -action, and possible criminal prosecution

mvolvmg law enforcement agencies, may be

_ addmonal guxdance on thls matter

P. NOTES | '_
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GLOSSARY

To galn entry to mstruct, or commumcate wrth the logxcal anthmetncal
or memory function resources of a computer computer system or
- | computer hetwork..
- |-Asetof mstructxons or statements and related data that when _
executed in-actual or modified form, cause a computer, computer -
- _. | 'system, or computer network to perform specified funciions." )
NP A device or collection of devices,.including support devices and
f excludlng calculators which are not programmable and capabie of bemg
_ '| used.in conjunction with-external files, one or more of which contain™
- - - .7+ | computer programs, electronic. mstruct:ons input data, and. output data;
S ;.| that performs functions mcludlng. but not lirnited to, loglc anthmetlc :
’ : data storage and retriéval; communication, :and control. . :
Information. that is 'exempt from disclosure under the Cahfomla PUbllC
Records Act (Government Code §6250-6265) information classified as .
personal by the California Information Practices Act of 1977; information_
that is exempt from disclosure by other .applicable State-or Federal b
-| laws; and information limited from dxsclosure by contractual obllgatlon
L - __, | such as proprietary computer software. = :
Custodians of Information - * - | Caretakers of.an automated file or database. Custodlans are normally .
- ' -4 ] organizational units, such as the Information Systems Section, or -
- | separate agencies, such as the Health and Welfare Data Center E L
Custodians usually provide technical facrlltles and support servrces to A

- | ‘owners and users of information. :
- -| A representation of information, knowledge facts concepts computer

e m— e

Cdmp’uter Program' or .
Software

'Computer'_System‘

Coeme -

Cbnﬁdential Information-

Data
o - .| software, computer programs or instructions. Data may be in any form o
s - lin storage media, or as stored in the rmemory of the computer orin . . IR
7| transit or presented on-a. dlsplay device. . R :
Aol ogtres - -|-A means of sending messages between-Cﬂmn' "'ers using

R LR .o 7| network or-overa modem connectedto a. telephone llne
" > - L ;. | A backup of electronic data containing selected files.

~<- | Full Backup. _
Improper Disciosure. of The disclosure by Board employees of information. accessed: through
) : the Board that might have adverse. personal lmpllcatlons with’ respect to

lnforrnatlon
SRR * | identifiable individuals, either Board employees or partlcxpants ina.

. | Board program.- - . -

3~ A backup of electronic data contalmng all selected ﬁles modlﬁed or

| A .. .. .| added since the last full backup. o

| Information Security Breach - « | Including, but not limited to, any of the! followmg acts: the unauthonzed 1
o S i i juseof equrpment, the improper drsclosure ofinformation, the -+ - S

- | 'unauthorized disclosure of software, the unauthorized modifi catlon of | 7

information or soﬂware the lossof information or ‘software, the .-

;| unauvthorized use of mformatlon and/or the unauthonzed use: of

. V| softwdre: - _

) ‘lnformatlon Secunty Ofﬁcer .+ | The individual responsrble for overseemg the Board's polu::es and

RN | (ISO) . - : * | procedures designed Yo protect the Board's information assefs. S

' LT Secunty and risk management are- the' lSO’s top pnontxes The Board' 1

ol e - '1S0 is MARK LAMB, (916).445-2580. 1 - " »

lnformatlon Secunty \folatlon .| Any act that.is not in compliance w1th establlshed laws regulatlons

e . -policies, or procedures. .

. | A medium through which information or electromc mall may travel
R ..The mtemal hard disk of a personal computer -

| Incremental 'B_ackup :

»lntemet -
:L_or:_al Drive
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_ »Lass of lnformanon or
{*“Software ’

_ The unauthonzed destmctzog Qr removaf of a: Board data file, system R
software, or application soﬂware‘bya Board empfoyee.

_C_)wners of lnfonnat_ion

PrieT

The organizational unit having responsibility for making classiication .

-and control decisions regarding an automated file or database.

‘Generally the program management that employs the data proceseed
by an automated system is responsibie for identifying user access

requirements and is most affected if the information is lost,

compromised, delayed, or disclosed.

,' .| Personal Computer ..

Any deskiop or portable computer owned and maintained by the Board,

‘including but not limited to all IBM and IBM compatible desktop and _

faptop computers and all Apple Macintosh computers.

-Public lnformation

Anything not classified as conﬁdentxal. Public xnformatxon may also be".
sensitive information.

Sensitive Information

Information that requires specxal precautions to protect it from
unauthorized or accidental modification or destruction. Maintenance of -

its integrity or assurances as to its accuracy and completeness is
required. Sensitive information may be confidential or pubhc

information.

_System Administrator

State Board of Controf's Information Systems Secnon Manager.

| Unauthorized Disclosure of

Software

The giving or selling of a program developed at Board expense to - -

‘another person or organization.:

Unauthorized Modification of
information or Software

The accidental or malicious alteration of the records in a file, systems

| software, or applications software by a Board or Agency employee.

Unauthorized Use of
Equipment

The use of Board hardware by Board employees to process information
without the knowledge of management. .

' -Unauthon’zed Use of
- Information-

The unauthonzed selling or otherwise giving of mformanon access:bie
through‘the Board to other persons or organizations. N

Unauthonzed Use of Software

‘data.

The unauthonzed use of software by a Board employee to process

User of Information

An. employee having specxﬁc hmxted authority from the mformat:on
owner to view, change, add to, disseminate, or delete such information.

World Wide- Web (VWWV or .

- the WEB)

A part of the Internet which provides a way for organizations or

1 individuals to pubhsh mformatnon wh»ch is then avanlable to a world-wide

audience. ..

. Workgroup _Ccmputing

Coordinator

The lndmdual assngned by the Informatxon Systems Sectnon Supervxsor

to administer the Board's Workgroup Computing Policy. Contact Paul
Daws at (916) 445-5477 for addmonal mformat;on _

APPENDIX 1
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lnfon'natlon Secunty Ofﬁcer

L 'b) . Policy for Destruction cf Conﬁdentxal

" Records

“¢)- Policy and Procedures for Reportxng
. . Suspected lmproper or lllegal Activities -

"d) Property Loss, Thett, or Unauthonzed

Destruction

7g) " Access to Records "

. T"-“'hv) Medxa Contacts : - _
). -Handlmg of Legrslatxve Correspondence j

o '-'and Telephone Contacts . ° .
" Computer Room Access .

B Response Policies” |
Définition-and: Assngnment of
o 'Responsxbxl'ty for Automated Flles

n),.f_'lntemet Access Pohcy

R L F .

.,_i March 10, --1999

‘Acquisition and Use of pC Systems e

' f) iPersonal Computer Back-Up Pohcy o
, '._September 24, 1990"’:

-Drug- Free Workplace Requnrements v
"Personal Use.of Telephones and Chent

Ty, 1992

liEFERE‘NCE-#:’

lSSUE DATE

-t

December1 1998

December2 1998_'_

March 10, 1899
June 12 1989
March 10, 1999

o ;’Pollcy Memo 88-16

Apnl2 ~1998

Apan 1998
~ June 30, 1992 Pollcy Memo 92- 03;* S
-July3 1989 * ‘ Pohcy Memo- 89-07;'_ S
May 28 1998 D Pohcy Memo 98- 34

L ADM:13:01:92- 83
March 3, 1999¢ " . 1.

s understand that any v:olatlon of the lnforrnatlon Secunty Pamphlet or any of the

;,dxsmlssal

. Employee Printed Name .« _ -

: ,;'-Employee Signature -

Date’

i Date .

’ Supervisor Signature

e ;'_ ' Date Recelved 1

([

 APPENDIX II

':POIILY Memo 98 -17
- ;PO’.’W Memo 98‘18 |
. Policy Mémo 99-07 -
i . PolicyMemo 9906 "
NI
~Policy Memo 9905 " - -
" Policy Memo80-03

. 'Polxcy Memo 98-15 R

) ._Pohcy Memo 85- 04

. i - R i ad “and understand the .
: State Board of Control s lnformatlon Secunty Pamphlet (Board Pohcy Memo No 99 01)
-__:«and all of the pohcxes and memorandums lndlcated above T

pohcres or memorandums above may result in’ dzscnplmary actlon up to and lncludxng

c .EmployeefPhon'élNumher e '

INFORMATION SECURITY OFFICER USE ONLY;_ e
- l |mtrals l | S
z| :




