COUNTY OF SAN MATEO Agreement No. VAR-05-P826
AGREEMENT WITH INDEPENDENT CONTRACTOR
Contractor Name and Address: Contractor: Upon completion of work or agreed-upon work
periods, mail invoice with above Agreement Number to:
Shred-It USA, Inc.

Department: Purchasing

446 Littlefield Avenue

Attention: Mary Welch

South San Francisco, Ca 94080

Address: 455 County Center, 5 Floor, EPS 163

City, State, Zip: Redwood City, Ca 94063-1663
It is agreed between the County of San Mateo, California, and Contractor as follows:

1. Services to be performed by Contractor In consideration of the payments hereinafter set forth, Contractor shall perform
services in accordance with the terms, conditions and specifications set forth herein for the COUNTY OF SAN MATEDO,
Specifically, contractor shall:

1.1 Set up separate accounts for each County Department/Division that requests services pursuant to this Agreement;
1.2 Bill each County Department/Division separately on a monthly basis;

1.3 Provide each County Department with usage and cost reports, monthly, quarterly, or yearly at their request. Contractor may,
at its option, provide this information using an online system;

1.4 Be available to service all facilities owned and/or operated by the County, the only exception being if an identified facility is
more than 7 miles away from two otherwise connecting stops and that facility projects to generate less than $200 in annual
shredding cost. (For example, contractor would have the option to cancel service to a facility in Pescadero if the closest two
adjacent stops were more than 7 miles away, and the facility was only going to spend $150 annually.

1.5 Be available to service each location on a weekly basis, if requested;

1.6 Notify all Department/Divisions of the route structure and any changes thereto in advance, specifically so that each locatlon
knows in advance what day of the week contractor will perform its service for that location;

1.7 Allow each individual location to establish its own need for service, based on the following choices: (a) automatic service,
either weekly, every two weeks, every three weeks, monthly, etc.; or (b) only when requested by the location (and the
Department/Division will need to notify the contractor at least 48 hours before the day of the week scheduled for that location’s
service);

1.8 Be available for non-scheduled special service requests;
1.9 Provide secure locked bins at no charge for locations designated by Departments/Divisions;

1.10 Adhere to strict security requirements, including: (a) completing all shredding at the site of each individual location; (b)
maintaining and using trucks that include the machinery to shred onsite and store all shredded material in a secure, enclosed and
locked truck bed; (c) allow department/division personnel to follow contractor’s staff from the point of document pickup to the
truck and observe the shredding of that location’s documents; (d) store all shredded material in a locked, camera observed facility
until transferred to a recycler for baling; (e) require all transfers to a recycler and/or baling to occur indoors with sufficient
safeguards to ensure that no shredded material is lost during said transfer; and (f) provide departments/divisions with Certlﬁcates
of Destruction; and

1.11 Afford Department/Division personnel the opportunity to recycle boxes (personnel will need to accompany contractor’s
staff to the truck).

2. Contract Term The term of this Agreement shall be from July 1, 2005 through June 30, 2008 unléss terminated earlier by the
County. Additionally, San Mateo County may, at its sole option, exercise two additional one-year options that would extend the
term of this agreement to June 30, 2009 if the first option year is exercised, and to June 30, 2010 if the second option year is
exercised.



 Payments In consideration of the services rendered in accordance with all terms, conditions and specifications set forth herein,
County, through its individual Departments/Divisions shall make payment to Contractor as follows:

3.1 Emptying of the secured locked bin provided by contractor: $29.00
($29.00 shall be the minimum charge to service any individual site)

3.2 Small banker boxes (16” x 12” x 11”) of documents: $ 3.00
(maximum 25 boxes, unless department/division calls in advance)

3.3 Large file boxes (32” x 12” x 11”) of documents: $ 450
(maximum 25 boxes, unless department/division calls in advance)

3.4 Time rate, per minute (for larger high volume jobs requested in advance) - $ 440
3.5 Advance quotes may be requested on larger high volume jobs for consideration of a volume discount.

In the event that the County makes any advance payments, Contractor agrees to refund any amounts in excess of the amount owed
by the County at the time of contract termination. The County reserves the right to withhold payment if the C01mty determines
that the quantity or quality of the work performed is unacceptable. In no event shall total payment for services under this
Agreement exceed two hundred thousand ($200,000) dollars.

Relationship of the Parties Contractor agrees and understands that the work/services performed under this Agreement are
performed as an Independent Contractor and not as an employee of the County and that Contractor acquires none of the rights,
privileges, powers or advantages of County employees.

Workers’ Compensation Insurance The Contractor shall have in effect, during the entire life of this Agreement, Worker’s
Compensation and Employer Liability Insurance providing full statutory coverage. In signing this Agreement, Contractor
certifies awareness of the provisions of section 3700 of the California Labor Code which requires every employer to be insured
against liability for Worker’s Compensation or to undertake self-insurance in accordance with the provisions of the Code, and
certifies compliance with such provisions before commencing the performance of this work of the Agreement as set forth in
California Labor Code section 1861.

Insurance The Contractor shall take out and maintain during the life of this Agreement such Bodily Injury Liability and Prope.
Damage Liability Insurance as shall protect him/her while performing work covered by this Agreement from any and all claims
for damages for bodily injury, including accidental death, as well as any and all operations under this Agreement, whether such
operatlons be by himself/herself or by any Subcontractor or by anyone directly or indirectly employed by either of them. Such
insurance shall be combined single limit bodily injury and property damage for each occurrence and shall not be less than the
amount specified by Risk Management,

Hold Harmless Contractor agrees to indemnify and defend the County, its employees and agents from any and all claims,
damages and liability in any way occasioned by or arising out of the negligence of the contractor in the performance of this
agreement, including any sanctions, penalties or claims of damages resulting from Contractor’s failure to comply with the
requirements set forth in the Health Insurance Portability and Accountablhty Act of 1996 (H]PAA) and all Federal regulations
promulgated there under, as amended.

Health Insurance Portability and Accounting Act of 1996 (HIPAA)

Contractor shall perform all services in accordance with HIPAA, and the Federal regulations promulgated thereunder, as amended,
and will comply with the County’s requirements as follows:

Terms used, but not otherwise defined, in this Schedule shall have the same meaning as those terms are
defined in 45 Code of Federal Regulations section 160.103 164.304 and 164.501. (All regulatory
references in this Schedule are to Title 45 of the Code of Federal Regulations unless otherwise specified.)

a. Designated Record Set. “Designated Record Set” shall have the same meaning as the term
“designated record set” in Section 164.501.

b. Electronic Protected Health Information. “Electronic Protected Health Information” (“EPHI”)
means individually identifiable health information that is transmitted or maintained in electronic

media, limited to the information created, received, maintained or transmitted by Business Associate
from or on behalf of Covered Entity.



Individual, “Individual” shall have the same meaning as the term “individual” in Section 164.501
and shall include a person who quahﬁes as a personal representatlve in accordance with Section
164.502(g).

Privacy Rule. “Privacy Rule shall mean the Standards for Privacy of Ind1v1dua11y Identifiable
Health Information at 45 Code of Federal Regulations Part 160 and Part 164, Subparts A and E.

Protected Health Information. “Protected Health Information” shall have the same meaning as the
term “protected health information” in Section 164.501 and is limited to the information created or
received by Contractor from or on behalf of County.

Required By Law. “Required by law” shall have the same meamng as the term “requned by law” in
Section 164.501.

Secretary. “Secretary” shall mean the Secretaty of the Umted States Department of Health and
Human Services or his or her designee.

Security Incident. “Security Incident” shall mean the attempted or successful unauthorized access,
use, disclosure, modification, or destruction of information or interference with systems operations in
an information system, but does not include minor incidents that occur on a daily basis, such as
scans, “pings”, or unsuccessful random attempts to penetrate computer networks or servers B
maintained by Business Associate

Security Rule. “Security Rule” shall mean the Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 160 and Part 164, Subparts A and C.

Obligations and Activities of Contractor

Contractor agrees to not use or further disclose Protected Health Information other than as permitted
or required by the Agreement or as required by law.

Contractor agrees to use appropriate safeguards to prevent the use or disclosure of the Protected
Health Information other than as provided for by this Agreement.

Contractor agrees to mitigate, to the extent practicable, any harmful effect that is known to
Contractor of a use or disclosure of Protected Health Information by Contractor in violation of the
requirements of this Agreement.

Contractor agrees to report to County any use or d1sclosure of the Protected Health Information not
provided for by this Agreement.

Contractor agrees to ensure that any agent, including a subcontractor, to whom it provides Protected
Health Information received from, or created or received by Contractor on behalf of County, agrees
to the same restrictions and conditions that apply through this Agreement to Contractor with respect
to such information.

If Contractor has protected health information in a designated record set, Contractor agrees to
provide access, at the request of County, and in the time and manner designated by County, to
Protected Health Information in a Designated Record Set, to County or, as directed by County, to an
Individual in order to meet the requirements under Section 164.524. _

If Contractor has protected health information in a designated record set, Contractor agrees to make
any amendment(s) to Protected Health Information in a Designated Record Set that the County
directs or agrees to make pursuant to Section 164.526 at the request of County or an Individual, and
in the time and manner designed by County.

Contractor agrees to make internal practices, books, and records relating to the use and disclosure of
Protected Health Information received from, or created or received by Contractor on behalf of,
County available to the County, or at the request of the County to the Secretary, in a time and
manner designated by the County or the Secretary, for purposes of the Secretary determining
County’s compliance with the Privacy Rule.

Contractor agrees to document such disclosures of Protected Health Information and mformatlon
related to such disclosures as would be required for County to respond to a request by an Individual
for an accounting of dlsclosures of Protected Health Information in accordance w1th Secnon
164.528.



j. Contractor agrees to provide to County or an Individual in the time and manner designated by
County, information collected in accordance with Section (i) of this Schedule, to permit County to
respond to a request by an Individual for an accounting of disclosures of Protected Health
Information in accordance with Section 164.528.

k. Contractor shall implement administrative, physical, and technical safeguards that reasonably and
approprxately protect the confidentiality, integrity, and availability of EPHI that Contractor creates,
receives, maintains, or transmits on behalf of County.

1. Contractor shall conform to generally accepted system security pnnc1p1es and the requirements of
the final HIPAA rule pertaining to the security of health information.

m. Contractor shall ensure that any agent to whom it provides EPHI, including a subcontractor, agrees
to implement reasonable and appropriate safeguards to protect such EPHI.

n. Contractor shall report to County any Security Incident w1th1n 5 business days of becoming aware of
such incident.

0. Contractor shall makes its policies, procedures, and documentation relating to the security and
privacy of protected health information, including EPHI, available to the Secretary of the U.S,
Department of Health and Human Services and, at County’s request, to the County for purposes ot
the Secretary determining County’s compliance with the HIPAA privacy and security regulations.

Permitted Uses and Disclosures by Contractor

Except as otherwise limited in this Schedule, Contractor may use or disclose Protected Health
information to perform functions, activities, or services for, or on behalf of, County as specified in the
Agreement; provided that such use or disclosure would not violate the Privacy Rule if done by County.

Obligations of County

a. County shall provide Contractor with the notice of privacy practices that County} produces in accordance with
Section 164.520, as well as any changes to such notice.

b. County shall provide Contractor with any changes in, or revocation of, permission by Individual to use or
disclose Protected Health Information, if such changes affect Contractor’s permitted or required uses and
disclosures.

C. County shall notify Contractor of any restriction to the use or disclosure of Protected Health Information that
County has agreed to in accordance with Section 164.522.

Permissible Requests by County

County shall not request Contractor to use or disclose Protected Health Information in any manner that
would not be permissible under the Privacy Rule if done by County, unless the Contractor will use or
disclose Protected Health Information for, and if the Agreement provides for, data aggregation or
management and administrative activities of Contractor.

Duties Upon Termination of Agreement

a. Upon termination of the Agreement, for any reason, Contractor shall return or destroy all Protected Health
Information received from County, or created or received by Contractor on behalf of County. This provision
shall apply to Protected Health Information that is in the possession of subcontractors or agents of Contractor.
Contractor shall retain no copies of the Protected Health Information.

b. In the event that Contractor determines that returning or destroying Protected Health Information is infeasible,
Contractor shall provide to County notification of the conditions that make return or destruction infeasible.
Upon mutual agreement of the Parties that return or destruction of Protected Health Information is infeasible,
Contractor shall extend the protections of the Agreement to such Protected Health Information and limit
further uses and disclosures of such Protected Health Information to those purposes that make the return or
destruction infeasible, for so long as Contractor maintains such Protection Health Information.

Miscellaneous

a. Regulatory References. A reference in this Schedule to a section in the Privacy Rule means the section as in
effect or as amended, and for which compliance is required.



10.

11.

12.

13.

Amendment. The Parties agree to take such action as is necessary to amend this Schedule from time to time as

is necessary for County to comply with the requirements of the Privacy Rule and the Health Insurance
Portability and Accountability Act, Public Law 104-191,

Survival.  The respective rights and obligations of Contractor under this Schedule shall survive the
termination of the Agreement.

Interpretation. Any ambiguity in this Schedule shall be resolved in favor of a meaning that permlts County to
comply with the Privacy Rule.

Reservation of Right to Monitor Activities. County reserves the right to monitor the security policies and
procedures of Contractor

Confidentiality All data produced or compiled by Contractor shall be considered confidential unless it can be obtained as public
record and shall not be shared with a third party without the prior written consent of County. All financial, statistical, personal,
technical, and other data and information relating to the County's operations which is made available to the Contractor in order to
carry out this Agreement shall be presumed to be confidential. Contractor shall protect said data and information from
unauthorized use and disclosure by the observance of the same or more effective procedures as the County requires of its own
personnel. The Contractor shall not, however, be required by this paragraph to keep confidential any data or information which is
or becomes publicly available, is already rightfully in the Contractor’s possession, is mdependently developed by the Contractor
outside the scope of the Agreement or is rightfully obtained from third parties.

Non-Assignability Contractor shall not assign this Agreement or any portion thereof to a third party without the prior written
consent of County, and any attempted assignment w1thout such prior written consent in violation of this Section shall
automatically terminate this Agreement. :

Termination of Agreement The County Purchasing Agent may, at any time from execution of Agreement, terminate this
Agreement, in whole or in part, for the convenience of the County, by giving written notice specifying the effective date and
scope of such termination. Termination shall be effective on a date not less than thirty days from notice. In the event of
termination, all finished or unfinished documents, data, studies, maps, photographs, reports, and materials (hereafter referred to as
materials) prepared by Contractor under this Agreement shall become the property of the County and shall be promptly delivered
to the County. In the event of termination, Contractor shall be paid for all work satisfactorily performed until termination, except
where the contracting department determines the quality or quantity of the work performed is unacceptable. Such payment shall
be that portion of the full payment, wh1ch is determined by comparing the work/services completed to the work/serv1ces required
by the Agreement.

Payment of Permits/Licenses It shall be the Contractor’s responsibility to obtain any license, permit or approval required from
any agency for work/services to be performed at his/her own expense, prior to commencement of said work/services or forfeit any
right to compensation under this Agreement.

Non-Discrimination No person shall be excluded from participation in, denied benefits of, or be subject to discrimination under
this Agreement on the basis of their race, color, religion, national origin, age, sex, sexual orientation, pregnancy, childbirth or
related conditions, medical condition, mental or physical disability or veteran’s status. Contractor shall ensure full compliance
with federal, state and local laws, directives and executive orders regarding non-discrimination for all employees and
Subcontractors under this Agreement. The Contractor shall comply fully with the non-discrimination requirements required by 41
CFR 60-741.5(a), which is incorporated herein as if fully set forth.

Violation of the non-discrimination provisions of this ‘Agreement shall be considered a breach of this Agreement and subject the
Contractor to penalties, to be determined by the County Manager, including but not limited to: i) termination of this Agreement;
if) disqualification of the Contractor from bidding on or being awarded a County contract for a period of up to 3 years; iii)
liquidated damages of $2,500 per violation; iv) imposition of other appropriate contractual and civil remedies and sanctions, as
determined by the County Manager.

To effectuate the provisions of this paragraph, the County Manager shall have the authority to: i) examine Contractor’s
employment records with respect to compliance with this paragraph; ii) set off all or any portion of the amount described in this
paragraph against amounts due to Contractor under the Contract or any other Contract between Contractor and County.

Contractor shall report to the County Manager the filing by any person in any court of any complaint of discrimination or the
filing by any person of any and all charges with the Equal Employment Opportunity Commission, the Fair Employment and
Housing Commission or any other entity charged with the investigation of allegations within 30 days of such filing, provided that
within such 30 days such entity has not notified Contractor that such charges are dismissed or otherwise unfounded. Such
notification shall include the name of the complainant, a copy of such complaint and a description of the circumstance.
Contractor shall provide County with a copy of its response to the Complaint when filed.



14.

15.

16.

17.

18.

Section 504 applies only to contractors who are providing services to member of the public. Contractor shall comply with Section
"504 of the Rehabilitation Act of 1973, which prov1des that no otherwise qualified handicapped individual shall, solely by reason
of a disability, be excluded from the participation in, be denied the benefits of, or be subJected to discrimination in the
performance of this contract. _ .

Equal Benefits With respect to the provision of employee benefits, Contractor shall comply with the County Ordinance whi
prohibits contractors from discriminating in the provision of employee benefits between an employee with a domestic partner anu
an employee with a spouse.

Contractor Obligations concerning Jury Duty of its Employees: Contractor agrees to comply w1th the reqmrements of the
County’s Jury Duty Ordinance enacted on May 24, 2005.

Retention of Records Contractor shall maintain all records related to this Agreement for no less than three years after the
County makes final payment or after termination of this contract and all other pending matters are closed. All records shall be
subject to the examination and/or audit by agents of the County, the State of California and/or Federal grantor agencies.

Merger Clause This Agreement constitutes the sole Agreement of the parties hereto and correctly states the rights, duties, and
obligations of each party as of this document's date. Any prior agreement, promises, negotiations, or repmentations between the
parties not expressly stated in this document are not binding. All subsequent modifications shall be in writing and signed by the

County authorized agent. This Agreement, or facSImﬂe proposal of the Agreement, constitutes the entire Agreement between
County and Contractor.

Governing Law This Agreement, including any exhibits, shall for all purposes be deemed subject to the laws of the State of
California, and in the event of a lawsuit concerning this Agreement shall be venued in the County of San Mateo.

THIS CONTRACT IS NOT VALID UNTIL SIGNED BY ALL PARTIES

M éo,/ G [#S5  Shred-1t UsA, Inc.

 Contractor's Signature Date
Print name: ) A
Print title: - Reseh?l M2 "€

Purchasing Agent, Date
San Mateo County



