
Attachment H
Health Insurance Portability and Accountability Act (HIPAA)

Business Associate Requirements

Definitions

Terms used, but not otherwise defined, in this Schedule shall have the same
meaning as those terms are defined in 45 Code of Federal Regulations section
160.103164.304 and 164.501. (All regulatory references in this Schedule are to Title
45 of the Code of Federal Regulations unless otherwise specified.)

a. Designated Record Set. "Designated RecordSet" shall have the same
meaning as the term "designated record set" in Section 164.501.

b. Electronic Protected Health Information. "Electronic Protected Health
Information" ("EPHI")means individually identifiable health information that
is transmitted or maintained in electronic media, limited to the information
created, received, maintained or transmitted by Business Associate from or
on behalf of Covered Entity.

c. Individual. "Individual" shall have the same meaning as the term "individual"
in Section 164.501 and shall include a personwho qualifies as a personal
representative in accordance with Section 164.502(g).

d. Privacy Rule. "Privacy Rule" shall mean the Standards for Privacy of
Individually Identifiable Health Information at 45 Code of Federal
Regulations Part 160 and Part 164, SubpartsA and E.

e. . Protected Health Information. "Protected Health Information" shall have the
same meaning as the term "protected health information" in Section 164.501
and is limited to the information created or received by Contractor from or on
behalf of County.

f. Required By Law. "Required by law" shall have the same meaning as the
term "required by law" in Section 164.501.

g. Secretary. "Secretary" shall mean the Secretaryof the United States
Department of Health and Human Services or his or her designee.

h. Security Incident. "Security Incident" shall mean the attempted or
successful unauthorized access, use, disclosure, modification, or
destruction of information or interference with systems operations in an
information system, but does not include minor incidents that occur on a
daily basis, such as scans, "pings", or unsuccessful random attempts to
penetrate computer networks or servers maintained by Business Associate

i. Security Rule. "Security Rule" shall mean the Standards for the Protection
of Electronic Protected Health Information at 45 CFR Part 160 and Part 164,
Subparts A and C.
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ObliQationsandActivitiesofContractor

a. Contractor agrees to not use or further disclose Protected Health
Information other than as permitted or required by the Agreement or as
required by law.

b. Contractor agrees to use appropriate safeguards to prevent the use or
disclosure of the Protected Health Informationother than as provided for by
this Agreement.

c. Contractor agrees to mitigate, to the extent practicable, any harmful effect
that is known to Contractor of a use or disclosure of Protected Health
Information by Contractor in violation of the requirementsof this Agreement.

d. Contractor agrees to report to County any use or disclosure of the Protected
Health Information not provided for by this Agreement.

e. Contractor agrees to ensure that any agent, including a subcontractor, to
whom it provides Protected Health Information received from, or created or
received by Contractor on behalf of County, agrees to the same restrictions
and conditions that apply through this Agreement to Contractor with respect
to such information.

f. If Contractor has protected health information in a designated record set,
Contractor agrees to provide access, at the request of County, and in the
time and manner designated by County, to Protected Health Information in a
Designated Record Set, to County or, as directed by County, to an
Individual in order to meet the requirements under Section 164.524.

g. If Contractor has protected health information in a designated record set,
Contractor agrees to make any amendment(s) to Protected Health
Information in a Designated Record Set that the County directs or agrees to
make pursuant to Section 164.526 at the request of County or an Individual,
and in the time and manner designed by County.

h. Contractor agrees to make internal practices, books, and records relating to
the use and disclosure of Protected Health Information received from, or
created or received by Contractor on behalf of County, available to the
County, or at the request of the County to the Secretary, in a time and
manner designated by the County or the Secretary, for purposes of the
Secretary determining County's compliance with the Privacy Rule.

i. Contractor agrees to document such disclosures of Protected Health
Information and information related to such disclosures as would be
required for County to respond to a request by an Individual for an
accounting of disclosures of Protected Health Information in accordance
with Section 164.528.
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J. Contractor agrees to provide to County or an Individual in the time and
manner designated by County, information collected in accordance with
Section (i) of this Schedule, to permit County to respond to a request by an
Individual for an accountingof disclosures of Protected Health Information in
accordance with Section 164.528.

k. Contractor shall implement administrative, physical, and technical
safeguards that reasonablyand appropriately protect the confidentiality,
integrity, and availability of EPHI that Contractor creates, receives,
maintains,or transmitson behalfof County. -

1. Contractor shall conform to generally accepted system security principles
and the requirements of the final HIPAA rule pertaining to the security of
health information.

m. Contractor shall ensure that any agent to whom it provides EPHI, including a
subcontractor, agrees to implement reasonable and appropriate safeguards
to protect such EPHI.

n. Contractor shall report to County any Security Incident within 5 business
days of becoming aware of such incident.

o. Contractor shall makes its policies, procedures, and documentation relating
to the security and privacy of protected health information, including EPHI,
available to the Secretary of the U.S. Departmentof Health and Human
Services and, at County's request, to the County for purposes of the
Secretary determining County's compliance with the HIPAA privacy and
security regulations.

Permitted Uses and Disclosures by Contractor

Except as otherwise limited in this Schedule, Contractor may use or disclose
Protected Health Information to performfunctions, activities, or services for, or on
behalf of, County as specified in the Agreement; provided that such use or disclosure
would not violate the Privacy Rule if done by County.

Obliqations of County

a. County shall provide Contractorwith the notice of privacy practices that
County produces in accordancewith Section 164.520, as well as any
changes to such notice.

b. County shall provide Contractor with any changes in, or revocation of,
permission by Individual to use or disclose Protected Health Information, if
such changes affect Contractor's permitted or required uses and
disclosures.

c. County shall notify Contractor of any restriction to the use or disclosure of
Protected Health Informationthat County has agreed to in accordance with
Section 164.522.
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Permissible Requests by County

County shall not request Contractor to use or disclose Protected Health
Information in any manner that would not be permissible under the Privacy Rule if
done by County, unless the Contractor will use or disclose Protected Health
Information for, and if the Agreement provides for, data aggregation or management
and administrative activities of Contractor.

Duties Upon Termination of Aareement

a. Upon termination of the Agreement, for any reason, Contractor shall return
or destroy all Protected Health Information received from County, or created
or received by Contractor on behalf of County. This provision shall apply to
Protected Health Information that is in the possession of subcontractors or
agents of Contractor. Contractor shall retain no copies of the Protected
Health Information.

b. In the event that Contractor determines that returning or destroying
Protected Health Information is infeasible, Contractor shall provide to
County notification of the conditions that make return or destruction
infeasible. Upon mutual agreement of the Parties that return or destruction
of Protected Health Information is infeasible, Contractor shall extend the
protections of the Agreement to such Protected Health Information and limit
further uses and disclosures of such Protected Health Information to those
purposes that make the return or destruction infeasible, for so long as
Contractor maintains such Protection Health Information.

Miscellaneous

a. Regulatory References. A reference in this Schedule to a section in the
Privacy Rule means the section as in effect or as amended, and for which
compliance is required.

b. Amendment. The Parties agree to take such action as is necessary to
amend this Schedule from time to time as is necessaryfor County to comply
with the requirements of the Privacy Rule and the Health Insurance
Portability and Accountability Act, Public Law 104-191.

c. Survival. The respective rights and obligations of Contractor under this
Schedule shall survive the termination of the Agreement.

d. Interpretation. Any ambiguity in this Schedule shall be resolved in favor of a
meaning that permits County to comply with the Privacy Rule.

e. Reservation of Right to Monitor Activities. County reserves the right to
monitor the security policies and procedures of Contractor
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Countyof SanMateo
Contractor'sDeclarationForm

I. CONTRACTORINFORMATION

ContractorName:
ContactPerson:

Address:

Phone:
Fax:

II. EQUALBENEFITS(checkoneor moreboxes)
Contractorswithcontractsin excessof $5,000musttreatspousesanddomesticpartnersequallyas to employeebenefits.

Contractorcomplieswiththe County'sEqualBenefitsOrdinanceby:

offeringequalbenefitsto employeeswithspousesandemployeeswithdomesticpartners.

offeringa cashequivalentpaymenttoeligibleemployeesin lieuof equalbenefits.

ContractordoesnotcomplywiththeCounty'sEqualBenefitsOrdinance.

rv( Contractoris exemptfromthis requirementbecause:

nI Contractorhasnoemployees,doesnotprovidebenefitsto employees'spouses,or thecontractis for$5,000
" , orless.

Contractorisa partytoacollectivebargainingagreementthatbeganon- (date)andexpireson-
(date),andintendstoofferequalbenefitswhensaidagreementexpires.

III. NON.DISCRIMINATION(checkappropriatebox)

Finding(s)of discriminationhavebeenissuedagainstContractorwithinthe pastyearbythe EqualEmployment
OpportunityCommission,FairEmploymentandHousingCommission,orotherinvestigativeentity. Pleasesee
attachedsheetof paperexplainingtheoutcome(s)or remedyfor thediscrimination.

ry' Nofindingof discriminationhasbeenissuedinthe pastyearagainsttheContractorbythe EqualEmployment
. OpportunityCommission,FairEmploymentandHousingCommission,oranyotherentity.

IV. EMPLOYEEJURYSERVICE(checkoneormoreboxes)
Contractorswithoriginaloramendedcontractsinexcessof$100,000musthaveandadheretoa writtenpolicythat
providesitsemployeeslivinginSanMateoCountyuptofivedaysregularpayforactualjuryserviceintheCounty.

~ ContractorcomplieswiththeCounty'sEmployeeJuryServiceOrdinance.
[J ContractordoesnotcomplywiththeCounty'sEmployeeJuryServiceOrdinance.
[J Contractorisexemptfromthisrequirementbecause:

[J thecontractisfor$100,000orless.
Contractoris a partyto a collectivebargainingagreementthatbeganon- (date)andexpireson-
(date),andintendstocomplywhenthe collectivebargainingagreementexpires.

I declareunderpenaltyof perjuryunderthelawsof theStateof Californiathattheforegoingis trueandcorrect,
and~~.~ttamauthorizedto bindthis el).tity''Confractually.

..,./'\. (~" . ",-"

,;/"'.",:"\ , (/ n . "."",~."..

/~Yr-- \ jL.t...A "-_::~~
\signature

t,}-it</ ()~
Date

I \. ll, l:.i..;7},.. ('-c. J{)J!'N tJt"-c :..J/"<='l..J '..r
Name

~
i

,. -'" '/' ..~ -. .",--
tXl£CtI (1 V L:.- bitE 'R=t:>I'J.X~'AJI

Title
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CONTRACTINSURANCE APPROVAL

DATE: August 28.2006

TO: J~nine Keller, Risk Manager Ext. 4387 FAX:4864 PONY: EPS 163

FROM: Tere Lareina. San MaiteoMedical Center, Ext. 2280, FAX:2267, PONY: HOS316MM

CONTRACTOR NAME: CHIS, Inc.

DOES THE CONTRACTOR TRAVEL AS A PART OFTHE CONTRACTSERVICES?No.

NUMBER OF EMPLOYEES WORKING FOR CONTRACTOR.: More than one.

DUTIES TO BE PERFORMED BY CONTRACTOR FOR COLINTY: Contractor will provide
coding services for Medical Record admissions/dischargesusing ICD-9-CM coding system.

0/ J~6t~

TOTAL P.01

The following will be completed by Risk Management;

INSURANCE COVERAGE: Amount Approve Waive Modify

ComprehensiveGeneralLiability /I1il 0 0 0

MotorVehicle Liability - D g---- 0

Professional Liability II:LL/
..

0 0

Workers' Compensation ! b-i/ 0 0
REMARKS/COMMENTS:
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FROM: BILL REED INSURANCEAGE~
FAX NO. : 760 776 8153

4It Sep. 07 2006 12:21PM P6

--.'-' " ,,,-
"y ... ' '

Commercial Certificateof Insurance
Agency. BILLREED iNSURANCEAGENCY
Name. 7:2.-880FRED WARING DRlVF. D-17

& . PALMDESERT,CA 92260
Address .

" .,.'" -~,

Coverages
This is to certify that the policies of insurance listed below havebeen issued to the h'lSurednamed abovefor the policy period indicate.d. Notwithstanding
any requirement. term or condition of anycontract or other document with respectto which this certificate may be issued or may pertain. the insurance

-I- alIor'ded by the policies desc:l'ibedherein is subject to all the terms, excluSionsand conditions of ~"Uchpolicies. Limits shown may have been reduced by

---'!.aid claims.
Co.
Ltr.

St.

Insured

Name
&

Address

99 68 340

~ FARMERS'

Issue f)ate (MM/DDIYY) 109/07~~OO6 .'" ,,-~

This certificate is Issuedas a ~tter of information only and confers no rights

uponthe certificate helder. This certificate docsnot amend. extend or alter the
coverageaffordedby the policiesshown below.

Companies PtoV'iding Covetage:

Company A !l1,lck InsUnlI1ce 'fi;xchllngc
witt!' .
Company B Farmers Insurance Exchange
tellet
Company CMid.Century (nsurance Companyutter .
C(ltnpany D
Leltu

,-,,"-'.'

PolicYEffective IPolicyExpiration
Date (MMlr)\')M') Date (MMlDDI\'Y)

,-

Dist. Agent

Policy Limits

.CHIS, INC

. 42-900 Bob Hope Drive,Suite 112.RANCHO MIRAGE, CA 92270

.

Type of Insurance Policy Number

CertificateHolder. SAN MATED COUNTY
Name

&
Address

56-2492

...

Cancellation
Should any of the abovedescribed pOlicies be cancelled before the expiration date
thereof, (be i$$Uingr.ompany will endeavor to maJl 30 days written notice to the

c~ificate holder named to the left. but'falliiI'e to ~ail such notice shall impose no

nbliga . . bility of any kind upon the company. its agents or representatives.

,-,,,,,,."''''.

CopyDistribution: ServiceCent-~iCopy and Agent's Copy 1.1-014-94
~~",,,,,~,".~._.-

- ... --..

)t I Generalliability 601765646 01-10-06 01-10-07 neral Aggregate $ 1,000,000.00
Product-Comp/OPS

Commercial General Aggregate I$ 1,000,000.00
Liability Personal&
-Occurrence Vmion Advertising Injury $ 1,000,000.00

Contrattual- Incidental Each Occufl'ence
$ 1,000,000.00

Only
Fire Dame

(Anyonefl/'e) $ 75,000.00
OWl1ers& Contractors Prot. Medical Expense

(An! penun) 1$ 5,000.00_.

Automobileliability CombinedSingle

AllOwnedCommercial
Limit 1$

Autos Bodily Inury

Scheduled Autos
I

(perperson 1$

HiredAutos Bodily Inju!)'

I

(Per accident) S
Non-Owned Autos

Garage Liability
I

PropertYDamage $

CarageAggregate $- I I ,.- ., .,-
UmbrellaLiability Limit 1$-. ".... .

K I Workers'COmpensatiQII A20092957 01.09-06 01-09-07 Statutory

EachAccident I $ 1,000,000.00

and
Disease. EachBmployee $

Employers'Liability Disease -Pollcy Limit $.,_.'
Descrtpt ioI'l of OperaUonsIV ehicles/Restriction:;/Spedal items:

ADDJTIONAL INSURED: SAN MATEO COUNTY
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COVERAGES

ACORD 25-S (7/97) @ACORD CORPORATION 1988

ACORQM CERTIFICATE OF LIABILITY INSURANCE I

DATE

10117/2006

PRODUCER THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION

TECHINSURANCE
ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE

1301 Central Expy South, Suite 115
HOLDER. THIS CERTIFICATE DOES NOT AMEND, EXTEND OR

Allen, TX, 75013
ALTER THE COVERAGE AFFORDED BY THE POLICIES BELOW.

(800) 668-7020 INSURERS AFFORDING COVERAGE

INSURED INSURER A:The Hartford

CHI S Inc INSURERB: ACE-American

42900 Bob Hope Drive Ste 112 INSURER c:

Rancho Mirage, CA 92270 INSURER D:

INSURER E:

THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD INDICATED. NOTWITHSTANDING

ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS CERTIFICATE MAY BE ISSUED OR

MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS, EXCLUSIONS AND CONDITIONS OF SUCH
POLICIES. AGGREGATE LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
TYPE OF INSURANCE POLICY NUMBER

POLICY EFFECTIVE
PgkWI6'jfN LIMITS

LTR DATE MMfDDIYY

GENERAL LIABILITY EACH OCCURRENCE $ 2,000,000

X COMMERCIAL GENERAL LIABILITY
DAMAGE TO RENTED

$ 300,000

=0 CLAIMS MADE I!J OCCUR

46 SBA RK2013 5/27/2006 5/27/2007
$ 10,000MED EXP (Anyone person)

A PERSONAL & ADV INJURY $ 2,000,000-
$ 4,000,000- GENERAL AGGREGATE

1cl'L AGGREA LIMITAPn PER:

PRODUCTS- COMP/OPAGG $ 4,000,000

X POLICY jg;: LOC

OMOBILE LIABILITY COMBINED SINGLE LIMIT
$ 2,000,000(Ea accident)

- ANY AUTO

ALL OWNED AUTOS 46 SBA RK2013 5/27/2006 5/27/2007
BODILY INJURY- $

A SCHEDULED AUTOS (Per person)

X HIRED AUTOS

X
BODILY INJURY $

NON-OWNED AUTOS (Per accident)
-

PROPERTY DAMAGE
(Per accident)

$ .
RAGE LIABILITY AUTO ONLY -EA ACCIDENT $

ANY AUTO OTHER THAN EA ACC $

AUTO ONLY: AGG $

EXCESS LIABILITY EACH OCCURRENCE $

:::rOCCUR D CLAIMSMADE AGG REGATE $

$

DEDUCTIBLE $

RETENTION $ $

WORKERS COMPENSATION AND I Tm¥S I IOTH-ER
EMPLOYERS' LIABILITY

E.L. EACH ACCIDENT $

E.L. DISEASE - EA EMPLOYEE $

E.L. DISEASE - POLICY LIMIT $

OTHER CLAIMS-MADE

B PROFESSIONALLIABILITY CRL 002547 1/11/2006 1/11/2007 OCCURRENCE $2,000,000
(Errors& Omissions) AGGREGATE $4,000,000

FIDELITY BOND

(Third Party Employee Dishonesty)
EACH OCCURRENCE

DESCRIPTION OF OPERATIONSfLOCATIONSNEHICLESfEXCLUSIONS ADDED BY ENDORSEMENT/SPECIAL PROVISIONS

San Mateo County Hospital is hereby named as an additional insured with respect to the general liability coverage. Note: General Liability Exclusio
-Testing or consulting errors and ommissions form SS0509

CERTIFICATEHOLDER I IADDITIONAL INSURED; INSURER LETTER: CANCELLATION

San Mateo County Hospital
SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE THE EXPIRATION

222 West 39th Ave DATE THEREOF, THE ISSUING INSURER WILL ENDEAVOR TO MAIL 30 DAYS WRITTEN

San Mateo, CA 94403 NOTICETO THE CERTIFICATE HOLDER NAMED TO THE LEFT, BUT FAILURE TO DO SO SHALL

IMPOSE NO OBLIGATION OR LIABILITY OF ANY KIND UPON THE INSURER,ITS AGENTS OR

REPRESENTATIVES.

AUTHORIZEDREPRESENTATIVE

';f[; ","';/




