' _ * Attachment H _
Health Insurance Portability and Accountablhty Act (HIPAA)
Busmess Associate Requlrements |

Deﬁnitions

Terms used, but not otherwrse defined, in thrs Schedule shall have the same meaning as
those terms are defined in 45 Code of Federal Regulations section 160.103'164.304 and
164.501. (All regulatory references in this Schedule are to Title 45 of the Code of Federal
Regulatlons unless otherwrse specrﬁed ) :

a.

b

: Deszgnated Record Set “Desrgnated Record Set” shall have the same meanmg as

the term “designated record set” in Section 164.501.
Electronic Protected Health Information. “Electronic Protected Health

lntoxmatlon” (“EPHI”) means individually identifiable health information that is

transmltted or maintained in electronic media, limited to the information created

~ received, maintained or transmrtted by Busmess Assocrate from or on behalf of
-Covered Entity. '

Individual. “Individual” shall have the same meamng as the term * 1nd1v1dual” in
Section 164.501 and shall include a person who qualifies as a personal

_ representative in accordance with Section 164.502(g). ‘
. Privacy Rule. “Privacy Rule” shall mean the Standards for anacy of Individually

-~ Identifiable Health Information at 45 Code of Federal Regulatrons Part 160 and Part

- 164, Subparts A and E.

Protected Health lnformatton “Protected Health Informatlon” shall have the same
meaning as the term “protected health information” in Section 164.501 and is

" limited 1o the infor matron created or recelved by Contractor from or on behalf of

‘County. .
‘Required By Law. “Required by law” shall have the same meamng as the term -
© “required by law” in Section 164.501.

. “Secretary. “Secretary” shall mean the Secretary of the Umted States Department of
. Health and Human Services or his or her designee.

Security Incident. .*“Security Incident” shall mean the attempted or successful
unauthorized access, use, disclosure, modification, or destruction of information or

“interference with systems operations in an information system but does not include

~ minor incidents that occur on a daily basis, such as scans, “pings”, or unsuccessful

- random attempts to penetrate computer networks or servers mamtamed by Business

Associate

Security Rule. “Secunty Rule” shall mean the Standards for the Protectron of

" Electronic Protected Health Informatlon at 45 CFR Part 160 and Part 164 Subparts

AandC

Obllgatlons and Act1v1t1es of Contracto

©a.

Contractor agrees to not use or further drsclose Protected Health Informatron other
than as penmtted or requlred by the Agreement or as requlred by law



Contractor agrees to use appropriate safeguards to prevent the use or disclosure of
the Protected Health Information other than as provided for by this Agreement.
Contractor agrees to mitigate, to the extent practicable, any harmful effect that is
known to Contractor of a use or disclosure of Protected Health Information by
Contractor in violation of the requirements of this Agreement. -
. Contractor agrees to report to County any use or disclosure of the Protected Health

~ Information not provided for by this Agreement. ' -
Contractor agrees to ensure that any agent, including a subcontractor, to whom it
provides Protected Health Information received from, or created or received by
Contractor on behalf of County, agrees to the same restrictions and conditions that
“apply through this Agreement to Contractor with respect to such information.

If Contractor has protected health information in a designated record set, Contractor -
agrees to provide access, at the request of County, and in the time and manner
designated by County, to Protected Health Information in a Designated Record Set,
to County or, as directed by County, to an Individual in order to meet the
requirements under Section 164.524. ’ :

If Contractor has protected health information in a designated record set, Contractor
agrees to make any amendment(s) to Protected Health Information in a Designated
Record Set that the County directs or agrees to make pursuant to Section 164.526 at
the request of County or an Individual, and in the time and manner designed by
County. ’ ‘ o

Contractor agrees to make internal practices, books, and records relating to the use
and disclosure of Protected Health Information received from, or created or received
by Contractor on behalf of, County available to the County, or at the request of the
County to the Secretary, in a time and manner designated by the County or the
Secretary, for purposes of the Secretary determining County’s compliance with the
Privacy Rule. ' -

Contractor agrees to document such disclosures of Protected Health Information and
information related to such disclosures as would be required for County to respond
to a request by an Individual for an accounting of disclosures of Protected Health
Information in accordance with Section 164.528. ) ’



Contractor agrees to provrde to County or an Individual in the time and manner

- designated by County, information collected in accordance with Section (i) of this
»Schedule to permit County to respond to a request by an Individual foran -~
accounting of disclosures of Protected Health Informatlon in accordance thh

Section 164.528. : '
Contractor shall implement admlmstratlve, physwal and techmcal safeguards that
reasonably and appropriately protect the confidentiality, integrity, and availability

“of EPHI that Contractor creates receives, mamtams or transmlts on behalf of

County. o

Contractor shall conform to generally accepted system securlty pr1nc1ples and the
requirements of the ﬁnal HIPAA rule pertammg to the secunty of health '
information. = -

. Contractor shall ensure that any agent to whom it prov1des EPHI mcludmg a

subcontractor, agrees to 1mplement reasonable and appropnate safeguards to protect

‘such EPHL
‘Contractor shall report to County any Securlty Incxdent w1thm 5 busmess days of -

becoming aware of such incident.
Contractor shall makes its policies, procedures and documentatton relatmg to the
security and prrvacy of protected health information, including EPHI, available to

' the Secretary of the U.S. Department of Health and Human Services and, at -

County’s request, to the County for purposes of the Secretary deterrmmng County S

,comphance w1th the HIPAA pnvacy and securlty regulatlons

P ermltted Uses and Dlsclosures by Contracto :

Except as otherwrsc hmlted in thxs Schedule Contractor may use or disclose Protected
Health Information to perform functions, activities, or services for, or on behalf of, County as-
‘specified in the Agreement; provxded that such use or drsclosure would not vnolate the Privacy
Rule if done by County. S '

Obhgatlons of County -

a.

: b

County shall provrde Contractor with the notice of privacy practrces that County

- produces in accordance with Section 164.520, as well as any changes to such notice.

County shall provide Contractor with any changes in, or revocation of, permission |

- by Individual to use or disclose Protected Health Information, if such changes atfect

Contractor's permitted or réquired uses and disclosures.” - .
County shall notify Contractor of any restriction to the use or dlsclosure of

_ Protected Health Informatlon that County has agreed to in accordance with Sectlon

164.522.



Permissible Requests by County

County shall not request Contractor to use or disclose Protected Health Information in
any manner that would not be permissible under the Privacy Rule if done by County, unless the
Contractor will use or disclose Protected Health Information for, and if the Agreement provides
for, data aggregation or management and administrative activities of Contractor.

Duties Upon Termination of Agreement

‘a.

Upon termination of the Agreement, for any reason, Contractor shall return or
destroy all Protected Health Information received from County, or created or
received by Contractor on behalf of County. This provision shall apply to Protected
Health Information that is in the possession of subcontractors or agents of .
Contractor. Contractor shall retain no copies of the Protected Health Information.

. In the event that Contractor determines that returning or destroying Protected Health

Information is infeasible, Contractor shall provide to County notification of the
conditions that make return or destruction infeasible. Upon mutual agreement of
the Parties that return or destruction of Protected Health Information is infeasible,
Contractor shall extend the protections of the Agreement to such Protected Health
Information and limit further uses and disclosures of such Protected Health
Information to those purposes that make the return or destruction infeasible, for so
long as Contractor maintains such Protection Health Information.

Miscellaneous

a.

Regulatory References. A reference in this Schedule to a section in the Privacy
Rule means the section as in effect or as amended, and for which compliance is -
required. ' '

Amendment. The Parties agree to take such action as is necessary to amend this

Schedule from time to time as is necessary for County to comply with the
requirements of the Privacy Rule and the Health Insurance Portability and
Accountability Act, Public Law 104-191. '
Survival. The respective rights and obligations of Contractor under this Schedule.
shall survive the termination of the Agreement. . | '
Interpretation. Any ambiguity in this Schedule shall be resolved in favor of a
meaning that permits County to comply with the Privacy Rule. '
Reservation of Right to Monitor Activities. County reserves the right to monitor the
security policies and procedures of Contractor :



- ATTACHMENT
Askljrhnce of Compﬁance with Séqﬁon 504 of the Reha;iiilitaﬁon Act of 119'73, as Am¢nded »

. The undcrsigﬁed (liereinaﬁei' ca.lléd the "Cdntfactor(s)") h“ér'eby agrées that it will cbthply with ‘Slect.ion 504 of
the Rehabilitation Act of 1973, as amended, all requirements imposed by the applicable DHHS regulation, and
- all guidelines and interpretations issued pursuant thereto. B - R R

The Contractor(s) gives/give this assurance in consideration of for the purpose of obtaining contracts after the
-date of this assurance. The Contractor(s) recognizes/recognize and agrees/agree that contracts will be extended :
in reliance on the representations and agreements made in this assurance. This assurance is binding on the
* Contractor(s), its successors, transferees, and assignees, and the person or persons whose signatures appear ,
- below are authorized to sign this assurance on behalf of the Contractor(s). S o

’ 'fhe Conﬁ'actor(s): (Chéck aorb) : .
. D a Emﬁioys fewer than 15 persons. : v o
i Iz b Emp-ons 15or more bersbns and, pursuant to sec.tién’84.7 (a) of the régulatiori (45 C.F.R.
- 84.7 (a), has designated the following person(s) to coordinate its efforts to comply with the
- DHHS regulation. = .. . - T » S

£ RIS \\\Nm\\\ '

_ Name of 504 Person - Type or Print

CLUINICALLISRNS

Name of Contractor(s) - Type or Print - o

O Toble BN
: S_tr_ee_tAddresmP.O.ng S R
Weshoiunl, ™A Owsg

- City, State, Zip Code

' ‘,I g:erfify that ihe abqv jczﬁtion is complete and corkeét to the beét qf my knowledig'e: -

.'.__S'rﬁature R
__Ceo_
-~ Title of Authorized Official

 ohfar

Date

) | *Exéeption: DHHS regulations state thét:

"I a recipient with fewer than 15 employees finds that, after consultation with a disabled person seeking its
- services, there is no method of complying with (the facility accessibility regulations) other than making a"
significant alteration in its existing facilities, the recipient may, as an alternative, refer the handicapped personto
other providers of those services that are accessible." - o » e



~ County of San Mateo
Contractor’s Declaration Form

. CONTRACTOR INFORMATION

Contractor Name: | eClinicalWorks Phone: | 508-836-2700 x 232
Contact Person: | Alicia Bogacz Fax: | 508-836-4466

Address: | 112 Tumpike Rd. Suite 200
: Westborough, MA 01581

Il. EQUAL BENEFITS (check one or more boxes) | |
Contractors with contracts in excess of $5,000 must treaf spouses and domestic partners equally as to employee benefits.
&  Contractor complies with the County's Equal Benefits Ordinance by: o

%  offering equal benefits to employees with spouses and employees with domestic partners.
[~ offering a cash equivalent payment to eligible employees in lieu of equal beneﬁts. v

I~ Contractor does not comply with the County’s Equal Benefits Ordinance.
™ Contractor is exempt from this requirement because: o -
- Contractor has no employees, does not provide benefits to employees’ spouses, or the contract is for $5,000
‘or less. - v : ’ =
r Contractor is a party to a collective bargaining agreement that began on (date) and expires on

~ (date), and intends to offer equal benefits when said agreement expires.

lll. NON-DISCRIMINATION (check»approprivate box) ,

Finding(s) of discrimination have been issued against Contractor within the past year by the Equal Employment
™ Opportunity Commission, Fair Employment and Housing Commission, or other investigative entity. Please see
attached sheet of paper explaining the outcome(s) or remedy for the discrimination. o
X No finding of discrimination has been issued in the past year against the Contractor by the Equal Employment
" Opportunity Commission, Fair Employment and Housing Commission, or any other entity.

IV. EMPLOYEE JURY SERVICE (check one or more boxes) ' :
Contractors with original or amended contracts in excess of $100,000 must have and adhere to a written policy that -
provides its employees living in San Mateo County up to five days regular pay for actual jury service in the County.
- Contractor complies with the County's Employee Jury Service Ordinance. ‘
Contractor does not comply with the County's Employee Jury Service Ordinance.
Contractor is exempt from this requirement because: S
™  the contract s for $100,000 or less.

r Contractor is a party to a collective bargaining agreement that began on (date) and expireson _
- (date), and intends to comply when the collective bargaining agreement expires. ’

TR

I declare under penalty of perjury under the iaws of the State of California that the foregoing is true and correct,
and that | am authorized to bind this entity contractually. : o

Signature: ‘//"’ - Neme. |
W/ 27 S _ | ~§ﬁ/€"f ' é&raéfzﬂé?/‘

Date = . | o Title -

8-7-06 : ~ ' Page1of1



L - . o COUliLY- iVigisgger 5 Utive
en Slw——-— . SR ' o o - T Approved Date 10 /5[07
°° '“"'a's . Waiver Request Memo | LS |
e B ~ | N Jo)m,t_Maubue,Com:yManager -
‘ oate:f;* 10/4/2007 B T DRSS
To:  County Managers Off' ice g@f/ &“Ms
" From: .  Chris Flatmoe, CIOIDlrector, Informatlon Serwces Department
Subject' : Walver Request

- The followmg walver and/or modlf catlon is bemg requested .

' Equal Benef ts Ordlnance ‘ ’
Non-Discrimination Enforcement Language o
Extending the contract beyond three years X
. Contractor Employee Jury Serwce Ordmance

o To enter mto a contract with eCImlcal Works for ourchase and malntenance ofan
| Ambulatom Elect ronlc Meducal Record svstem in the amount of $1 .800,000. 00 |

_ ThlS waiver and/or modrflcatlon is necessary and in the best mterest of the County for the
' followmg reason(s)

" E] Necessary in order to respond to an emergency o
o Sole Source’ |
. ] No comphant contractors are Capable of prowdlng the goods/serv:ce L
. | ] Inconsrstent w:th a grant subventlon or agreement with a public agency
N l:l Is part ofa Cooperatlve or Jomt Purchasmg Agreement
'-"XOther - . | .

o lncluded is a detalled explanatlon of the reason(s) checked above

Wer uesta roval fora seven- earA 'reement'whlch mcludes an |n|t|al t‘ve- ear enod with
an_option for an additional two years for support. This Agreement will include significant -
- changes in_functionality for patient scheduling, and clinical documentation processes for
- SMMC. Initial implementation and evaluation can take up to two years. We expect a 10 year
useful life’ for the product; mcludlnq any upqrades or versnon releases followmq the

o mglementatlon Qenod -

”' »B/Aporoved

= A

o Sﬁ(ngAuthority o Date . -




County Counsel Review Form

Date: December 3, 2007

- To: Judith Holiber
From: Cyndy Chin

Subject: Agreement Review and Approval (Revised)

Contractor: eClinical Works
Maximum Amount: $1,800, 000
‘Rate of Payment Net 30 after executlon of Agreernent and recexpt of invoices

_X No changes on the standaxd agreement form
(V endor accepted all revisions per 1 review by County Counsel)
The followmg sections have been changed on the “standard” agreement

R Appmved“ﬂs I
[For County Counsel Use- Only 1

~ Modifications (Please specyi)»modzf cations to be made below. Use additional paper if needed.):
See attached separate page entitled, “Modifications for County Counsel Rewew Form”
Revmons on ExhzbztA and B submitted after County Counsel ’s I* review.

X Approve Agreement/Exhblts/Attachments

Approve Agreement/Exhxblts/ Attachments with the modlﬁcatlons that have been descnbed

Q/ - —— sk

Signazﬂre : ‘ ’ : AT - Date

| : , ' o TOTAL P.@2
DEC 19 ’@7 11:65 , _ ’ _ 658 363 4034 ~ PAGE. B2



CONTRACT INSURANCE APPROVAL

T’o;j T quStcele FAX 363-4864 PONY HRD163
AR moma X’J@Z ~ PONY: 15D34g
7(9621 6274160

S ,The foilowmg is to be completed by tbe dzpsﬂmem before suhmzssicn to Rnk Managemeut' -

comacroawms eﬂtmrcﬂl W(Mfé LLC,

o DOES ms conmcmn msz AS. A PART OF THE CONTR.ACT smwzcssv 'ﬂﬁb

| NUMBER on= sml.oms womcme FOR conmcmm + { (R)

imp u rvwvd
kc%romc/

“ DUTIES TO ma FORMED “BY con'nucrok FOR COUNTY: PWT/W
| B The !'olIowmg mllbecompleted by Risk Management ']M(,M st - St
o Wsurumce COVERAGE:  Amoun APpmve Cwae  Modfy

| Comprehenswe General Lrablhty @\fwj VD - 0

ol MWt:VehzcleLlabth o % l""‘-p E}/ D | a
Prbfe#ipnal_Liabiii;y | " AU 12/ d
AWo'rkers"” C‘bmiéejusatibn - ‘ ;;A JE [y /‘M D 0

; '_ nemxxszcommc;

w:uu pké“« Q\\T

: _Date
_ RsskManagemem A.nalyst o o

. YOTAL P.OL



PRODUCER  (978) 696-0007 FAX: (978) 345~-6811
Employers Insurance Group, Inc. N :
281 Main Street

[ ACOED._GERTIFICATE OF LIABILITY INSURANCE

7/2/2007
THIS CERTIFICATE IS ISSUED AS A MATIER OF INFORMATION
ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE
| HOLDER. THIS CERTIFICATE DOES
ALTER THE COVERAGE AFFORDED BY THE POLICIES BELOW, ,

Suite 7B e :

Fitchburg MA 01420 INSURERS AFFORDING COVERAGE NAIC #
INSURED s . : msurRerA: CNA. Insurance
eClinicalWorks, LIC INSURERE:

110 Turnpike Road INSURERC:

Suite 308 : R INSURERD:

Westborough " MA 01581 INSURER E2

REQUIREMENT, TERM OR CONDITION OF ANY

GOREGA] |

THE POLICIES OF INSURANCE LISTED BELOW.HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD INDICATED. NOTWITHSTANDING ANY
CONTRACT OR OTHER DOCUMENT
: NSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREN IS SUBJECT TO ALL THE TERMS, EXCLUSIONS AND CONDITIONS OF SUCH POLICIES.
GATE LIMITS SHOWN MA BEEN REDUCED BY PAID CLAIMS. :

WITH RESPECT TO WHICH THIS CERTIFICATE MAY BE ISSUED OR MAY PERTAIN,

poucynweer  |'BAIEG RN Ot wars :
_ , ' L Is 1,000, 000|
X | commercia GeneraL LABILITY : B L | BAMAGE 1O s 100,000
A CLAMS MADE occur| 2092970543 5/16/2007 | 5/16/2008 s 5,000
- ’ ( : | pERSONAL 8 ADVMIURY |$ 1,000,000
| GENERALAGGREGATE S 2,000,000
GENL. AGGREGATE LIMIT APPLIES PER| . s 2,000,000
X ; 5 10C
AUTOMOBILE LIAB
mr f”" | o CoMBRERSCLELMT 15 1,000,000
Al | |asvownenautos 2097340689 5/16/2007 | 5/16/2008 | popwymuury .
) || SCHEDULED AUTOS T {Per person)
| X | HIRED AUTOS - | soDILY INJURY s
| X | NON-OWNED AUTOS | Por scedenty
] ' PROPERTY DAMAGE $
(Per accident)
GARAGE LIABILITY AUTO ONLY - EAACCIDENT |$
ANY AUTO OTHERTHAN
‘ AUTO ONLY: s
EXCESS/UMBRELLA LIABILITY | EACH QCCURRENCE $ 5,000,000
occur | clams maoe | AGGREGATE s 5,000,000|
A DEDUCTIBLE 2092970526 5/16/2007 | 5/16/2008 s
- 1X JN_§ 10,000 : . s
A COMPENSATION AND Fie Q
ANY PROPRIETOR/PARTNER/EXECUTVE E.L EACH ACCIDENT s 1,000,000
OFFICER/MEMBER EXCLUDED? 2092970512 6/17/2007 | 6/17/2008 DISEASE - EAEMPLOVEE]S 1,000,000} -
W yes, describe under
_pocyumr |s _1,000,000¢

DESCRIPTION OF OPERAHONSILOCAﬂONSNEHICLESIEXCLUSIONS ADDED BY ENDORSEMENT/SPECIAL FROVISIONS

CERTIFICATE HOLDER

~ CANCELLATION o

FOR RECORD ONLY

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE THE
EXPIRATION DATE THEREOF, THE ISSUING INSURER WILL ENDEAVOR TO MAL
H__mmwmmvomecmummmmmmmmm,sw
FAILURE TO DO SO SHALL IMPOSE NO OBLIGATION OR LIABILITY OF ANY KIND UPON THE

INSURER, ITS AGENTS OR REPRESENTATIVES.
"~ | AUTHORIZED REPRESENTA] .
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