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County of San Mateo
08-85169

EXHIBIT A
Scope of Werk

1. Service Overview

Conlractar agrees to provide to the California Department of Public Health (CDPH) the services
gescribed herein:

The purpose cf this contract is to provide immunization subvention contract funds to public local health
departments for the development and implementation of local andior regional automated immunizatian
information and reminder systems. The basic functions of the systems to be supported with these funds
include: database merging immunization record infarmation supplied by participating medical providers;
rapid transfer of the collected information amang participating health care providers in the catchrment
area: make notifications to clients andior providers concerning immunizations that are due; and

calculation of immunization coverage rates based on patient rezords in the database.

2. Service Location

The services shall be performed at applicable facilities in the Cocnty of San Mateo.

3. Service Hours

The services shall be provided during County working hours and days.

4. Project Representatives

A. The project reprasentatives during the term of this agreement will be

California Department of Public Health

Mame: Steve Yantine

Telephane: (510} 620-3873

Fax: (512 620-3680

Email: steve vantine{@cdph.ca gav
E. Oirect all inquiries o

California Department of Public Health

Immunization Branch
Attention: Rossana A Ordonez
850 Marina Bay Pkwy., 2™ Floor
Fichrond, C4 94804

Telaphane: {(510) 620-3768
Fax: (510} 620-3774

Email; Rossana Ordonez@edph. ¢a qov

County of San Mateo

Name: Joanne Maclonald, PHN
Telephane (550) 573-2348

Fax: (550 573-2588

Email macdonald@co.sanmateq ca. us

County of San Matec

County of San Mateo

Attention: Joanne MacDonald, PHMN
2000 Alameda De Las Pulgas

San Mateo, CA 4403

Telephone: (650 573-2248
Fax (650} 573-258%
Email: jmacdonaldico sanmatec.ca us

C. Either party may make changes lo the information above by giving written notice to the other party.
Said changes shall nd require an amendment to this agreement

Fage 1cof &



County of San Mateo
Q8-A53459

EXHIBIT A
Scope of Work

5. Services To Be Performed

Contractor agrees Lo the following inclusive objectives and conducts the fellowing activites. Please nole
many of these services to be performed are also objectives and activihes required by the Federal
Government and are conditions for funding of the California Immunization Frogram andior statutory
requirements of State and local health departments. The level of subvention contract funding to be
awarded is not represented as sufficient for support of all the required activities, a significant amount of locat
support and funding is expected. Subvention contract funds must not be used to supplant (ie replace)
local funds currently being expended for routine immunization seevices and achvities.

A Objectives:

h

2

B}

Continue implemantation of regicnal automated immunization infarmation and reminder systerm 1o
ensure adeguate immunization of all children in the community whether served by private or

pablicly-funded providers

Invelve public and private immunization providers throughout the local area in the planning and
implementation of the automated immunization infermation and reminder system and outreach to the
community to educate and involve them in plans for increasing immurizatian through the use of the

automated registry and recall system,

Waork with other legisiatrvely authorized registry users in contractor's region, in addition to
immumnization providers, to plan and implarment participation in the registry, in accordance with the

provisions of H&S Code Section 120440,

Continue to implement specific plans for protecting the security of the system and the integrity and
confidentiality of shared data on the autornated immunization system.

Provide project imformation to CDPH Immunization Branch in semi-annual project reports on
implementation of the regional automated system to the California Immunization Registry (CAIR) in
order to contribute to the overall development of the statewide system.

Continug to participate in CAIR Regiona! Operations Committee with other CAIR contractors (o
develop intra-network capabilities and share immunization information

B. Specific CAIR Activities

1}

Planning and Implemantaton — Timeline July 1, 2008 through June 30, 2003

a. Complete development and exacution of regional govermance procedures and inter-county
agreements.

b. Maintain a regional database in which immunization records of all children in the region are to be
stored.

c. Ildentdfy target population(s) and prioritize entry into registry, beginning with infants and children
under age & years

Page 2 cof &



County of San Matzo
08-35369

EXHIBIT A
Scope of Wark

Cetermine estimated fiscalresource needs of registry and develop a plan ta meet them

Allow providers and olher legislatively authorized users, as appropriate, to access clients'
immunization kistory and simmunization status in registry.

Provide registry function and usage guidehngs, training andior consultation to participating
immunization providers and other legslatively authornized users.

Maintain help deskis) to support software users in whole region. Report summaries of help
desk(s) call trends when requested by COPH. Adhere to standardized help desk palicies and

procedures developed by CAIR.

In conjunction with anaual Centers for Disease Contrat and Prevention {CDC) immunization
registry annual reports perform annual immunization coverage assessments of clients urder &

years of age.

Utilize standardized materials for education and training and prowvider recruitment as they are
developed by CAIR. Do not support the development of lhese materials by individual

junsdicltions within the region.

21 Community-wide Paricipation - Timeline July 1, 2008 threugh June 30, 20008

a. Assess current capacity of heallh care providers in region to effectively participate in registry in

regard to automated equipment and to staffing and training

Forrm adwisory group(s) with representation from at least the local health department,
immunization andior Maternal and Chitd Health {MCH) programs. non-profit Community Health
Center (CHC), and at least three private immunization prowvders.

Recammended: Include at least ane Health hMaintenance Organization {HMO} that is a majar
irmmurvzation provider, input from schools, Women, Infant and Children (WIC) agencies, lay

community groups and technical advisers.

Include providers from the local health department, non-profit Community Heaith Centers
{CHC's), and the private medical sector.

3} Security, Data Integrity, and Confidentiality - Timeline July 1, 2008 through June 30, 2009

&.

Continue to ensure the security of the physical systam through proper housing and maintenance
of Ihe registry through software secunty systems in accordance with Regional Operations

Caemmittee guidelings.

Maintain written confidentiality procedures, in accordance with the California Department of
FPublic Health, Immunization Branch, CAIR Regicnal Operations Commiltee guidefines.

Maintain records containing name and address of each provider or other agency with which each
client's wformation is shared.
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County of San Mateo
08-853369

EXHIBIT A
Scape of Wark

d Inciude in the registry the source (i.e., name or physician or parent, type of record} of client
information.

& Canduct quality control of data, identify sources of incorrect information, correct inaccurate
information and develop procedures to prevent inclusion of incorrect information.

f  Require providers to inform clients of what data will be entered into the registry, what data will be
shared with whom for what purposes and of these clients' rights:

i, torefuse to allow information to be shared beyond one's own prowvider.

i torefuse to receive immunization recall/remmder notice,

. to inspect information ta be shared and to have inpul ko correct errors,

w. to phtam, upon request, names and addresses of those with whom information has been

shared.
g. MNotify CDPH promptly when unauthorized use ocours.
Sharing Regicnal Project Information - Timeline July 1, 2008 through June 30, 200%

a  Allow CDPH site visits and inspections of registry procedures, protocols, software, forms, et
developed wholly or partly with funding from this agreemenl, and share these materials with
COPH to assist in development of registnes throughout the state and the statewide registry

system

b Aflew CDPH Immunization Branch staff to altend regional registry meetings without restriction
upon request.

Internetworking and Coordination with CAIR - Timeline July 1, 2008 through Juneg 30, 200%

a. Agree to exchange immunization information with CaiR. lo maintain statewide standards for
sharing infarmation, and to adhere lo protocols for electroric transactions.

b. At least one regional registry representative must be willing to assist COPH Immumzation Branch
in planning for CAIR conferences, which occur at least every year.

c. Regisiry must meet inter-regqstry and linkage standards developed by COPH with its CAIR
working groups, in regard to hardware and software used.

d Registry must transiate chent information data slements into a specified statewide format fof
mtra-registry transfer as specified by CAIR integration Committee.

e Paricipate in transfer of client data between regional registries.

. Respond to queries from other regions for immunization infarmation.

g. Upon request by CDPH Immunization Branch, to have at leasl one back-up copy of
the regional registry database {production version} stored at a location determined by COPH

Immunization Branch. Frequency of updales to this hack-up copy of database will be
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County of San Mateo
03-85368

EXHIBIT A
Scope of Wark

determined by COPH Immunization Branch. The regional registry s encouraged 1o maintain
additicnal remole or on-site copies of the regional registry database.

. Required Reporls

1]

4]

Reports of Regional Pragram Progress and Activities

In accardance with the guidelines and farmat provided by the Immunizabon Branch, the Contractar
shall submit fo the CAIR Coordmator, at the Branch address identified in paragraph 3 within C.

Required Reports, progress reports (at least one per year by January 31st) and other repors as
required for registry development and maintenance. In addition to the written report the Contractor
and Project Liaison, or his designee, may meet and discuss the above matters in person.

Contractor agrees that itemized personnet positions listed in the Application for Immunization Project
Subvention Funds shall not be subject to Conlractor's personagl policy decisions to refrain from

filling vacant positons.

All reporis and other written communications are to be addressed and delivered to the Calforma
Department of Health Services, Immunization Branch, 850 Marina Bay Pkwy., 2™ Floor. Richmond,
California, 94804

The State reserves the right to use and reproduce all reports and data procduced and delivered

pursuant to this Contract and reserves the right to authorize others ta use or reproduce such
materials, provided that the confidentality of patent information and records are peotested pursuant

to Califormia State taws and regulations.

FPage Sof 5



County of San Matao
08-85389

Exhikit B
Eudget Detail and Payment Provisions

1. Invoicing and Payment

A For services satisfactorify renderad, and upon receipt and approval of the
invaices, the Slate agrees to compenszate the Contractor for actual expenditures

incurred in accordance with the budget(s} attached hereto

B Invoices shall include the agreement number and shall be submitted in tplicate
nat more frequently than guarterly in arrears to:

Calfornia Department of Pubilic Health
Immunizatior Branch

Attn: Fossana A, Ordonez

B50 Marina Bay Pkwy.. Bidg. P, 2™ Floor
Richmond, ChA 94804

Co Inveces shall:

1) Be prepared on Contractor tetterhead. If mvoices are nof on produced
letterhead invoices must be signed by an authorized official, employee ar
agent certifying that he expenditures claimed represent actual expenses for
the service performed under this contract.

2} Bear the Contractor's name as shown an the agreemant.

3) Identify the bilting and/or performance period covered by the imvoice.

4) ltemize costs for the billing period in the same or greater lzvel of detail as
indicated in this agreement. Subject to the terms of this agreement,
reimbursement may only be saught for those costs and/or cost categories
expressly idenlified as allowable in this agreement and approved by COPH.

2. Budget Contingency Clause

A It is mutually agreed that if the Budget Act of the current year and/or any
subsequent years covered under this agreemant does not appropeiate sufficiant
funds far the program, this agreement shall be of na further force and gffect. In
this event, the State shall have no liability to pay any funds whatsoever to
Cortractor or to furnish any other considerations under this agreement and
Contractar shall not be obligated to perform any provisions of this agreement.

B. If funding for any fiscal year is reduced or deleted by the Budget Act for purposes
of this program, the State shall have the option to either cancel this agreement
with no Hability occurring to the State, or offer an agresment amendment to
Contractor to reflect the reduced amount.
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Coaunty of San Mateo
08-832360%

Exhibit B
Budget Detail and Payment Prawsions

Prompt Payment Clause

Payment will be made in accordance with, and within the time specified in,
Gaovernment Code Chapler 4.5, commencing with Section 927

Timely Submission of Final Invoice

A A final undisputed invoice shall be submitted for payment no more than ninety
(90} catendar days follewing the expiration or termination date of this agreemeant,
unless a later or alternate deadline is agreed to in writing by the program contract
manager. Said invoice should be clearly marked "Final Inveice”, thus ndicating
that all payment obligations of the State under this agreement have ceased and
that no further payments are due or autstanding.

B. The State may. at its discretien, choose not to honor any delinguent final invoice
if the Contractor fails to abtain prior witten State approval of an alternate fina
invoice submission deadline. Vyritten State approval shall be sought from the
pregram contract manager prier to the expiration or termination daté of this

agreement.

G The Contractor is hereby advised of its obligation to submit. with the final invoice,
a “Contractor’s Release (Exhibit F}' acknowledging submission of the final
invaica to the State and certifying the approximate percentage amount, if any, of
recycled products used in performance of this agreemenl.

Expense Allowability { Fiscal Documentation

A Imvoices, received from a Contractor and accepted andfor submitted for payment
by the State, shall not be deemed evidence of allowable agreement costs.

B Contractor shalt maintain for review and audit and supply to COPH upon request,
adenuate documentation of all expenses claimed pursuant 19 this agreement Lo

permit a determination of expense affowatulity.

C. If the allowability or appropriateness of an expense cannot be determined by the
Siate because invaice detail. fiscal records, or backup documentation is
nonexistent or inadeguate according to generalty accepted accounting principles
or practices, all questionable costs may be disallowed and payment may be
withheld by the State, Upon receipt of adequate documentation supporting
disatlowed or questionable expense, reimbursernent may resume for the amount
substantiated and deemed allowable.
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County of San Mateo
0B-55369

Exhibit B
Budget Detail and Payment Provisions

6. Budget Flexibility

Subject to the prior review and approval of the contract manager, line item shifts af
up to $25,000 or ten percent of the annual contract total, whichever 1s less, may be
made up to a curnulative maximum of $25,000 or 10%, whichever is lass, for all line
ttem shifts over the life of the cortract. There must be a substantial busingss
justification for any shifts made. Fund shifts which increase Indirect, Overhead or
General Expense line items are prohibited. Line item shifts may be
propasedrequested by aither the California Department of Public Health or the
Cortractor in writing and must nat increase or decrease the total contract amaount
allocated. Any ling item shifts must be approved in writing by the Deputy Director of
lhe Dwision of Communicable Disease Control, or his or har designee, and must be
sent to the Contracts Office within 10 days of approval for inclusion in contract
folder If the contract is formally amended, any line item shifts agreed to by the
parties must ke included in the amendment.

7. Additional Budget Provisions

A, The total amount of the contrazt will be indicated as either some part, or ad, of
the total operations budget. If the total amount of the contract is less than the
total operations budget, the Contractor will be respensible for providing the
diference between the total amount of the contract and the total operations
hudget. Further, all invoices to the State which request reimbursements for
pesitions included in the Contractor's Appficalion for tmmunizaltion Project
Subvention Funds submitted by the Contractor on tay 8. 2008 shall include the
name and pasitian title of the persans that have perfarmed in these positions.

8. The Contractor shall provide for any personnel ar operating expenses that are

necessary to meet the provisions included herein but ara not provided for in the
Budget included as Exhibit "B" Attachment |.

Page 3 of 3



Caunty of 5an Mateo

(8-853639
Exhibit B, Attachment |
Budget
% of time or Maonthly salary range

Perzonnel hours on project ar hourly rate Total
{-lminunization Registry Caordinator 25% $6.647.00 519.041.00
Total Personnel S15.041.00
Fringe Benefits {40% of Personnel} $7.976.00

Cperating Expenses or General Expenses
Office Supplies 547 00
Pr.ating/Health Educabion Materials $0 00
{Mher LMY
Equipment Expenses $0.0d
Travel $0 00
Subcontracts AR
Cther Cosis F7.200 00
Indirect Costs {0% ) En.00
$35,164.00

Total Budget

Page 1 of 1



Exhibit DiF}

CaMornia Department &1 Public Healln

Special Terms and Conditions
(For fedegrally funded service contrasts or agreements and grant agreements}

The use of headings or littes throughout this exhibit is for convenience anly and shafl not be used ko interpret or o
govern the meaning of any specific term ar condition.

The terms “confract”, “Contractar” and "Subcordractor” shall also mean, "agreement”, "grant”, “grant agreement”,

"Grantee” and "Subgrantee” respectively.

The terms *California Department of Public Health, “California Depanment of Health Services”, "Department of
Health Services™, "CDPH", “GDHS", and “DHS" shail all have the same meaning and reter ta the California State

agency that is a party to lhis Agreemeant.

This exhibit cortains provisions that require strict adherence to various contracting laws and policies.  Same
provisions herein are conditional and cnly apply if specified conditions exist (Le., agreemeni ttal excesds a cerain
amount, agreement is federally funded, et} The provisions hersin apply to this Agreement unless the provisions
are removed by reference on the face of this Agreement, the provisions are superseded by an alternate provision

appearing elsewhere in this Agreement, or the applicable condilicns do nat exist.

Index of Special Terms and Conditions

I
' 1. Federal Equal Ermployment Opportunity 17.  Human Subjects Use Requirernents
Requirements 18, Nowation Reguirements
2. Traveland Per Diem Hmmburserngnt 19.  Debarment and Suspension Certificatien
3. Procursmant Rules 20, Smoke-Free Workplace Centification
4 Equipment Ownership / Inventory [ Disposition 21, Covenant Against Contingent Fees
5 Subcontract Requirements 22, Payment Withholds
6 Income Restrictions 23. Performance Evaluation
7 Audit and Record Relention a4 Officials Not to Bensfit
g Sile Inspectian 25. Four-Digit Date Compliance
8. Federal Contract Funds 26. Prohibited Use of State Funds for Software
10, Intellectual Property Rights 27, Use of 5mall, Minonty Owned and Wornen's
11, Air or Water Poliution Reguirements Businesses
12, Prior Approval of Training Seminars, Workshops | 28, Alien inefigibility Certification
or Conlerences 25, Union Organizing
13. Confidentiafity of Information 0. Contract Uniformity (Fringe Benefit Allowability)
14 Documants, Publications, and Written Reports 3. Lobbying Restrictions and Disclosure Cedilication
15, Dispute Resclution Process
16.  Financial and Compliance Audit Reguirements




Cafifarna Department of Public Heatth - Special Terms and Conditions

1.

Extutit O (F)

Federal Equal Opportunity Requirements

{Applicable to all lederally funded agreements emered into by the Californiz Department of Public
Health [CDPH} formerly known as Califarnia Deparment of Health Services (CDH3).)

a.  The Contractor will not discriminate against any employee of applicant for employment because of
race, color, religion, sex, national arigin, physical or mental handizap, disability, age or stalus as a
disabted velaran or vateran of the Vietnam era. The Contractor will take affirmatve action to
enswre that qualilied applicamts are employed, and that empioyees are treated during
employment, without regard t¢ their race, cotor, religion, sex, national origin, physical gr mental
handicap, disability, age or status as a disabled veteran or veteran of the Vietnam gra. Such
action shall include. but not be limited to the folflowing: empigyment, upgrading. demotion or
transter: recruitment or recruitment advedising; layoel! or terminalion; rates of pay or other forms of
compensation; and career development opportunities and selection for Iraining, including
apprenticeshwp. The Contractor agrees to past in conspicuous places, avalable tu employaes and
applicanis for employment, notices to ke provided by the Federal Government or CDPH, setling
forth the provisions of the Equal Oppartunity clause, Section 503 of the Rehabilitation Act of 1573
and the affirmative action clause required by the Vietnam Era Veterans' Readjustrnent Azsistance
Act of 1974 {38 U.5.C. 4212). Buch nelices shall state the Conlractor's abligation under the law to
take affirmalive action to employ and advance in employment qualified applicants without
discrimiraticn based on their race, color, religion, sex, nationat arigin physical or mental handicap,
disability, age or status as a disabled veleran or veteran of the Vistnam era and the rights of

applicants and emplayees.

b, The Comlractor will, in afl solcitations or advancements for employees placed Gy or on behalt of
the Contractor, state that all gualified applicants will receive consideration far employment without
regard ta race, color, refigion, sex, national origin physical or mental handicap, disability, age or
stalus as a disabled veteran or veteran of the Vietnam era.

. The Condractor wilt send to earch labor union or representative of workers with which it has a
collective bargaining agreement of other contract or understanding a notice, to be prowided by the
Federal Govemment or the State, advising the labor union or workers' representative of the
Cantractor's commitments ynder the provisions herein and shall post copies of the notice in

conspicuous places available to employees and applicants for employmend,

d. The Contractor will camply with all provisions of and furnish all information and repons reguired by
Section 503 of the Rehabifitation Act of 1973, as amended, the Vietmam Era Veterans'
Readjustment Assistance Act of 1974 (38 U.S.C. 4212) and of the Federal Executive Order No.
11246 as amended, including by Executive Order 11375, 'Amending Executive Order 11246
Relating ta Equal Employment Opportunity,’ and as supplemented by regulation at 41 CFR part
B0, “CHlice of the Federal Contract Compliance Programs, Equal Employment Qpportunity,
Depanment of Labor,™ and of the rules, regulations, and relevant orders of the Secretary of Labor.

e. The Contractor will furmish all information and reports required by Federal Executive Order Mo,
11246 as amended, including by Execubive Order 11375, "Amending Executive Order 11244
Relating to Equal Empleyment Oppartunity,* and as supplemented by regulation at 41 CFH part
60, “Oftice of the Federal Contract Compliance Programs, Equal Employment Opportumity,
Department of Labor,” and the Rehabilitation Act of 1973, and by the rules, regutations, and
arders of the Secratary of Labor, or pursuant thereto, and will permit access to its books, records,
and accounts by the State and its designated representatives and the Secretary of Labor for
purposes of investigation o ascertain compliance with such rules, regulations, and orders.

f. Inthe event of the Confractor's noncompliancs with the requirements of the prowvisions hergin or
with any federal rules, regulations, or erders which are referenced heremn, this Agreement may be
cancelled, terminated, or suspended in whole or in part and the Contractor may be declared
ingligible far further federal and sfate contracts in accordance with procedures aulhorized in
Federat Executive Order Mo, 11246 as amended and such other sanclions may be impased and
remedies invoked as pravided in Federal Executive Order N, 11246 as amanded, including by
Exscutive Order 11375, ‘Amending Executive Order 11246 Relating to Egual Employment
Opportunity,” and as supplemented by regulation at 41 CFR part 80, “Office of the Federa



Califarnia Degastment of Public Heatth - Special Terms and Conditions Exhitut T [F}

Contract Compliance Frograms, Equal Employment Opportunity, Department of Labor.” or by rule,
regulation, or order of the Secrelary of Labor, of as otherwise provided by law.

The Cantractor will inciude the provisions of Paragraphs a through g tn every subcontract or
purchase order uniess exempted by rules, regulations, or orders of the Secretary of Lator igsued
pursuanl to Federal Exacutive Qrder No. 11246 as amended, including by Executive Order 11375,
‘amending Executive Order 11245 Relating to Equal Employment Opgortunity,' and as
supplemented by regulation at 41 CFA part 80, “Offfice of the Federal Contract Compliance
Programs, Equal Employment Opportunity, Depariment of Labor,” or Section 503 of the
Rehabititation Act of 1972 or {38 US.C. 4212) of the Vietnam Era Veleran's Headjusimeant
Assistance Act so that such provisions will be binding upon each subcontractor o vender, Tha
Contractor will lake such action with respeact 10 any subcontract ar purchase ordar as the Director
of the Office of Federal Cantract Comnpliance Programs or CDPH may direct as a means of
enforcing such provisions including sanctiens tor noncompiiance provided, however, that in the
avent the Contractor becomes involved in, ar is threalened with litigation by a subconfractor or
vendor as a result of such direction by CDPH, the Contractor may request in writing 0 COPH,
wha, in turn, may request the United States o enter into such liligation to protect the interests of

the Stale and of the United States.

2. Travel and Per Diem Reimbursement
(Applicable it travel andior per diem expenses are reimbursed with agreemant funds.)

Reimbursement far ravel and per diem expenses from COPH under this Agreement shall, unless
olherwise specified in this Agreement, be at the rates currently in effect, as established ty the
Calfarnia Department of Personng| Admimistration {DPA&}, for nonrepresentad state employses as
stipulated in COPH's Travel Reimbursemert Infermation Exhibit. If the DPA rates change during the
term of the Agreement, the new rates shall apoly upan their eflective dale and ro amendment to this
Agreement shall be necessary. Exceptions ta DPA rates may be approved by CODPH upon the
s bmission of a statement by the Contractor indicaling that such rates are not available to the
Coatracior. Mo travel outside Ihe State of California shall be reimbursed withaut prior authorization
from COPH. Verbal authorization should be confirmed in writing.  Written authaorization may be in a

form ineluding fax or email confirmation.

3. Procurement Rules

{Applicable to all agreements in which equipment, propedy, commodities andior supplies are
furnished by COPH or expenses for said items are reimbursed with slate or federal funds.)

a. Equipment definitions
Wherever the tarm equipment /property is used, the following definitions shall agply:

{11 Major equipmentipraperty: A tangible or intangible ilern having a kase unit cost of $5.000 or
more wilh a life expectancy of ene (1) year or more and is either furnished by CDPH or the
cost is reimbursed through this Agreement. Software and videos are examples of intangible

iterms that meet this defimtion,

(1 Minor equipment/property. A tangible itern having a base unit cost of tegs than §5,000 with
a life sxpectaricy of one (1} year or more and is either furnished Dy CDPH or the cost is

reimbursed through this Agreement.

b. Government and public entities (including state collegesfuniversities  and  audliary
organizations), whether acting as a contractor and/or subcontraclor. may secure all commodities,
suppliss, equiprent and services related 1o such purchases that are required in pertormance of
this Agreement.  Said procurements are subject to Paragraphs d threugh h of Provision 3.
Paragraph c of Provision 3 shall also apply, it equipment purchases are delegated 1o
subconiractors that are nonprofit organizations or commercial businesses.

c. Nonprofit organizations and commercial businesses, whether acling as a contractor andfor
subcontractar, may secure commaodities, supplies, egquipment and services related to such
purchases for perdormance under this Agreement,
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1) Eguipment purchasas shall not exceed $50,000 annually.

To secure equipment above the annual maximum limit ¢f $50,000, the Contractor shall make
arrangements through the appropriate COPH Program Condract Manager, to have all
remaming equipment purchased hrough COPH's Purchasing Unit.  The cost of equipment
purchased by ar through COFH shail be deducted from the funds available in this Agreement.
Contractor shall submit to the CDPH Program Contract Manager a list of egquipment
specificalions for those items that the State must procure. The State may pay the vendor
directly far such arranged equipment purchases and tille to the equiprent will remain with
COPH. The equipment will be delivered to the Contracior's address, as siated on the face of
the Agreamend, unless the Contractor notifies the COPH Program Contract Manager, in
writing, of an alternate delivery address.

(21 All equipment purchases are subject to Paragraphs d through b ol Provision 3. Paragraph b
of Provision 3 shall also apply, if equipment purchases are delegaled Lo subcontractors that

are either a government or public entity.

(3) Monprofit organizaticns and commercial businesses, shall use & procurement systern that
meets the fellowing standards:

{a} Maintain 8 code or standard of conduct that shall govern the performance af ils officers,
ermployges, or agenls engaged in awarding procurement contracts. No employes, officer,
ar agenl shalt participate in the selection, award, or admunistration b a procurement. or
bid centract in which, ko his of her knowledge, he or she has a financial interast,

(k) Frocurements shall be conducted in a mannsr thal provides, o the maximuem &xlent
practical, open, and free competition.

{c) Procurements shail be conducted in a manner that provides for atl of the following:

(11 Avoid purchasing unnecessary or duplicate ilems.

[2] Eguipment solicitations shall be based upon a clear and accurate description of the
technical requirements of the goods to be procured,

[4] Take positive steps 1 wlilize small and veleran owned businesses.

d. Unless waived or otherwise stipulated in writing by COPH, prior written aulhorization from the
appropriate COFH Program Contract Manager will be required betore the Conlractar will be
reimbursed for any purchase of $5.000 or mare for commodities, supplies, equipmenl, ard
services related to such purchases. The Corntractor must provide in its request for authorization
all parliculars necessary, as specified by COPH, for evaluating the necessity or desirability of
incurming such costs.  The term “purchase™ excludes the purchase of services from a
subcontractor ang public utility services at rates estabiished for uniform applicability 1o 1he general

puthc.

g. In special circumstances, determined by CDPH fe.g., when CDPH has a need 1o manitor certain
purchases, elz), COPH may require prior written authorization and/or Ihe submission of paid
vendor receiphs for any purchase, regardiess of doflar amount. COPM resarves the right to either
dany claims for reimbursemeant or to request repayment for any Cantractor and/or subcantraclor
purchase that COPH determines io be unnecessary in carrying out perormance under this

Agresmer,

. The Coniractor andfor subcontractor must maintain a copy or namalive description of he
procurement system, guidsfines, rules, or regulations that will be used to make purchases under
this Agreement. The State reserves the night to request a copy of these documents and to inspect
the purchasing practices of the Contractor and/er subcontractor at any time.

g. For all purchases, the Contracior and/or subcontracior must mainlain copies of a! paid vendor
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invoices, docurments, bids and other infarmatian used in vendor selection, 1or inspection or audit.
Justifications supporting the absance of bidding (ie., soie sdurce putchases) shall alse Pe
maintained on file by the Contractor andior subcontractor for inspection or auait

h, COFH may, with cause (2.9, with reasonable suspicion of urnecessary purchases or use of
inappropriate purchase practices, etc.), withhoid, cancel. modify, or retract the delegated
purchase authonty granted under Paragraphs b andior © of Provision 3 by giving the Contractsr no

less than 30 calendar days written notce.

4. Equipment Ownership / Inventory / Bisposition

{Apglicable to agreements in which equipment andior property is furnished by COPH andior when said
items are purchased or reimbursed with state or federal funds )

a  Wherevar the lemms equipment andfor property are used in Provision 4, Ihe definitions 0
Frovision 3, Paragraph a, shall apply.

Urless otherwise stipulated in this Agreement, all equipment andfor property that are
purchased/reimbursed with agreement (unds or furnished by CDPH under the terms of this
Agreement shall be considered stale equipment and the property of COPH.

(1) CDPH requires the reporting, tagging and annual nventorying of all equipment and/or
propstty that is furnished by COPH or purchasedreimbursed with funds provided through this

Agreemenil.

Upon receipt of equipment andiar property, the Cortractor shall report the receipt to the
COPH Program Contract Manager. To repor the receipl of said iterms and 1o receive property
tags, Conractor shail use a form or format designated by COPH's Assel Management Unit, If
the approprate form {i.e., Contractor Equipment Purchased with COPH Funds) does not
accompany this Agreement, Contractor shall request a copy from the COPH Program

Contracl Managsr,

{2} If the Contractor enters inla an agreement with & lerm of mare than twelve rmenths, the
Contractor shall submit an annual inventory of state eguipmenl and/or groperty to the CDPH
Program Condract Managar using a form or format designated by COPH's Asset Management
Unit. If am inventory repon foem {i.e., Inventary/Disposition of COPH-Funded Equipment} does
nol accompany this Agreement, Contractor shall requast a capy fram the COFH Program
Contract Manager. Contractor shall, '

{a] Include in the inventory report, equipment and‘or praperty in the Contractar's possassion
andior in the possession of a subcontracior {including independent congultants).

(b) Submit the inventory repart to CDPH according to the instructicns appearing on fhe
inventory form or issued by the COPH Program Contract Manager.

(¢) Contact the COPH Program Contract Manager 1o learm how to remove, trade-in, sell,
transter ar survey off, trom the invenlory repart, expired equipment and/or progedty thal is
no onger wanted, usable or has passed its life expectancy. Instructions will be supplied

by COPH's Assel Managamant Linit.

b. Tite to state equipment andor property shalt not be affected by its incorporation or attachment i
any property not owned by the State.

¢. Unless otherwise stipulaled, CDPH shall be under no obligation to pay the cost of restaration, of
rehabilitation of the Contractor's andfor Subeontracior's facility which may be alfected by the

rermoval of any stale equipment and/or property.

4. The Contractor and/or Subcontractor shak maintain and administer a sound business program for
ensuring the proper use, maintenance, repair, profection, insurance and preservation of state

equipment and/or propety.
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{13 In admimstenng this provision, CDPH may require the Contractor andfor Subcantractor to
repair ar replace, to COPH's satisfaction, any damaged, (05t or stolen state equipment andfor
property.  Contractar and/or Subcontractor shall mmediately file a theft report with the
appropriate police agency or the California Highway Patral and Conlractor shall promptly
submit gne copy of the theft report to the COPH Program Contract Manager,

g Urless otherwise stipulated by the program funding this Agresment, equiprent andiar property
purchasedireimbursed with agreement funds or furnished by CDPH under the terms of this
Agreament, shall only be used for perfarmance of this Agreement or ancther CDPH agreement.

. Within sixty {60) calendar days prior 1o the termination or end of this Agreement, the Coniractor
shall provide a final inventory report of equipment and'or propedty to the COPH Program Contract
Marnager and shall, at that time, query COPH as o the requirements, including the manner and
method, of retuming state equipment and/or property to CDPH.  Final dispoesition of equipment
andior property shall be at COPH expense and according to COPH insiructions.  Egquipment
andicr preperty disposition instructions shalt be issued by CDPH immediately after receipl of the
final inventory report. Al the termination or conclusion of this Agrezment, COFH may at its
discretion, authorze the continued use of state equipment andfor propery for perdformance of

wark under a different CDFH agreement.

g. Motor Vehicles

(Applicable only if matar vehickes are purchased/reimbursed with agreement Tunds or furmished by
CDPH under this Agreament )

{1} If motor vehictes are purchasedfreimbursed wilh agreement funds or furnished by COPH
under the terms of this Agreement, within thirty (30 calendar days prior ta 1he termimalion or
end of this Agreement, the Contractor and‘or Subcontractor shall return such vehicles to
CDPH and shall deliver all necessary documents of litle or registralion 10 enable the proper
tranafer of 2 marketable tile to COPKH.

{2y i motor vehicles are purchased/retmbursed with agreement funds or furnished by COPH
under the terms of this Agreement, the Siate of Californta shaill be the legal cwner of said
molor vehicles and the Contractor shall be the registered owrer. The Contractor andfor a
spbcontractor may only use said vehicles for peformance and under the terms of this

Agreement.

{2} The Contractor andfor Subcontractor agree that all operators of motor vehicles,
purchased/reimbursed with agreement funds or furnished by COPH under the terms of this
Agreamant, shall hold a valid State of Cafifornia driver's license. |n the event that ten of more
passengers are to be transported in any one vehicle, the operator shall also hoid a Slale of

California Class B driver's license,

(4] I any motar vehicle is purchasedireimbursed with agreement funds or furnished by COPH
under the terms of this Agreement, the Caontractor and/er Subconiractor, as applicable, shall
grovide, maintatn, and cedtify that, at a minimum, the following type and amaunt of automobile
liability insurance is in effect during the term of this Agreement or any extension period during
which any vehicle remains in the Contraclors andor Subcontraclor's possession:

automokile Liability Insurance

(a) The Cantractor, by signing this Agreement, herebry centifies that it possesses or will obtain
autornobile Fability Insurance in the amount of §1,000,000 per occurrence tor bodily injury
and property damage combined. Said insurance must be obtained and made elfective
upen the delivery date of any motor vehicle, purchasad'reimbursed with agresment funds
or furnished by COPH under the terms of this Agreement, to lhe Contractor andior

Subzontractor.
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(b The Contractar andfer Subcontractor shall, as soon as practical, furnish a copy of the
certificate of msurance fo the COFH Program Contract Managar.  The cenilicate of
insurance shall identify the COPH contract ar agreement number for whrch the insurance

applies.

(ch The Contractor andior Subcaniractor agree thal bodily injury and property damage liability
insurance, as required herein, shall remain in eftect at all times during the term of this
Agreement or until such time as the molor vehicle is returned to CDPH.

The Contractor and’or Subconlractor agree to provide, at least thifty (30} days prior 1o the
expiration date of said insurance coverage, a copy of 8 new cerlificate of insurance
evidencing continued coverage, as indicated herein, for not less than the remainder of the
term of this Agreement, the term of any extension or continuation thereof, or for a pericd

of not leas thar one (1) year.

{d}

{21 The Contractor andior Subcontractor, i not a self-insured governmenl and/or pubdic
entity, must provide evidence, that any required certficates of insurance contain the

fallowing pravisions:

[1] The insurer will not cancal the insured's coverage without giving thity (30) calendar
days prior written notice to the State {California Department of Public Health ({CDPH)).

2] The State ol California, its ofticers, agents, employees, and servants are included as
additional insureds, byt only with respect o work performed for the State under this
Agraement and any extension or continuatton of this Agreement.

[3] The insurance carrier shall notify COPH, in writing, of the Contractor's failure to pay
premiums, its cancellation of such policies; or any ather substantial change, including,
bul not limited to, the status, coverage, or scope of the reguired insurance. Such
notices shall contain a reference to each agreement number for which the insurancs

was ¢cbtained.

il The Contractor and‘or Subcontractor is hereby advised Ihal copies of certificates of
insurance may be subject to review and approval by the Depardiment of Genaral Services
{DGS), OHice of Risk and Insurance Managemsnt. The Contractor shall be nolified by
CDPH, in writing, if this provision is applicabla 1o this Agreement. If DGS approval of the
certificate of insurance is required, the Contractor agrees thal no work ar services shall be

perfermed prior to ablaining said approval.

(b In the event the Conlracior andior Subcontractor fafs 1o keep insurance coverages, as
required herein, in ef{ect al all times during vehicle passessien, COPH may, in addiban to
any other ramedizs it may have, terminate this Agreement gpon the ecourrence of sech

EvENT,

5. Subcantract Requirements

{Applicable to agreements under which services are o be pedormed by subcontractors including
independenl cansultants.)

a.

Frior written authorization will ke required before the Contractor enters into or is retmbursed for
ary subcantract for services costing $5.000 or more.  Except as indicated in Paragraph af3)
herein, when securing subcontracts for services exceseding $5,000, the Contractor shall obtain at
lzast three bids or justify a sole source award.,

{1} The Contractor must provide in its reguest for authorization, all information necessary for
evaluating the nacessity or desirability of incurring such cosl.

(7] The State may identify the information needed to fulfill this reguiremen,
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{3 Subcontracts performed by the following entiliss of far (he senice types hsted below are
exgmpt from the bidding and sole source justification requirements:

{a} Alocal governmental entity or the federal government,

{b] A State college or university from any State,

fct A Joint Powers Authority,

(dy An auxiliary organization of a Califormia Skate University or @ California community

college,
(e} A foundation organized to supgort the Board of Governors of the Cafifornia Community

Colleges,
[T} An auxiliary arganization of the Student Ad Commission established under Education

Code § 69522,

(g) Entities of any lype thal will provide subvention aid or direct services ta the puhic,

(h) Entities and’or service types identified a3 exempt from advenising in Siate Contracting
Marwal 5.80. View this publication at the following Internet address:

httpedhwane . ols . dos.ca.qow'Centract+Manual 'Chapbers4throughé htm.

b. CDPH reserves the right to approve or disapprove the selechon of subcontracters and with
advance wrilten notice, require the substitution of subcontractars and require the Canlractor ta
terminate subcontracts enterad into in support of this Agreement.

{13 Upon receipt of a writtan notice from COPH requiting the subslhitution andfor terminakon of a
subrcontract, the Contractar shall take steps to ensure the compfetion of any work in progress
and setect a replacement, if applicable, within 30 calendar days, unless a longer period is

agreed to by COPH.

£. Actual subcortracts (ie., written agresment between the Conlracler and a subcortractor} of
%5,000 ar mare are subject to the prior review and written approval of COFH. CDPH may, at its
discretion, elact to waive this right. Al such waivers shall be confirmed in writing by COPH.

d. Cantragter shall mantain a copy of each subcontracl entered inte in suppart of this Agreement.
and shall, upan reguest by COPH, make copies available for approval, inspection, or audit.

e. CDPH assumes no responsibility for the payment of subconfractors used in the performance of
this Agreement. Centractor accepts sole responsibility for the payment of subcontractors used in

the performance of this Agreement.

f. The Conlractor is responsible for all perffarmance requiremerls under this Agreement even
though performance may be carried oul through a subzontract.

g. The Contractor shall ensure that all subcontracls for services include provision{s) requiring
compliance with apphicable terms and conditions specified in this Agreement,

h. The Contractor agrees to include the following clause, relevant to record retenticn, in all
subcontracts for senvices:

“(Subcontractor Mame) agrees fo maintain and preserve, until three years after
lerminalion of [Agreemem! Number) and final payment from COFH to the Contractor, to
permit COPH or any duly authorized representative, to have access to, examine or audit
any pertinent books, documents, papers and records related to this subcontract and to
allow interviews of any employees who might reasonatly have information relaled o such

reccrds.”

i.  Unless otherwise stipulated in writing by CODPH, the Contractor shall be the sebcontractor's sole
point of contact for alf matters refated 1o performance and payment under this Agreement,

i.  Contractor shall, as applicable, advise all subcontractors of ther obligations pursuant to the
loltowing numbered provisions of this Exhibit; 1,2, 3, 4, 5, 6, 7, 8, 10, 11, 12, 13, 14, 17,19, 20,
24, and 31 or other numbered provisions herein that deemed applicable,
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6. Income Restrictions

Unless otherwise stpulated in this Agreement, the Contractor agrees Hhat any refunds, rebates,
credits, o other amounts [including any interest thereon) accruing to or received by the Contractor
under this Agreement shall be paid by the Contractor to COPH, 1o the extent that they ara properly
allecabie to costs far which the Contractor has been rembursed by COPH under this Agreemasnt.

7. Audi and Record Retention
(Applicable to agreements in excess of $10,000.)

a. The Contractor andfor Subcontractor shall mainiain bocks, records, docoments, and other
evidence, acoounting procedures and praclices, sufficient to properly refleet all direc! and indirect
casts of whatever nature claimed 1o have been incurred in the pedormance of this Agresment,
including any matching costs and expenses. The foregeing canstitutes "recards” for the puipose

of this provision,

b. The Contractors andior subgontractor's facility or office or such part thereof as may be engaged
in the performance of this Agreement and his'her recards shafl ba subject at all reasonable imes

to inspection, audil, and reproduction.

¢ Contractor agrees thal COPH, the Department of General Servicas, the Bureau of State Audits, or
therr designated representatives including the Comptroller General of the United States shall have
the right to review and o copy any reccrds and supporting documentation peraning o e
performance of this Agreemant, Contractor agrees to alfow the auditor(s) access 10 such recards
during normal business hours and to allow intervews of any employees who might reasonably
have information related to such records. Further, the Contractor agrees to include a similar right
of the State to audit records and interview staff in ary subcontract related to perlarmance of this

Agraement. (GC A546.7, CCA Title 2, Section 1836).

d. The Contractor and‘or Subcentractor shall preserve and make available hisfher records (1) for a
period of three years from the date of final payment under this Agreement, and {2) far such lenger
period, if any, as is required by applicable statute, by any other provision af this Agreement, o by

subparagraphs (1) ar (2} below.

{1) If this Agreement is completely or partially terminated, the records relating to the work
lsrminated shall be preserved and made available for a period of three years from the dale of
any resulting final setttement.

(2} If any litigation, claim, negotiatian, audit, or other action involving the records has teen slarted
before the expiraticn of the three-year period, the records shall be retained unlil campletian of
the action and resalution of all issues which arise from it, or until the end of the reqular hree-

year pericd, whichaver is later.

e. The Contractor andior Subcontractor shall comply wilh the above requirements and be aware of
the penalties for violations of fraud and for obstruction of investigation as set forth in Public

Contract Code § 1011510, if applicable.

I. The Contractor andfor Subcontractor may, at its discretion, ollowing recespt of final payment
under this Agreement, reduce its accounts, books and records related o this Agreemend 1o
micrafilm, computer disk, GO ROM, of ather data storage medium. Upon requast by an
authorized representative to inspect, audit or obtain copies of said records, the Contractor and/cr
Subcontractar must supply or make available applicable devices, hardware, andor soffiware
necessary to view, copy andior print said records.  Applicable devices may include, bul are not

limited to, microfilm readers and micrefilm printers, elc.

g. The Contractor shall, it applicable, comply with the Single Audit At and the audit reporting
requiraments set forth in OMB Ciccular A-133.

8. Site Inspection
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10.

The State, through any autherized representatives, has the right at all reascrable limas o inspect or
othermise evaluate the work pedormed or being perforfed hereunder including subconiract
supportad actwities and the premises in which it is being performed. If any inspection or evaluabion is
made of the premises of the Contractor or Subcontractor, the Contractor shall provide and shall
requite Subcontractors to provide afl reasonable faciilies and assistance for the safety and
convenience of the authorized representatives in the performance ¢f their duties. Al inspections and
evaluations shall be perfarmed in such a manner as will nat unduly delay the work.

Federal Cantract Funds

{Applicable only to that portion of an agreement funded in part or whale with federat funds )

a. It is mutually understood between \he parties thal this Agresment may have been written befare

ascenaining the availability of congressional appropriation of funds, for the mutual benefit of both
parties. in order to avaid program and liscal delays which would occur if the Agreement were

executed after that determinaticn was made.

k. This agreement is valid and enforceable only if sulticient funds are made available ta the State by
the United States Goverrmend for the fiscal years covered by the term of this Agreemant. In
addition, this Agreement is subject to any additional restrictions, limitations, or conditions enacred
by the Congress ar any statute enacted by the Congress which may affect the provisions, terms or

funding of this Agreéement in any manner.

¢ It is mutually agreed that it the Congress does not appropriate sufficient funds for the program,
this Agreement shall be amended 1o reflect any reduction in funds.

d. CDOPH has the option to invalidale or cancel the Agreement with 30-days advance written nolice or
tz amend the Agreement to reflect any reduction in funds.

inteflactual Property Rights

a. Ownership

(1} Except where COPH has agreed in a signed wriling to accept a license, COPH shall be and
remain, withou! additional compensation, the scle owner of any and all rights, tille and inferest
in all Intelleciual Property, from the moment ol creation, whelher er not jointly conceived, that
are made, conceved, derved from, of reduced to practice by Contractor or COFH and which

resull directiy or indirectly from this Agreement.

t2) For the purposes of this Agreament, Intellectual Property means recognized protectable rights
and interest such as: patents, (whether or nol issued) copyrights, trademarks, service marks,
applications tor any of the foregoing, inventions, trade secrets, trade dress, logos, insignia,
color combinalions, slogans, moral rights, right of publicity, auther's rights, contract and
licensing rights. works, mask works, industral design rights, rights of priority, know how,
design flows, methodologies, devices, business processes, developments, inngvalions, good
will and all ather legal rights protecting intangible propristary information as may exist now
and/or here after came into existence, and all renewals and extensions, regardless of whether
those rights arise under the laws of the United States, or any other state, country or

jurisdhction,

[a} Forthe purpases of the delinition of intellectual Property, “works™ means all fitérary works,
writings and printad matter including the medium by which they are recorded or
reproduced, photographs, art work, pictorial and graphic representations and works of a
similar nature, film, matan piclures, digital images, ammation celts, and other audiovisual
works including positives and negatives thereof, sound recordings, fapes, educational
materials, interactive videos and any other rmaterials or producls created, produced,
conceptualized and fixed in a tangible medivm of exprassion. I includes pralimimary and
final products and any materals and informalion develapad for the purposes of producing

Extubit O (F}
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those final products.  Works does not include ariicles submitted 1o peer review ar
reference journals or independent research projects.

(3} In the psdormance of this Agreement, Contractor will exercise and utlize cenain of its
Irteltectual Property in existence prior to the eflective date of His Agreemant. o addition,
under this Agreement, Contracter may access and utilize certain of COPH's Intellacisal
Proparty in existence prior to the effective date of thus Agreement. Except as otherwise set
forth herein, Contractor shall not use any of COPH's Intellectual Property now existing or
hereafter existing for any purpeses without the prior written permission of CDPH. Except as
otherwise set forth hereir, neither the Contractor nor COPH shall give any ownership
interest in or rights to its Intellectual Property to the other Party. If during the term af
this Agreement. Contractor accesses any third-party intellectual Froperty that is licensed to
CDPH, Comractar agrees to abide by all license and confidertiality restrictions applicable to

CDPH in the third-party's icense agreement.

(4) Contractor agrees to cooperate with COPH in establishing or maintaining CDOPH's exclusive
rights i the Intellectual Propenty, and in assuring COPH's sole rights aganst third parties with
respect to the Intellectual Properry. If the Contractor enters into any agreements of
subcontracts with other paries in order to perform this Agreement, Conlraclor shall require
the tarms of the Agreement(s) to include all Intellectual Property provisians. Such ferms must
include, but are not limited 1o, the subcontractor assigning and agreeing to assign to COPH all
rights, litle and interes! in intellectual Propery made, conceived. derived from, or reduced to
practice by the subcontractor, Contractor or COPH and which result directly or indireclly from

thiz Agresment or any subcontract.

(5) Contraclor huither agrees o assist and cooperale with COPH in all reasenable respects, and
execute alf documents and. subject ko reasonabie availability, give testimony and take afl
further acts reascrably necessary to acguire, transfer, maintatn, and enforce COPH's

Irtehectual Property rights and interests.

b. Retained Rights f License Rights

{1} Except for Intellectual Property made, conceived, derived trom, or reduced 1o practice by
Contracter or COPH and which result directly or indirectly from this Agreement, Cantractor
shall retain litle to all of its Intellectual Preperty ta 1he extent such imtelleclual Froperty is in
existence pricr to the effective date of this Agreement. Contractor hereby grants to COPH,
withand  additionat compensatien, a permanent, non-exclusive, royafly free, paid-up,
worldwide, irrevocable, perpetual, non-lerminable license to use, reproduce, manufacture.
seli, offer to sell, impart, export, modify, publicly and pnvately gisplayperform, distribute, and
dispose Contractor's Inellectual Property with the right k2 sublicense through multiple layers,
for any purpose whatsoever, to the extent H is incorporatad in the intellectisal Froperty
resulling from this Agreement, unless Contractor assigns all rights, title and interest in the

Intallectual Properly as set forth herein.

(2) Nothing in this provision shall restrict, limit, or otherwise prevent Contractor from using any
ideas, concepts, know-how, methodology or techniques related 1o its performance under this
Agreement, provided that Contractor's use does not infringe the palent, copyright, trademark
rights, license or olher Intellectual Property rights of COPH or third party, or result in a breach
or default of any provisians of this Exhibit or result in a breach of any provisions of law relating

ta conlidentiatiby.

c. Copyright

(1) Contractor agrees that for purposes of copyright law, all works [as defined in Paragraph a,
subparagraph {2)(a} of this provigion] ot authorship made by or on behall of Conlracter in
connaction with Contractor's performance of this Agreement shall be deemad “works mads
tor hire”.  Contractor further agrees thal the work of each person utilized by Contractor in
connection with the perfformance of this Agreement will be a *work mads for hire,” whether
that person is an employee of Contractor or that persen has entered into an agreement with
Contractor to perform the work. Cantractor shall entsr inlo a written agreemeant wilh any such
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persen that: (i} afl work performed far Centractar shall be deemed a "work made for hirg" .
under the Copyright Act and (i) that persen shall assign all right, tile, and intarest to COPH to

ary work product made, conceived, derived from, or reduced to practice by Contractor gr

CBOFH and which result direcHy or indirectly from this Agreement.

{2y Al materials, inchuding, but net limited to, visual warks or texd, reprodoced or distributed
pursuanl to this Agreement that include Intellectual Property made, conceived, derived from,
or reduced to practice by Contractor or CDPH and which result directly or indirectly from this
Agreement, shall include COPH's notice of copyright, which shall read in 3mm or larger
typeface: “© [Enter Current Year a.g., 2007, etc.], Departiment of Health Care Services. This
marerial may not be reproduced or disseminated wilhout prior written permission from the
Cepartment of Heaith Care Services.” This notice should be placed prominently on the
matarials and set apart from other matter on the page where it appears.  Audio productions
shall contain a simiar audio notice of copyright.

d. Patent Rights

With respect to inventions made by Contracler in the perfermance of this Agreement, which did
nol result from research and development specilically included i the Agreement's scope of work,
Contractar hereby grants to CODFH a license as described under Section b of this prowsion for
devices or material incorporating, or made through the use of such inventions. i such inventions
result from research and development work specifically included within the Agreement’s scope of
work, then Contractor agrees to assign to COPH, without addiicnal compensation, all its right, tithe
and interast in and to such inventions and to assist COPH in securing United States and foreign

patents with respect thereto.

e Third-Party Intelfectual Praperty

Excepl as provided herain, Contraclor agrees that its perormance of this Agreement shall not be
dependant upan or include any Intellectual Property of Cantractor or third party without first: (i)
chtaining COPH: prior written approval, and (i} granting to or cbtaming for COPH, withaut
additional compensation, a license, as described n Section b of this provision, for arny of
Contractor's of thied-party's Intellectueal Property in existence prior to the effective date of this
Agreement. If such a heense upon the these terms is unatlainable, and CDPH determines that
the Intaflectual Property should be included in or is required lor Contraclor's perfermance of this
Agreement, Contractor shall obtain a cense under terms acceptable 1o COPH.

1. Warrantics
(1) Contractar represents and warrants thal:
{a} Fis free to enter into and fully perform this Agreement.

{b) It has secured and will secure all rights and licenses necessary tor its performance of 1his
Agreement.

(€) Meither Contractor's performance of this Agraament, nor the axercise by aither Party of
the rights granted in this Agreement, nor any use, reproduction, manufacture, sale, offer
to seli, wnport, export, modification, public and private displayperformance, distnbution,
and dizposition gf the Intellectual Praperty made, conceived, derived from, or reduced to
practice by Contractor or COPH and which resutt directly or indirectly from this Agreement
will infringe upon o viclate any Inlellectual Property night, non-disclosure chligation, or
other proprietary right or interast of any third-party or enlity now existing undear the laws of.
or hereafler existing or itsuad by, any stale, the Uniled States, or any foreign country.
There is currently no actual or threatened claim by any such hicd party based on an

alleged violation of any such right by Contraclor.

{d) Neither Contractor's performance nor any part of its perormance will violate the right of
privacy of, or constitule a libel or slander against any persan or entity.
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(21 It has secured and will secuere all rights and licenses necessary for [nellectual Froparty
including, but rmat limited o, conserts, waivers or releases from all authers of music or
perfermances used, and talent (radio, television and motion picture talenr), owners of any
inrerest in and to real eslate, sites, locations, property of props that may be usad ar
shawn,

{fl It has not granted and shall net grant ko any parson or entity any right that waid or might
derogate, encumber, or interfere with any of the righls granted to COPH in lhis

Agreement.

{gh It has appropriate systems and contrgls in place to ensure that state funds will nat be
used in the performance of this Agreement far the acquisdion. aperation ar mainlenance
of computer softwarg in wiglation of copyrighl faws,

fh) It has rme knowledge of any outstanding claims, licenses or other charges, liens, ar
encurnbrances of any kind or nature whatsoever that could affect in any way Contractor’s

performance of this Agreement.

{2) COPH MAKES NO WARRANTY THAT THE INTELLECTUAL PROPERTY RESULTING
FROM THIS AGREEMENT DOES NOT INFRINGE UPON ANY PATEMNT, TRADEMARK,
COPYBIGHT 2R THE LIKE, NOW EXISTING OR SUBSEQUENTLY {S5UED.

g. Intellectual Property Indemnity

(1) Contractor shall indemnity, defend and hold barmtess COPH and its icensees and assigneess,
and its officers, direclors, employees, agents, representatives, successors, and users of s
products, §*Indemnitess”) from and against all claims, actions, damages, losses, liabilities {or
actions or proceadings with respect 1o any thereof), whether or not rightful, ansing from any
and all actions or claims by any third party or expenses related thereto {including, bot nat
imited fo. all legal expenses, court costs, and altarney's fees incurred in investigaling,
prepanng, serving as a witness in, or defending against., any such claim, action, or
proceeding, commenced or threatened) to which any of the indemnitees may be subject,
whether or not Contractor is a party to any pending or threatened litigation, which arise out of
or are related to (i) the incormectness or breach of any of the representations, warranties,
covenants or agreements of Comtractor pertairing o Intelectual Property, o (i) any
Intellectual Froperty infringemant, or any other type of aclual or alleged infringement claim,
arising out of COPH's use, reproduction, manufacture, sale, offer 1o sell, distribution, import,
export, modification, public and private performancesdisplay, license, and dispesition of the
intgltectual Property made, conceivad, derived lrom, aor reduced to practice by Contractar or
COPH and which result direclly or indirectly from this Agreement.  This indemnity chiigation
shall apply irrespective of whether the infringement claim is based on a patent, trademark or
copyright registration that issued atter the effective date of this Agreement. CDPH reserves
the right to participate in andfor control, at Contractor's expense, any such infringement action
Brought against COPH.

(2) Should any Inteliectual Property licensed by the Contractor to COPH under this Agreemant
become the subject of an Intellectual Property infringement claim, Contractor wilk exercise its
authority reasonably and in good faith lo preserve CDPH's right to use the licensed Intellectuaf
Froperty in accordance wilh this Agreement al no expense o COPH. COPH shall have the
right to monitor and appeat Ihrough its own coungal [(at Cantraclor's expense) in any such
claim or action. In the detense or settlernent of the claim, Contractor may obtain the right For
CEDWPH to continue using the licensed intetlectual Property; or, replace or madify the licensed
Intellactual Property =0 that the repfaced or medified Intellectual Froperty becomes nan-
infringing provided that such replacement or modification is functionatiy equivalent to Ihe
onginal licensed Intellectual Froperty. f such remedies are not reasonably avaitable, COPH
shall be entitled to a refund of all monies paid under this Agreement, without restriction or
limitation of any other nghts and remedies avaitable at law ar in equity.

{3) Confracior agrees that damages alone would be inadeguate to compensate COPH for breach
of any term of thas Intellectual Property Exhibit by Contractor,  Conlractor acknowledges
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CDPH wauld suffar irreparable harm in the event of such breach and agraes COPH shall be
gnfitled k0 obtain equitable relisf, including without Brnitaton an injuncricn, from a court of
competent jurisdiction, without restrichan or limitatior of any other nights and remedies

avaifable al law ar in equity.

h. Federal Funding

In any agreement funded in whaole or in part by the federal government, COPH may acquire and
maintain the Inlellectual Property rights, ttle, and ownership, which results directly or indirectly
from the Agreement; except as provided in 37 Code of Federal Regulations part 401.14; however,
the federal government shall have a non-exclusive, nontransferable, irrevocable. paid-up license
throughout the world 1o use. duplicate, or dispose of such Intelleciual Property throughout the
world in any mannar for governmental purpeses and 10 have and parmif othars 1o 4o 5o

i. Survival

The provisions set forth herein shall survive any termination or expiration of this Agreement or any
project scheduls.

11.  Air or Water Pollution Requirements

Any federally funded agreemert andior subcontract in excess of $108,000 must comply with the
following provisions unless said agreement is exempt under 40 CFR 15.5.

Govemment contractors agres to comply with all applicable standards, orders. or reguirements
issued unger section 306 of the Clean Air Act [42 L1.5.C. 1857(h}), section 508 of the Clean Water
At {33 1.5.C. 1368), Executive Order 11738, and Environmental Protection Agency regulations

{40 CFRA part 15).

a.

b. Institutions of higher education, hospitals, nonprofit organizations and commercial businesses
agree to comply with all applicable standards, arders, or requirements issued under Lhe Clean Air
Asl {42 U.5.C. 7401 &t seq.), as amended, and the Federa! Water Pollution Control Act (33 U.5.C.

1251 et seq.), as amanded,
12. Prior Approval of Training Seminars, Workshops or Conferences

Contractor shalk obtain prior CDPH approval of the location, costs, dates, agenda. instuctors,
instructional materials, and attendeas at any reimbursable Iraining seminar, workshap, or conference
condurted pursuant to this Agraement and of ary reimbursable publicity ar educational matenals to be
made available for distribution. The Gontractor shall acknowledge the support of the State whenever
publicizing the work under this Agreement in any media. This provision does not apply to necessary
staff meetings or training sessions held for the staff of the Contractor or Subcontracior to conduct

routine business matters.

13. Confidentiality of Information

a. The Contractor and its employees, agents, or subcontractors shall pretect from unautharized
disclosure names and olher identifying information concerning persons either receiving senvicas
pursuant to this Agreement or persons whose names or identifying information become available

ar are disclosed to the Contractor, ifs employees, agents, or subcontractors as a result of services
perfarmed under this Agreement, except for statistical information not identifying any such parsen.

b. The Contractor and its empioyees, angents, or subcontractors shall not use such identifying
inlomalion for any purpose other than carrying out the Contracior's obligations under his

Agreement.

c.  The Contractor and s employess, agents, or subeonlractors shall promptly transmit to the COPH
Program Contract Manager all requests for disclosure of such identifying information not
emanating from the client or person.
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d. The Contractor shalh not disclose, except as otherwisa specikcally permitted by this Agreement of
authorized by the client, any such identifying information to anyone ather than COPH withgut pnor
written authonzation from the CDPH Program Corltract Manages, except il disclosure is requirad

by State or Federal law.

g. For purposes ¢f this provision, identity shall include, fut not be fimited to name, igentifying
nuember, symbal, oF ether identifying particular assigned ta the individual, such as finger of voice

print or a phatograph.

f.  As deemed applicable by COPH, this provision may be supplemented by additignal terms and
conditions covering persanal health infarmation (PHI or personal, sensitve, and/or confidential
imtormation {PSCIl). Said terms and conditions will be cullined in one o mare exhibits that will
aither be atached o this Agreement of incarporated nte this Agreament by relerence.

Dacurnents, Publications and Written Reports

{Applicable o agreernents over 35,000 under which publications, written repons and dacuments are
devaloped or produced. Government Code Seclion 7550.)

Any dogument, pubiication or writtan report {excluding progress reparts, financial reports and normal
contractual communications) prepared as a requiremert of this Agreement shall contain, in a separate
section preceding the mam body of the document, the number and dollar amcounts of all contracts or
agreements and subcaruracts refating o the preparation of such document or report, if the total cast

for wark by nonemployvees of the State exceeds $5,000.

Dispute Resclution Process

a. A Confractor grievance exists whenever there is a dispute arising from CDPH's action in the
administration of an agreement. If there is a dispute or grievance betwesn the Contractor and
CDFH, the Contractor must seek resolution using the procedure outlined below.

{1y The Coniracter should tirst infermatlty discuss the problermt wilh the COPH Program Contrast
Manager. H the problem cannot be resolved informally, the Caoniractor shall direct its
grievance tpgether with any evidence, in writing, to the program Branch Chigf. The grigvance
shall state the issuas in dispute, the legal authority or olher basis for the Contractor's postlion
and the remedy sought. The Branch Chiaf ¢hall render a decision within ten (103} working
days atter receipt of the written grievance from the Contractor. The Branch Chief shall
respond in writing to the Contractor indicating the decision and reasons therefore.  If the
Contractor disagrees with the Branch Chief's decision, the Contractor may appeal 1o the

second level.

{2} When appealing to the second level, the Conlractor must prepare an appeal indicaling the
reasons for disagreement with Branch Chief's decision. The Comractor shafl include with the
appeal a copy of the Contractor's original statement of dispute along with any supporting
evidence and a copy of the Branch Chief's decigion. The appeal shall be addressed lo the
Deputy Direclor of the division in which the branch is organized within ten {10) working days
rom recaipt of the Branch Chief's decision. The Deputy Director of the division in which the
branch is organized ar hisher designee shall meet with the Comtractor to review Lhe issues
raised. A written decision signed by the Deputy Director of the division in which the branch is
orgarized or hisfher designee shall be directed to the Contractor within twenty (20} working

days of receipt of the Contractor's second level appeal.

b. if the Contractor wishes 1o appeal the decision of the Deputy Director of the division in which the
branch is organized or his/her designee, the Contractor shal! follow the procedures set lorth in
Division 251 (commencing wilh Section 3B050) of the Health and Safely Code and the
regulations adopled thereunder. (Title 1, Subchapter 2.5, commencing with Section 251,

Califomnia Code of Regulalions.}

¢ Lisputes arising out of an acdit, examination of an agreement or other aclion not coversd by
subdivision {a) of Section 20204, of Chapter 2.1, Title 22, of the Califormia Cade of Hegulations,
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and for which no procedures for appeal are provided in statule, regulalion or ihe Agreemant, shall
be handled in accordance with the procedures identified in Sectons 51016 throush 51047,

Title 22, California Code of Ragulations.

d. Unless otherwise stpulated in writing by COPH, alf dispute, grievance andior appeal
correspandence shall be directed to the COPH Prograrn Contract Manager.

e. There are arganizational differences within COPH's funding programs and the management levels
identrfied in this dispute resalution provision may not apply in every contractual situabicn. When a
grievance is received and organizaticnal differences exist, the Contractor shall be notified in
wnting by the COPH Program Contract Manager of the level, name, andior title of the appropriate
management cfficial that is responsible for issuing a decision at a gven level.

16. Financial and Compliance Audit Requiremants

a. The definitions used in this provision are contained in Section 38040 of the Health and Salety
Code, which by this reterence is made a part hereof.

b. Direct service contract means a contract or agreement for services comtained in local assistance
or subvention programs or both {see Health and Safety [H&S] Code section 38020). Direct
sendce contracts shall not inclugde contracts, agreements, grants, or subvenlions ko other
governmental agencies or units of government nor contracts or agreements with regional centers

or area agencies on aging {H&S Code section 38030).
¢. The Contractor, as indicated beicw, agrees to oblain one of the foilowing audits:

{13 It the Centractor iz a nenprofit erganization (as defined in HAS Code section 38040} and
recaives $25.000 or more from any State agency under a direct service contract or
agreament; the Gontractar agrees to obtain an annuat single, ergarization wide, financial and
somplance audit, Said audit shall be conducted according to Generally Accepled Audiing
Standards. This audit does not fulfill the audit requirements of Paragraph ¢(3) below. The
audil shal bte completed by the 15th day of the fith month following the end of the

Contractor’s fiscal year, andlor

{2y If_the Contractar is 8 nonprofit organizalion (as defined in HAS Code section 38040} and
recerves less than $25.000 per year from any State agency under 8 direct service contract or
agreement, the Contractor agrees 10 obtain a biennial single, organization wide fimancial and
compliance audit, unless there is evidence of fraud or other viofatton ¢! state law in
connection with this Agreement, This audit dess not fulfill the audit requirements ot
Paragraph c(3) below., The audit shall be completed by the 15ih day of the fitth month
following the end of the Contratior's liscaf year, and/or

{3) 1f the Coniractor is a State or Local Government entity ar Nonprofit organization {as defined
by the Federat Office of Management and Budget [OMB] Circular A-133) and expends
$£500,000 or more in Federal awards, Ihe Contractor agrees to obtain an anmual single,
arganization wide, financial and compliance audit according te the requirements specified in
OMB  Circular A-133 entitted “Audits of States, Local Governments, and Non-Frofit
Organizations”. An audit conducted pursuan to this provision wil tulfili the audit requirernents
sutingd in Paragraphs ¢(1) and c{2) above, The audit shall be completed by the end of the
ninth month fallowing the end of the audit peried. The requirements of this provision apply if:

{a} The Contractor is a recipient expending Federal awards received directly from Federal
awarding agencies, o7

b The Gondractar is a subrecipient expending Federal awards received from a pass-through
entity such as the State, County or community based organization.

{4} i the Coniractor submits to COPH a repont of an audir cther than an OMB A-133 audit, the
Contraclor must also submit a cerificafion indicaling the Contractor has not expended
£500,000 or mare in federal funds for the year covered by the audit report,
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d. Two copies of the audit report shall be delivered ta the CDPH program funding this Agreement.
The audit repart must identify the Contractor's legal name and the number assgned 1o this
Agreement. The audit repert shall be due within 30 days after the completion of the audit, Upon
receipt of said audit repart, the CDPH Program Contract Manager shall forward the audit report to
COPH's Audits and Investgations Unit if the audit report was submitted under Section 16.¢(3),
untess the audit report is trom a City, County, or Special Distnct within the State of Galifernia

whereby the report will be retainad by the funding program.

The cost of the audits described herein may be included in the funding for this Agresment up to
lhe proportionate amount this Agreement represents of the Contractor's total revenue. The COPH
program funding this Agreement must provide advance written approval of the spectfic amount

allowed for said audit expenseas.

f  The State or its authcrized designee, including the Bureau of State Audits, is responsible for
conducting agreement performance audits which are not financial and compliance audits.
Performance audits are defined by Generally Accepted Government Auditing Standards.

Nothing in this Agreement smits the State's responsibility or authority to enforce State law or
regulations, procedures, or reparting requirements arising thereto.

h. Nothing in this provision fimils the authority of the State to make audits of this Agreemert,
provided however, that if independent audits arranged tor by the Contracter meet Generally
Accepled Governmental Auditing Standards, the State shall rely on those audits and any
additional audit work and shall build upan the work already done.

The State may, at its option, direct its own auditers to perform either of the audits described
abave. The Gontractar will be given advance written notification, if the Stale chooses to exercise

its oplion to parform said audits,

The Comtractor shall include a clause in any agreement the Conlractor enters into with the audit
firm doing the single organization wide audil to provide access by the State or Federal
Government to the working papers of the independent auditor who prepares the single

organizaticn wide audit for 1he Contractor.

k. Federal or state auditors shall have “expanded scope auditing” authority 1o conduct specific
program audits during the same peried in which a single organization’ wide audit is being
performad, but the audit repert has nat been issued. Thea tederal or state auditors shall review and
have access 1o the current audit wark being conducted and will not apply any testing ar review

procedures which have not been satisfied by previous audit work that has been comgleted.

The term "expandad scape auditing” is applied and defined in the U.S. Gereral Accounting Office
{GACY issued Standards for Audit of Goverwnent Organizations, Frograms, Activittes andf

Funciions, better known as the “yellow book”,

Human Subjects Use Requirements

{Applicable only to tederally funded agreements/grants in which pedormance, directly or through a
subsontractsubaward, includes any tests or examination of materials derived from the human bady.)

By sigring this Agreement, Contractor agrees that if any parformance under this Agreement or any
subcontract or subagreement includes any tests or examination of materials derived from the human
body for the purpose of providing information, diagnosis, prevenlion, treatment or assessment of
disease, impairment, of health of a human being, all locations at which such examinations are
performed shall meet the requisements of 42 U.5.C. Section 263a {CLIAy and the regulations

thereunder.
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Novation Requirements

IF the Contractor propeses any ngvation agreement, COPH shall act upon the proposal within 60 days
after receipt of the writen prepasal. COPH may review and cansider the propesal, consult and
negotiate with the Contractor, and accept ar reject all or part of the proposal. Acceptance or refection
of tha proposal may be made orally withm the 80-day period and confirmed in writing withm five days
of said decision,  Upon written acceptance of the proposal, COPH will initiate an amendment Lo this

Agreement fo formally implement the appraved proposal.
Debarment and Suspension CertHication

{Applicable to all agreements funded in part ar whote with federal funds.)

a. By signing this Agreemend. the Ceontractor/Granlee agrees to comply with applicable federal
suspension and debarment regulations incfuding, bot not limiled to 7 CFR Parl 3017, 45 CFR 76,

40 CFR 32 or 34 CFR BS.

b. By sigring this Agreement, the Contractor certifies to the best of its knowledge and beliel, that it
and s principais.

{1 A&re not presently debarred, suspended, proposed for debarment, declared ingligible, or
valuntarily excludad by any federal department or agency;

{2) Have nol within a three-year pericd preceding this application/proposalfagreement been
convicted of or had a civil judgment rendered against them for commission of haud ofr a
crimsnal olfense in connaclion with olaining, aftempling w obtain, o performing a pubiic
fFederal, Slate or [ocal) transaction or conract under a public transaction; viotation of Federal
or Stale antitrust statutes or commission of embezziement, theft, forgery, bribery, falsification
or gestruction of recards, making false statements, ar receiving stolen property;

{3) Are nct presently indicted for or otherwise criminally or civilly charged by a2 governmental
entity {Federal, State or local] with commission of any of the offenses enumerated in

Faragraph b{Z) herein; and

{43 Have not within a three-year period preceding (his applicationpropasal/agreement had one ar
more public transactions (Federal, State or local) lerminaled far cause or default.

(5) Shall not knowingly enter inlo any iower tier covered transaction with a person who is
propased for debarment under federal regulations {i.e., 48 CFR pan 2, subpan 9.4), detarrad,
suspended, declared ineligible, ar voluntarily excluded from participation in such transaction,

unigss autharized by the State.

i) Will include a clause entitlted, "Debarment and Suspensicon Certification” that essentially sets
forth the provisions berain, in all lower bier covered transactions and in all solicitations for

lower tier covered transactions.

If the Contractar is unable to certify to any of the statements in this certfication, the Contractor
shall submit an explanation to the COPH Program Contract Manager,

d. The terms and definiticns herein have the meanings set out in the Delinitinns and Coverage
sections of the rules implementing Federal Exacutive Order 12549,

€. If the Contractor krnowingly violates this sertification, in addition to dher remedies avatlable to the

Federal Governmnent, the COPH may terminate this Agreement far cause or default.

Smoke-Free Workplace Cerdification

(Applicabie to federally funded agreements/grants and subcontracts’subawards, that provide health,
day care, early childhoad development services, education or library services o children under 18

directly or through local govermments.)

Exhihit O (F}



California Department of Pubiic Health - Special Terms and Conditicrs

21.

22.

24.

Public Law {103-227, also khown as the Pro-Children Act of 1934 {Act), réquires that smoking not
be permitted in ary portion of any indoer facility owned or leased or contracted for by an entity and
used routingly or regularly for ihe provision of health, day care, early childhood developrmant
senvices, education ar library services W children under the age of 18, if the sérvices are funded
by federal progrars either directty or through state or local governments, by federal grant,
cortract, ioan, or Joan guarantee, The law also applies to children's services that areg provided in
indoor faciliies that are constructed, operated, or matntained with such federal funds. The law
goes not apply to children's services provided in private residences, portions of facilities used for
inpatient drug or alcehot treatment; service providers whose sole source of applicable federal
funds is Medicare or Medicaid, or faciiities where WIC coupons are redeemed,

b, Failure to comply with the provisions of the law may resuit in the impesttion of a civit monetary
penalty of up to $1,000 for each viclation and/er the imposition of an administrative compliance

order on the responsible party.

By signing this Agreement, Contractor or Grantee cenlifiss that it will comply with the requirements
of the Act and will nat allow smoking within arny portion of any indeor facility used for the provision
of services for chidren as defined by the Act.  The prohibitions herein are effectve

December 26, 1954,

d. Conlracler or Grantee further agrees that it will insert this cerification inta sny subawards
{subcontracls ar subgrants) entered inko that provide for childrern's services as descnbed in the

Act.
Covenant Against Contingent Fees

(Applicable only ta federally funded agreements. )

The Contractor warrants that no person or selling agency has been employed or relained (o
solicit'secure this Agreement upon an agreemermt of understanding for & commission, percentage,
brakerage, or contingent fee, except bona fide employees or bona fide established commercial ar
selling agencies retained by the Contractor for the purpose of securing business., For breach or
viglation of this warranty, COPH shall have the right to annul this Agreament without iigbiliby or in its
discretion to deduct from the Agreement price or consideralion, or otherwise recover, the fult ameount

of such commission, percenlags, and brakerage of confingent fae.

Paymant Withholds

{Applicable only if a final report is required by this Agreement. Mot applicabls to government enlities.)

Unless waived or otherwise stipulated in this Agreement, COFH may, at its diseretian, wilhhold 10
parcent {10%:) of lhe face amount of the Agreament, 50 percent (50%) of the final inveice, or $3,000
whichewver is greater, until COFH receives & final repont that meets the tarms, conditions and/or scope

of work requiremnents of this Agreemant.
Performance Evaluation

(Mot applicable to grant agrearments.}

COPH may, at its discretion, evaluate the performance of the Contractor at the conclusion of this
Agreement. I performance is evaluated, the evaluation shall not be a public record and shall remain
on file with CDPH. Megative performance evalualions may be considered by COPH pear tn making

future comtract awards.

Officials Mot to Benefit

Mo memibers of or delegate of Congress or the State Legisiature shall be admitted to any shars or parnt
of this Agreement, of to any benefit that may arise therefrom. This provisien shall not be construed to
extend to this Agreement if made with 2 corporation for its general bensfits.

Exhibit D {F)
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Four-Digit Date Compliance

{Applicable to agreements in which infarmaticn Technclogy (IT) services are provided o DHCS oeif [T
equipment1s procured.)

Centractor warrants that it will provide only Four-Digil Date Compliant (a5 defined below) Deliverables
andior services fo the State. “Four Digit Date compliant” Deliverables and services can accurately
process, calculate, compare, and sequence date data, including without limitation date data arising out
of or relating te leap years and changes in canturies, This warranty and reprasentation is subject to
the warranty terms and conditions of this Contract and does not timit the generality of warranty

obligations set forth elsewhera herein,
Prohibited Use of State Funds for Software
(Applicable to agreememts in which computer software is used in performance of the work.}

Contractor certifies that it has appropriate systems and controls in place to ensure that state funds wikt
ant be used in the performance of this Agreemant for the acquisition. operation or maintenance of

somputer software in violation of copyright laws.
Use of Small, Minority Owned and Women's Businesses

[Applicable to that portion of an agreement that is federally funded and entered into with insfitutions of
higher educalicn, haspitals, nonprofit organizatians or commercial busingsses.)

Positive gffons shall be made to use small businessas, minority-owned firms and women's business
enterptises, whenever possible {i.e., procurement of goods andfor services]. Contractors shall take

all of the following steps to furher this goal.

{1} Ensure that small businesses, minerity-owned fims, and wormen's business enterprises are used
o the fullest extent practcable.

(2) htake information on forthceming purchasing and contracting epporunities available and arrange
time frames for purchases and contracts to encourage and facilitate participation by small

busiresses, minority-owned lirms, and women's business enterprises.

(3) Consider in the contract process whether firms competing for farger conlracts infend to
subcomirac! with small businesses, minority-ownead firms, ang women's busingss enierpnses.

{4) Encourage contracting with consortivms of small pusinesses, minarity-owned firms and women's
husiness enterprises when a contract is 100 large for ene of these firms to handle individualty.

(5) Use the services and assistance, as appropriate, of such organizations as the Federal Small

Business Administration and the U.S. Department of Cormmerce's Minority Business Develapment
Agency in the solicitation and utiization of small businesses, minofity-owned firms and women's

business enterprises,
Alien Inadigibility Certitication
{Applicable to sole proprietors entering federally funded agreements. |

By signing this Agreement, the Contractar certifies that hefshe is not an alien that is inehgible far slate
and local benefits, as defined in Subtitte 8 of the Personal Responsibility and Work Opportunity Act.

{8 .5.C. 1601, et seq.)
Union Organizing

{Applicabls only to grant agreemernts.)

Exhibit D (F)
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' Grantee, by signing this Apreement, hereby acknowledges the applicabity of Gowvernment Code
Sections 16645 through 16649 1o this Agreement. Fusthermaore, Grantee, by signing this Agreement,

hereby cerifies Ihat:

a. No state funds dispursed by this grant will be used to assist, promote or deter union 2rganizing.

b. Grantee shall account for state funds distbursed for a specilic expenditure by this grart, to show
those funds were allocated to that expenditure,

¢ Grantes shalt, where state funds are not designaled as described in b heren, allocate, on a pro-
rata basis, all disbursements that suppert the grant program.

d. If Grantee makes expenditures to assis!, promote or deter union arganizing, Grantee will maintain
rerords sufficient o show that no state funds were used for these expenditures, and that Grantee

shall provide \hose records Lo the Attorney General upon request.
30. Contract Unitormity (Fringe Benefit Allowability}

{Appticabte only to nonprofit arganizations. )

Pursuant to the provisions of Article 7 {commencing with Seclion 100525} of Chapter 3 of Part 1 of
Division 101 of the Healih and Safety Code, COPH sets forth the following policres, precedures, and

guideknas regarding tha resmbursement of fringe benefits.

a. As used herein fringe benefits shall mean an employmeant benefil given by ane’s employer {0 an
emptoyee in addition to one's regular or normal wages or salary.

b. As used herein, {fnge benefits do not INclude:

{1) Compensation for parsonal services paid currently or acrrued by the Contractor for services
of employees renderad duding the term of this Agreement, which is identified as regular or
normal salaries and wages, annual leave, vacation, sick leave, holidays, jury duty andicr
mililary leavelraining.

1 Directors and executive commitiee member's fzes.

{3} Incentive awards andior banus incentive pay.

b Ailowances far off-site pay.

{5y Location allowances.

(6} Hardship pay.

(7) Cosi-ol-living differentials

o, Specific allowable fringe benegfits include:

(1} Fringa benefits in the form of emplayer contributicns for the employer's partion of payroll taxes
ii.e., FICA, SUL, SDIy, employes health plans fi.e., heallh, dental and visicn), unemployment
iMsurance, worker's compensation insurance, and the employer's share of pension/retirament
plans, provided they are granled in accordance with established written arganization policies
ard meet all legal and Internal Revenue Service requirements.

d. Ta be an allowabte frings benefit, the cost must meet the following criteria:
(1) Be necessary and reasonabie for the performance of Ihe Agreemernt.

{#) Be delarmined in accordance wih generally acceptad accounting grinciples.
{3 Be consisten! with policies that apply unifermiy to all activities of the Contractar.

e, Contractor agrees that all fringe benafits shall be at actual cost.

f. Earned/Accrued Compensation

{1y Compensatian [or vacation, sick leave and holidays is limited to that amaunt earmned/accrued
within lhe agreement term. Unused vacation, sick leave and holidays earned from peripds
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prior to the agreement kerm cannot be claimed as allowahle costs. See Fravision f (3)(a) for
an gxample.

i2} For multiple year agreements, vacation and sick leave compensalion, which s
earnedfaccrued but not paid, due to employee(s) not {aking time off may be carmed over and
claimed within the averall tarm of the multiple years of the Agreement. Hohdays cannol ba
arned over from one agreement year to tha next. See Provision f (3HD) for an example.

3} Far single year agreements. wvacation, sick leave and holiday compensation that is
garnedfaccrued but not pard, due to employee(s) not taking time off within the term of the
Agraement, cannot be claimed as an allowabie cost, See Provision | (3)(c) for an example.

{a] Example Ng. 1:

If art employee, John Doe, earns/aceryes three weeks of vacation and twelve days of sick
leave each year, then that is the maximum amount that may be claimed during 2 one year
agreement. If John Doe has five weeks of vacation and eighieen days of sick leave at the
beginning of an agreement, the Contractar during a one-year budget penod may orly
claim up to three weeks of vacation and twalve days of sick leave as actoally uzed by the
employee. Amounts earnediaccrued in periods prior ta the beginning of the Agrearmert

arg not an atlowable cost.

{b] Exarnple No. 2:

If during a three-year (multiple yaar) agreement, John Do does not use his three weeks
of vacation in year one, or his theee wesks in year two. but he does actually use nine
weeks in year ihree: the Contractor would be allowed to claim all ning weeks paid for in
year three, The tolaf compensation over the thres-year period cannot exceed 156 weeks

{3 x 52 weeks).

{c] Example No. 3:

If during a single year agreement, John Doe works lifty weeks and used cne week af
vacation and one wesk of sick leave and all fifty-two weeks have been billed to COPH, the
rernaining unuesed two wesks of vacation and seven days of sick leave may not be

claimed as an allowable cost,

3t. Lobbying Restrictions and Disclosure Certification

{Applicable ta fadarally funded agreements in excess of $100,000 per Section 1352 of the 31, U.S.C.}

a. Carification and Disclosure Requiremenls

{1} Each person {or recipient) who requests or receives a centract or agreement, subconiract,
grant, or subgrant, which is subject to Section 1352 of the 31, U.5.C., and which exceeds
5100000 at any tier, shalf file a certilication {in the form set forth in Atachmenl 1, consisting
of ene page, entitlted “Cerification Regarding Lobbying™) thal the recimpient has not made, and
will not make, any payment prohibited by Paragraph b of this provision,

{2} Each recipient shall file a disclosure (in the [orm sét fonth in Attachment 2, entitled "Standard
Form-LLL ‘disclosure of Labbying Activities™) if such recipient has made or has agreed to
make any payment using nonappropnated unds (to include profits from any covered federal
action} in connechon with a cantract, or grant ar any extension or amendment of that contract,
ar giant, which would be prohibited under Paragraph © of this provision il paid lor with

appropriated funds.

{3) Each recipient shalt file a disclosure form at the end of sach calendar quarer in which there
accuis any event thal requires disclosure or that matenally atect the accuracy of the
mformation conlaingd in any disclosure form previously filed by such person under Paragraph
a2} harein. An event What materially atfects the accuracy of the information reposted includes;
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{a) A cumutative increase of 325,000 or more in the amcunt paid or expected to be paid for
influencing or aiternpting keonfluence a covered federal action;

{0} A change in the person(s} or individuals(s) influencing of attempting to influence a
covered federal aclion, or

{c} A change in the officer(s), employse(s), or member{s) contacted for the purpose of
imflugncing or attempting to influence a covered faderal actian,

(4} Each person {or recipienl) who requests or receives fram a person referred 1o in Paragraph
al1y of this provision a confract or agreement, subcontract, grant or subgrant excesding
$100,000 at any tier under a contract or agreement, or grant shall file a certification, and a

disclosure form, if required, to the next tier above.

{5y All disclosure forms (but nat certifications) shall be forwarded from her to tier until received by
the person teferred to in Paragraph a{1) of this provisicr., That person shall forward all

disclosure farms to COPH Program Contract Manager.

b, Prohibition

Seclion 1352 of Title 31, U.S.C., provides in par that no appropriated funds may e expended by
the recipient of a federal coniract or agreement, grant, loan, or cooperative agreement to pay any
person for influencing or attempting to influence an officer or emplcyee of any agency, a Member
of Congress, an olficer or employee of Congress, ar an empioyes of a Member of Congress in
sanneclion with any of the following covered federal actions: the awarding of any federal contract
or agresment, the making of any federal grant, the making of any federal loan, entering into of any
cooperative agreement, and the extension, cantinuation, renewal, amendment, or modilication of

any federal contract of agreement, grant, loan, or cooperalive agreament.
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Attachment 1

STATE OF CALIFORNMIA
CALIFCRMIA DEPARTMENT OF PUBLIC HEALTH

CERTIFICATION REGARDING LOBEYING

The urdersigned certifies, (© the best of his or her knowledge and belief, that:

{1} No Federal appropriated funds have been paid or will be pard, by or on behall of the undersigned, 1o any
person for influencing or attempting o nfluence an officer ar employes of an agency, a Member of Congiess, an
ofticer or employee of Congrass, or an employee of a Member of Congress in connection with the making, awarding
or entering intg of this Federal contract, Federal grant, or cooperative agreemeant, and the extensian, continuation,
renewal. amendment, or medificatton of this Federal ¢ontract, geant, or cooperative agreement.

(2} If any funds other than Federal appropriated funds have been paid or will be paid t¢ any person far
influencing or attempting to influence an officer or employee of any agency of the United Slales Government. a
Member of Congress, an ofticer or employee of Congress, or an employee of a Mamber of Congress in connection
with this Federal contract, grant, or cooparative agreement, the undersigned shall complete and submit Standard
Farm ELL, *Disclosure of Lobbying Activilies" in aceordance with its instructions.

{3) The undersigned shall require that the language of this cerbfication ba included in the award documents
for al subawards at all tiers {including subcontractors, subgrants, and cantracts under grants and cooparative
agreements) of $100,000 or mare, and that all subrecipients shall certify and disclose accordingly.

Triz certificalion is a rnaterial representation of fact upon which reliance was placed when this fransactton was made
or entered inko.  Submission of this centification is a prerequisite for making or entering inte this transaction imposed
by Section 1352, Title 31, UL.5.C., any person who fails to file the required ceftification shall be subject to a civil
penalty of nat less than $10,000 and not more than $100,000 for each such faiure.

Harma ol Coniracic: Prirmod Marmie of Pesca Sigrng far Contradctos

Contract # Grand Mumbor Siggnature of Persan Swyoung for Contractos

Lian Tille

After exzculion by ar an behalf of Contractor, please return to:

Caliternia Department of Pubiic Health

CDPH raserves the righl to notifiy the contractar in writing ol an alternate submission address.
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Complete tis fanm te disclose lobbying activities pursuant 1o 31 P5.Co1352

CERTIFICATION REGARDING LOEBYING

{See reverse for pubhc burden disclosure)

Exritit D (F)
Attachment 2

Appenyad by JWE

1. Type ot Federal Action: | 2. Status of Fedazal Action: 3. Aepadt Type:
[] a ovontract [ a bidolerappkcation 1} a.  initial filing
b, grant b initial award h.  materia’ change
g. ::c??npefativs agiesment c.  pest-award For Material Changa Orly:
. Io ‘
€.  kdan guarantea Year __ quarer
f lcan insurance date of tast repot .

4. Marna and Address of Reparting Enfdy:

[0 Subewamdes

O Prime
Trer _, if knawn:

Congragsional Chetngt, ko

i 5 il Reporing Enlny m M. 4 is Subawardes, Enter Name

and Address of Pime:

Congregsional Dissick. il knewn.

6. Federal Deparment’ Agency

7. Foderal Program HameDescrigtion:

COFA Number, f applicable:

8. Fegeral Acticn Mumber, if kecwn:

9, Award Amourd, f ki,

$

10.a  MName and Addsess of Lobbying Aag:airant
(K wtivicual, last name, firsf nama, M

B, Indraduals Performing Seraces fnclading Jodmss if
ditterg! fram 108,
(Last nama, First name, ML

subject ko a not mora than 100,000 for each such Enlurg

11, Imgrmation requestad theaugh ths lom s authanzed by tle 31
LL.5.C. sadion 1352, This disclosure o kblyng acivenes is 3 maltarial
vaprezentalon of fact wpon which raliance was placed by fhe fier
above whan fes Fansaction was made or aniersd imlo. Thes
cescinsune is requirsd pursuar o 31 WSS 1382, Tig infarmation
will ba avalable for public inspecicn. regeared disclasura shall o

Srgnature:

Prinf Mame:

Tithe:

Telephone Ma : Date:

Eodora sk oy

Authorized for Local Heprodection
‘| Standard Form-LLE {Rev. 7-37]
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INSTRUCTIONS FOR COMPLETION OF SF-LLL, DISCLOSURE OF LOBBYING ACTIVITIES

This discksura *arm shall b completad Sy L rapering #niity, whether subawarnme o prme Federal secpient, af th insatan of receip? of a coverad Fauaral acticn,
ara maral change =0 a pressaus Tany, pursuam o ble 31 U500 seckon 1352 Tre ling af @ 'orm 15 ragured for &0 PRyMent or agrearienl 1o Maks Smest b
aniy lebbyrg anbiry e nllyenng ar atemphng o infuenca an JHom ar amplopee of any agancy. a Membar of Congress. an offcar of gmployae of Corgress, or an
employes of 4 Wamher of Cangress in connactan wih 4 evered Federal action. Complate alf items tat apphy for both the wdaé fling and masenzd changs rapom

Alelo; ke v implemEenting guidznoa oublkshed by ihe Qfice 51 Manageament ard Betge for additianal wicrmalicd.

1

2

[

12

11.

Identity Ihe type of covared Fegeral gehon for which lobbyng aciety is andicr has heen secured bo ir:fluencs Ihe ousome of 2 covared Federa! a2ion.

renbfy tha status of the coversd Tederal action.

Idarirhy tha appsapiate classifieation of this rapor . 11 IFug 15 & fokkow-up rEport caused by & material change o the nkarmaton previcusty raparted anter e
yiEar Bnc quarier in which Ihe change aourned. Entar the dala of tha last previcushy submitied repe Dy g reporing erdity for s covared Fadera achan.

Erter tha full mama, atdress, cify, Stale and 7ip code of lhe repoeing enhey  Include Congrassional Duetngt. il known. Check ke appraprlale clagsifcation
of the repartesg anbity At desanates il itis, o axpects i be a prime or subaward recipient Igentfy 3 er of e subawartes. 6.9., tha first subawardew of
U prme s (N 15t fier, Subawards nefude Gul sre not limded to subconiracts, subgrants ard contract awards under grants.

It thiy arganization filng the repor in e 4 cherks "Jubawardes ” then anrer Ine ‘Ul nama, address. oty Stale 40d 70 eode of tha prme Federal cipant.
Inciude Congrassanal [eserct, i knawn

Emter the name al s Federl agency making the awand of Ioan commitment. Include a least ong aigamzational sevel below agency Agme, d keown. For
wrarnple, Department of Tzansporaton. Jred States Coast Guard.

Eriiar the Federal program name o deseriphion lor the covered Fadaral action jiem 1), IF known, ener the fufi Calakyg of Federal Domeastic Assislang:
[SFDA) numbar for gracils, Cooperative agrasments. teans, and Kan pommstmenis.

Ervar ki mosl appropriale Faderal dentifting number availagie for the Federal acen wasiiod in nem 1 (2.3, Request tor Fropasat (AFF] number;
Ivakgninn for Big {IFE) numbar; gras! announgement number; the conbiacy, grant, o loan award number; the appheananipropasal control number axagned

by the Faderal aparcy) Incluge poafeas, e.q., "REF-OC-30-H1 *

For a covared Federgl aclion wrere Mera has bean an award of Ban comaAment by the Fadersd Ageney, enler the Faderal amount of the awardioan

COmMIMmen 1or the prima aniety icenblisd nitem 4 ar 5

ja) Enter the full name, addrass, oy, Seste and zip code of the labiyang segistant under the Labbying Ussciosure Act af 1385 angaged Dy Io roporting
wil.Ty idfertlied i dem 4 to infoanca thw coveeed Federal action.

(b} Enter the ful sameas of the indndual{s) perarmung services and includs lull address of diferant from 10 4a). Erter Last Mame, First Name, ard Mo
Irubial (W1,

Fho ceritying offical skall sign and dale the lorm, pant hishes name, btte, and WeBNGAE number.

Aceoring to tha Papensory, Aeduclion Act, a5 amended. no persons ara requited 1o respard 1o a celtecton ab inlecmabion unless i displays & wahd
OME Comrel Mumber The valid OB cantral pumier for this nlormabon collechon 5 OMB Mo, D34F-0C4E. Puble reporting burdan far ths

collectean of irdormalion 15 estmated 1o pverage 10 minues per response, inGluding Time for révawirg insinckcns, searching &xishing 4a%a sources,
qathering ard mamlaring 1ha dala needed. and compieting and rewvewing the callection ol irdarmation. Send comments redarding he burden
astimale or any other aspest of fius calkection of infermation, includirg sLagastions for reducing his burden. 1o dhe Ctice af Managernent and

Budges!, Papersork Redurion Propect [0248-0048), Washingten, DO 20503,
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Exhibit E
Additicnal Frovisions

1. Cancellation / Termination

A. This agreement may be cancefled or terminated without cause by erther pany by

giving thifly {30 calendar days advance written notice to the other party Such
netification shall state the effective date of termination or canceflation and include
any final perfermance andfor paymentinvaicing instructions/requiraments.

Upon receipt of a notice of termination or cancefation from COPH. Centractor
shall take immediate steps to stop performance and to cancel er reduce
subsequent contract costs.

Contractor shaill be entitted to payment for all allowable costs authorized under
this agreament, including authorized non-cancelable ohligations incurred up to
lhe date of termination or cancellation, provided such expenses do not exceed

the stated maximum amounts payable.

2. Freeze Exemptions

A

Contractor agrees that any hiring freeze adopted during the term of this contract
shall not be applied ta the posilions funded, in whole or part, by this centract.

Contractor agrees not Lo implement any personnel policy, which may adversely
affect performance or the positions funded, in whole of part, by this contract.

Contracter agrees that any travel freeze or travel limetation policy adaptad during
the term of this contract shall not restrict travel funded, in whole or part, by this

contract,

Contractor agrees (hat any purchasing freeze or purchase limitabon palicy
adopted during the term of this contract shall not restrict or limit purchases

funded, in whole or part, by this contract.
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Exhibit F

Contractor's Release

Instructions to Contractos:

Wwith final invoicets) submit ane {1) original ard one (1) copy. The anginal must baar the arignal signalure of a parson
authonzed o bind the Sordraclor. The addilional copy may bear photocopied signalures

Submission of Final Invoice

Pursuant to contract number ) enlered inte Between the State of Calfernia Department af Public Heaith
iCDFEH) and the Sentractor (ideatified below), the Centractor does acknoewledge that fnal payment has been requested via
invgice number{s) .in k2 amounk{s) of § and dated

If necessary, entar "Sa= Altached” in the apgrepriate blocks and attach a list of Imemice numbers, dallar amaents and nvoice dales.

Release of all Obligations

oige numbers) referenced above, the Contractor does

By signing ¥us farm, and upon recemt of the amount specified m 1he i
any and all habdities, ohigalions, clams, and

hereby release ang dacharge the State, its officers, agents and emplayees of and from
dernands whalsoever ansiag fram ihe above :efeienced contract.

Repayments Due to Audit Exceptions f Record Retention

form, Cont-actar acknowledges that expenses autharized far reimbursement does not guaranies final abowability of

By sigreng thiz
beons resullng from avy subsequent audit made

said expenses. Contacior agreas that the amourt of ary sustaines? audit excep

after final paymend wa'l be refunded lo the Siale

21 expense and actounting recaids related o the above referenced coniract must be mainlaned for audt purposes for no less than

ihree years beyond the dale of final payment, unless a longer term is stated 10 said coniract,

Recycled Product Use Certification

naity of perjury that a minmum of 0% unless ctherwssa specified inwriting of post
consurmer maleri@, as defined in the Public Contract Code Section 12200, in products, materials, goods, of suprlies offesed or sold
tn the Stats regardiess of whether it meets e requirements of Puklc Conlract Code Sechon 12208, Contraclar specifes Lhat
printer or duplication cartridges offerad or sold {c ihe State comply wilh the reguirements of Section 12 561,

By signing this form, Contractor cerifies urder pe

Reminder to Retum State Equipment/Property (If Applicable]

{applies only F equipment was provided by COPH cr purghased with or rermbursed by contract funds;

Stale equipment {as defined in the above referenced confract} for
prompty initate arrangements o account for ard refurn sad
its usefizl life expeclancy as defined in the above

Unless COPH has approved the conbnued use and passession of
use i connecticn with another S0OPH agreement. Contractor agrees 1o
equipment to CCPH, 3t COPH's expense, f said equipment has ot passed
referznced conbracl.

Fatents [ Other Issues

By sigrang Lhis forn, Contracter futher agrees, in conneclion with palent matters and with any chaims fhat are net specifically
released as sel forh atuve, that | will comply with o of the pravisicns contmned in the abgve referenced contract, including, But not
limited to, lhosa provisiens relating to notfication 1o ihe State and related to the defense of prosecution of iigatcn.

CONLY SIGM AND DATE THIS DOCUMENT WHEN ATTACHING TO THE FINAL iNYOICE

Contracter's Legal Name (as on contracty

Signature of Cantracter or Official Designge: _ . . Cate: )

FPrinted MameTitle of Person Signing . o -
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Exhibit G
Informaticn Canfidentiality and Security Requirements

Definitions. For purposes of this Exhibil. the following definiticns shall apply:

A Public Infarmation: Information that is not exempt from disclosure under the prowsions of the
California Public Records Act {Government Code sections 6250-5265) or other applicable stata or

federal faws.

B. Confidential information: Information that 1s exempt from disclosure under the provisians of the
California Public Records Act {Government Code sections 8250-6265) or ofher applicable state or

federai laws.

C. Sensitive Information: Informalion that requires special precautions to protect from unautherized
use access, disclosure, modificalion, foss, or deletion. Sensitive infarmation may be either Puklic
Information or Corfidential Infarmation. it is information that requires a higher than normal
assurance of accuracy and completeness. Thus, the key factor for Senstive Infarmaticn iz that of
integrity.  Typically, Sensitive Information includes records of agency financial transactions and

regulatory achons.

D. Personal Information: Information that identifies or describes an individual, including, but not
lumited to, their name, socal secority number, physical description, home address, home
telephone number, education, financial matters, and medical or emplayment history  Itis COPH's
policy to consider all information about individuals private unless such information is

determined to be a public record.

Nondisclosure. The Contractor and its employees, agents, or subcontractors shall profect fram
unaulhonized disclosure any Parsonal information, Sensitive information. or Confidential Information
{hereinafter identfied as PSCH. except for statistical informalion nat identifying any such person.

The Contractor and its employees, agents, or subcoentractors shall rot use any PSCI for ary purpose
ather than carrying out the Contractor's ohligations under this Agresment.

The Contracior and its employees, agents, or subcontractors shall promptly transmit to the CDOPH
Prograrm Contract Manager all requests for disclosure of any PSCI not emanating from the person

wha is the subject of PSCL

The Cantractor shall not disclose, except as otherwise specifically permitted by this Agreement ar
authaorized by the person who is the subject of PSCI, any PSCI to anyone cther than COPH without
prior written authorization from the COPH Program Contract Manager, except if disclosure is reguired

by State ar Federal law.

The Cantractor shali observe the folfowing requirements:

A. Safeguards. The Contractor shall implement administrative, physical, and technical safeguards
that reasonably and appropriately protect the confidenbality, integrity, and availahilily of the PSCI,
including electranic PSCI that it creafes, receives, maintains, uses, of transmits on behalf of
CDPH. Contractor shall develop and maintain a written information privacy and security program
that includes administrative, technisal and physical safeguards appfopri'ate lo the size and
complexity of the Contractor's operations and the nature and scape of its activities, including at a
minimum, the safequards set forth in Exhibit H, the 3R1 COPH-ISCQ Project Reguirements.
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Exhibit G
Informaticn Confidentiality and Secunty Reguirements

B. Security Officer. The Contractor shall designate @ Securty Officer to aversee s data secunty
program who will be responsible for carrying out its privacy and security programs and for
communicating on security matters with COPH.

C. Training The Contractor shall provide training on its data privacy and security policies at its own
expense, to all its empfoyees who assist in the perfarmance of funclrons or activities on behalf of

COPH under this Agreement and use or disclose PSCIL

1) The Contractor shall require each employee wha receives data privacy and security framing o
sign a certification, indicating the employee’'s name and the date on which the traimng was

cormpleted.

2] The Contractor shall retain each employee’s written certifications for CDPH inspection for a
period of three years following contract termination.

D. Discovery and Notification of Breach. The Caontractor shall rotify COPH immediately by
telephone call plus email or fax upcn the discovesy of breach of security of PBCI| in
computerized farm if the PSC) was, or is reasonably believed to have been, acquired by an
unautharized person, or within twenty-four (24) hours by email or fax of the discovery of any
suspected security incident, intrusion of unauthorized use or disclosure of PSCI i violation of this
Agreement, this provision, the law, or potential loss of confidental data affecting this Agreament.
Notification shall be provided to CDPH Program Contract Manager, the CBPH Privacy Officer and
the COPH Chief infarmation Securty Officer. If the incident cecurs after business hours or an a
weekend or holiday and involves electrenic PSCI, notification shall be provided by calling the

COPH t T. Service Desk. Contractor shall take:

15 Prompl corrective action to mitigate any risks or darnages involyed walh the breach and fo
profect the operating environment and

2) Any action pertaining to such unauthorized disclosure required by applicable Federal and
State laws and regulations.

E. Investigation of Breach. The Centractor shall immediatety imvestigate such security incident,
breach, or urauthorized use or disclosure of PSCH and within seventy-two (72} hours af Ihe

discovery, shall notify the CDPH Program Contract Manager, the CDPH Privacy Officer, and {he
CDPH Crief Information Security Officer of

1) What data elements were involved and the extent of the data involved iy the breach,
2) A description of the unautharized persens known or reasanably believed (o have improperly
used or disclosed P,

3} A description of where the PSCI is believed to have been improperly transmitted, sent, or
ubllized,

4} A description of the probable causes of the improper use or disclosure; and

5] Whether Civil Code sections 1798.2% or 1788.82 or any other federal or state laws requirng
individual notifications of breaches are triggered.
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F. Written Report. The Contractor shall provide a written regort of the investigation to the CDPH
Program Contract Manager, the CDPH Privacy Officer, and the CDPH Chief Infarmation Security
Officer within tert (107 working days of the discovery of the breach or unauthorized use or
disclosure. The report shall include, but not be limited to, the information specified above, as well
as a Full, detailed corrective action plan, including informabien on measures that werg taken to halt

and/or cantain the improper use or disclosure.

G. Notification of Individuals. The Contractor shall netify individuals of the breach or unauthorized
use or disclosure when notification is required under state of federal iaw and shall pay any costs
of such notfications, as well as any costs associated with the brgach. The COPH Program
Contract Manager, the COPH Privacy Officer, and the CDPH Chuef Informaticn Securily Officer

shail approve the time, manner and content of any such notifications.

H Afect on fower fier fransactions. The terms of this Exhibit shall apply to all contracts,
subcontracts, and subawards, regardless of whether they are for the acquisition of services,
goods, or commadities. The Contractor shall mcerporate the contents of this Exhibit into each

subcontract or subaward to its agents, subcontractors, or indapendent consultants

Contact Information. To direct communications to the above referenced COPH staff, the Contractor
shall initiate contact as indicated herein - CDPH reserves the right to make changes to the contact
information below by giving written notice to the Conlractor.  Said changes shall not require an

amendment to this Exbiebil or the Agreement to which it 1 incorparated
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CDFH Program
Contract
Manager

I CDPH Privacy Officer

" CDPH Chief Information |
Security Officer !

See the Scope of
Work exhibit for
Program Contract
Manager
infarmation

Privacy Officer

Privacy Office, clo Office of Legat
Senvices

! California Department of Public
Health

F.O. Box 597377, MS 0505
Sacramento, CA 95899-7377

Email: privacy@edph.ca oy
Tefephone: (3156) 440-7700

Chief Information Secunty Officer
i Infarmation Security Office

. California Department of Public
Health

P.G. Box 997413, M5 6302
Sacraments CA §5898-7413

Email: cdphiso@edeh.ca. gov

Telephene: IT Service Desk
(916] 440-7000 ar
(800) 573-0874
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_ T;l,;f;c'e: IS0 Reqﬁfrements
N wﬂ issued. October 26, 2007 Doc Number. SR 1v3.5

HCRH o

Title: Information Systems Security Requirements for Projects |

I Furpose

This document provides tha minimum security requirements, mandated by the
Information Security Ofice (IS0 from projects governed andiar subject ta the policies
and standards of the California Department of Public Health (CDPH). Projects that
intend to deploy systems/applicat:ons into the Department’s system infrastructure cr will
consurne Department information system services are also subject to these minimum

sacurity reguiremsnts.

This document is intended to assist the Department and its service consumers in
understanding the criteria the Department will use when evaluating and certifying the
systemn design and security features and protocals used by projact solutions consuming
Department services The security requiremants herewith will also be used in
conjunction with the Depantment 150G's compliance review grogram of its information

system services consumers

This docurnant will serve as a universal set of requirements which must be met
regardless of physical hosting location or entities providing operations and maintenance
responsibility, These requirements do not serve any specific project nor do they
prescribe any specific implementation technology.

il. Scope of Requirements

The infermation securty requirements herein are organized a five categaries [secticns)
and address at a rmimimum:

= Administrative/Management Safeguards
= TJechnical and Operaticnal Safeguards
= Solution Architecturs

v Documentation of Sclution

» 150 Notifications

1R Contact

Chief Information Security Officer
California Department of Public Health
Informaticn Security Office

1615 Capital Avenue

Sacramento, Ca 95814
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Information Systems Security Raquirements

A. Administrative / Management Safeguards

I’T Workforce Cnnfider{iiality Statement |

AN persons working with Department information must sign a confidenbality
statement. The statement must include at a minimum; General Use. Security and
Privacy safeguards, Unacceptable Use, Audit, and Enforcement pelicies. (Contact
the IS0 for the current version of the Secunty & Confidentiality farm in use )

The statement must be signed by the project member prior to being granted access
to the Department's information. The statement must be renewed annually.

2. Access Authorization

Project/Pregram must implement and document clear rules and processes for vetting
and granting autharizations; and proceduras for the supervisian of workforce
members who work with Department infaemation or in focations where it might be

accessed.

I r ) . r
'3, Access Authorization Maintgnance

N

On at least a semi-annual basis, Project/Prograrm will review and remove &
authorizations for indwiduals wha have left the department, transferred to another
unit, or assumed new job duties wrthin the department.

4. Iﬁf_-::rmation System Jnlfi.u:.tif.rityur Revieu;.r 3

Pratect/Program must implement and document procedures to regularly review
records of information system activity, such as audit logs. access reparts, and

security incident tracking reports.

5. Periodic S:_n,rstem Sechrity Review

Al systemns shall allow for periodic system secUrity reviews thal provide assurance
that managemeni, operations, persennel, and technical cantrols are functioning
effectively and providing adequate fevels of protection

The reviews may incfude technical tools and security procedures such as Virls
scanners, vulnerakility assessment products {which look for known security
problems, configuration errors, and the installation of the latest hardware/software

“‘patches™, and penstration testing.

o — - x X4 F
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! 6. Periodic Systerﬁ Log Review - |

All systems processing andfor storing Department infarmation shafl have a method
or procadure in place to create and review systern 10gs for unautharized access
Logs may be stored within the system ¢ron 3 centralized logging Server of Senice,
and shalt ke maintained for a minimurn of thyee years.

7. Business Impact Analysis

Prajact/Program witl conduct annually a Business Impact Analysis of the application
t3 determine the Maxmum Acceptable Cutage {(MAQ), cost of lost functionality,
system compenent dependencies, DUSINess function dependencies, and business

partner dependencies.

8. Ehange. Control

All systems processing andfor storing Oepartment infermaticn mus have a
dccumanted change contral procedure that ensures separation of duties and pretects

the confidentiality, integrity, and availability of informaton

For those systams running wethin the Departmant’s environment andfor are
consuming Department services, those systems shall comply wilh DTS5 and
Department standards for change control process and peoeadures,

| 9. incident Response | - | o

Establish procedures for responding to an emergency or ather ocourrence (e g., fire,
vandalism, system failure, and natural disaster) that damages systerns that contamn

electranic piotected health informaticn.

The emeragency response procedures shall be added to the existing Operational
Recavery Plan (QORP). The ORP shall address what to do if 8 computer system
andfar the information files are violated, lost, damaged, or inaccessible

‘[_.1 0. Disaster Recavery

Establrsh procedures that allow facility access in support of restoration of lost
information under the ORP and emargency made cperations plan in the event of an

Emergancy.

The restaration/recovery suppert procedures shall be added to the existing
Operatinnal Recovery Plan (QRP) to restore any loss of infarmaton and assure
continuity of computing operations for suppart of the application and tnfarmation.

Recaovery procedures shall be developed using Appendix "J" Templata fram the
Ceparimeant’'s ORP.

Mo - F .f4d0C
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:_11 Emergency Mode Operation Plan | _ _i

Estabiish an Emergency Made Operation Plan to enable continuation of critizal
business processes for protection of the security of electronic protected health
information while operating in emergency mode  Thig plan shall be added to the
existing ORF.

[ 12. Periodic System Recovery Testing _ | ) 1

All systems, as part of a new or existing project, shal altow for periodic system
recovery testina. The period between tests should be dafined as part of the project
and be consistent with relevant department disaster recevery standards  Such
testing should provide assurances that plans (Incident Response, Chsaster
Recovery, Emergency Mode Oparaticn, and Data Backup} and controls
{management, operations, personnel, and technical} are functioning effectively and
providing adequate levels of protection during an incident, disaster, of breach

|E Sup__ervisinn of Data_ - _ J

Public Health Information (PHI) in paper form shall not be left unattendad at any
hme, unless it is lucked in a file cabinet, file room, desk, or office. Unattended
means that information is not being gbserved by an employee autharized to access
the: information. Department PHI in paper form shall not be left unattended at any
b in vehicles ar planes and shali not be contained in checked-in baggage on

commercial airptanes.

14, Escorting Visitors

Visitors to areas where Department PHI is contained shall be escorted and
Department PHI shall be kept out of sight whila visitors are in the area

Technical and Operational Safeguards

1. éystgm Securiﬂ: Compliance

Al project systems shall comply with applicable depardment security polices and
requirernents, as specified in the State Administrative Manual, Health Admimistrative
Marual, HIPAA, Privacy Act, and any other applicable state or federat regulaion. All
security safeguards and precautions shall be subject to the approval af the

Department |SO.

2. Virus Protection

All systems shall install and actively use comprehensive third-party anti-virus and
virus protection software, and routinely update such software when updates are
Released. All security safequards and precautions shall be subject to the approvaf

of the Department 150.
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3 PaichMa@gem;nt _

all systemns shall instalt and achively use comprehensive third-party patch
management program and routinely update system and application software when
updatas are released. All sacurity safequards and precautions shall be subject o
the approval of the Department 130,

4, Encrypted Electronic Transmissions _ ) 1

All information transmissions that contain confidential information must be encrypted
end-to-end using an industry-recognized encryption standard. The electronic
transpart must utilize Sacure Socket Layer {SSL) and Dapartment informaticn and
confidential information shall be encrypted at the minimum of 128 kit AES or 3DES
(Triple DES) if AES is unavailable. Equivalent or stronger algorithms may be used
upon approval of the Department 150,

— -

' 5, Encrypted.Data Storage _ - _ §|

Al confidential information must be encrypted when stored using a department
appraved encryption standard. Confidential information shatl be encrypted at the
minimum of 128 bit AES or 3DES (Triple DES) if AES is unavailable. Equivalent or
stronger algorithms may be used upon approval of the Department 150,

G. Wc;rkstaticn f L_aptcrp Encl;ypffion . | |

All workstations and laptops that process andior store Department infarmation must
be encrypted with a Department approved solution or a seiution using a vendor
product specified on the Calfornia Strategic Saureed Indiative (CS51) located at the
following link: www pd.dgs.ca gow/masters/iEncryptionSeftware himl

7. Removable Media Encryptton ] _ i

All glectronic files that contain Department information must be encrypted when
stered on any removable media type device {L.e. USB thumtb drives, floppies.
COOVD, tape backop, etc.} with a Department approved sohution of a solution using
a vendor product specified on the California Strategic Sourced Initiative (CSSH
Iocated at the following link: www pd dgs.ca gov/masters/EncryptionSoftware. htm

IE Secure Connectivity

21 ransmission and data-inks between the information and application/system and
OBMS and the DTS WAN shall be secura between transmission systems as
required by regulation, policy or standard and as prescribed for lhe given
application/system.
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' 9. Intrusion Detection and Prevention

All systerns that are accessble via the Internet, are critical, or contain ePHI shall
install and actively use a Department approved comprehensive third-party real-tme
host based intrusion datection and prevention program that reponts security events
directly to the Department 1SO. All security safeguards and precauticns shal: be
suhject to the approval of Depariment 130,

FU Minimum Dafa Downloads

In accordance with the principle of need-to-know, only the minimurm ameai of
infarmaticn reguired to parform necessary business functions should be copied or

downtoaded.

11. Data Dastru cti.on

All Department information must be wiped from systems when the information is no
longer nacessary. The wipe method must conform 1o Department of Defense anc
Departmant standards for information gestructian. Once information has baen
destroyed, the Department contract manager must be natfied. If an agency ar other
enlity is unable to destroy media in accordance with Department standards and
provide rotification, the media must he returned to the Department after usage for

destruction in an approved manner.

Fz_ Cnnfidential"Destruction. . _ N _ :|

Department PHI in paper form must be disposed of through confidential means,
such as cross cut shredding and pubverizing.

| 1_3. Remﬂ;él of Data

Department PH! in either etactronic or paper forem shall not be removed from
Departrment premises or frem the premises of an authorized vandor or contractor

without the wrilten permission of the Department IS0

IL14.__Faunting of Conﬁdeﬁ-tial Infarmatic:-n _ ) |

Facsimile transmissions contasning PHI shall not be left unattended and fax
machines shall be in secure areas. Faxes shall contain a confidentiality statement
notifying persons receiving faxes in errar to destroy them. Fax numbers must be

verified beforg sending.

-15, Mailing of Canﬁdentialinformqtiun “ _ 7

Department PHI shall only be mailed using secure methads. Large volume mailings
of Department PHI must be by a secure, borded courier with signature reguired on
receipt. Disks and other transportable media sent through the mail must he
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encrypted with a Department approved sedufion o a solulion using a vendar product
specified on the C551

. Solution Architecture

1 1. System S-.=.n\:urit.yr Compliance

The system shall comply with all applicable Department security policies and
reguirements, as well as those specified in the State Administrative Manual, Health
Admimstrative Manual, HIPAA, Privacy Acl, and any other applicable state or federal
requlation. All security safequards and precautions shall be subject to the approval
of the Department [SC.

. ]
: 2. Access Point Warning Banner

&'l systems containing Department information shall display a warning banner
stating that informatron is confidential, activity is legged, and system use is for
business purpeses only. User shall be directed to log off the sysiem if they do nat
agree with these reguiremenis.

The following warning banner shall be used for all access points (2.g., deskiops,
laptops. web applications, mainframe applications, servers and nelwark devicesy

WARNING: This is a State of California computer system that Js for
official use by authorized users and is subject to being monitored
and/or restricted at any time. Unauthorized or improper use of this
system may resuft in administrative disciplinary action andior civil
and criminal penalties. By continuing fo use this system you
indicate your awareness of and consent to these terms and
conditions of iise.

LOG OFF IMMEDIATELY, if you do not agree fo the conditions stated
in this warning.

o

£ 3. Layered Application_nesign

Apphcation must be able to be segmented into a layered application design
separating at a minimum the Presentation, Application/Business Lagic, and Dala
Access Logic, and Data Persistence/Database layers

4. S.E:-.pa ration of La_yt;rs

The Presentation, Aprhcation/Busingss Logic, and Data Access Logic layer must be
separated physically by a firewall regardless of physical implementation,

vendor-provided commercial off-the-shelf {COTS) packages or components where
physical separation of layers is not possible requires 150 appraval
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[5. Business Logic Layer Communication |

Any systerm reguest made to the Business logic layer must ke autherticated.

| 6. Data Ac-::ess_!.ogic Layer Design |

The Cata Access Logic Layer may take the form of slored procedures, database
AP| Data Access Objects/Companents, Data Access Middleware, Shared Data

Services, ar Secure Web Senvice.

7. Data Access- Logic Layer Communication ]

Any system request made to the Data Access logic layer must be authenticated and
authorized.

| B. Data Ferfistence}batabase _Lay'er I:.s.u.:nlaticm _ J

—_— .

No direct access to the Data Parsistence/Database layer will be permitted, except
through the Data Access logic layer.

All calls to the Data Persistence!Database layer will be made through the Data
Access logic fayer as a trusted subrsystem that utilizes a single database access

account o all transactions.

Verdor-provided commercial off-the-shelf (COTS) packages or componenis where
physical separation of Data Access Logic layer from Data Persistence/Database
layer is not possible require |30 approval

9, _“l...il.;.ser Input 'y"alidaticn

Alf user input must be validated. The system must manage client input controls from
server side to the extent possible. All third-party client side input contreis must be
documented and approved by the Department 150,

10. Data Input Validation ]

All user information input must be validated befare being commifted to the database
or other application infermation repository.

11. Data Queries o ]

Alt Data gueries (in¢luding In-line SQL calls) will not be allowed from the
Presentation or the Business Logic layers unless validated for aperopriate vse of
query language and validated for appropriate quantity/quality of data input Alt data
gueries solution must he approved by deparimeant Cl50.
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Database tabie names and column names must not be exposed Applicalions must
use an alias for every table and column.

Dynamic SQL will not be permitted from the Presentation Layer without prier
appraval from the department 150

12. Usernam_efPassword E!as_ed Authe.nticatinn__ ) |

When usernames and passwords are going to be used as the method for system
authentication the folowing for each must be met.
o Username requrameants:

v tlsernames are unigue and are traceabie to an individual worker,

= Usernamas are NOT to be shared and never hard-coded inta system lagic.

v Password requirements

= Ara notte be shared.

» Must be 8 characters or mare in length.

» Must NOT be a word found in the dictonary, regardless of language

«  Password must NOT be stored in clear text.

»  Nust be changed at least gvery &0 days.

» Must be changed immediatety f revealed or compromised.

»  Passwords must be encrypted using irrgversibie industry-agcapted strong
encryption.

s Accounts must be jocked after 3 faded logon attempts.

= Account lock-cut reset himers must be set for a minimurm of 15 mmutes.

s Must be composed of characters from at least three of the following four
groups from the standard keyboard:
* Upper case letters {A-2);
? Lower case letters {a-z);
@ Arabic numerals (0 through 8}, and
° Non-alphanumeric characters {punctuation symbols).

« Usernamea requirements:
= Must be unigue and are lraceable to an individual person.
o Must NOT be shared.
» Must never be hard-coded into system logic.
»  RBiust NOT be the same across different zones {&.9. Web Zone, Intermal
network, and Test Labs / Environments)
s The default built-in Administrator account must be renamed and dizabled.
« The naming convention for administrator usernames must nct make it
abvious that usernames belong to administrator accounts
= If a generic Admintstralor account is craated:
» 1t must onfy be used in an Emergency.
= {tis NOT ta be used for routine maintenarce.
« The password storage and management process for generic
administrater accounts must be approved by the Depantment [50.

s Password requirements:
»  Must not be the same as any of the previcus 10 passwords.

Mawa 44 ~F4E



Exhibit H

v Must not to be shared.
s Must NOT be the same across different zones (2.g Web Zone, Internal
network, and Tast Labs ! Environments).
v Must be 12 characters or mere i length.
= Must NOT be a word found in the dictionary, regardless of languaga
s Passwerd must NOT be stored in clear text.
= tust be changed at least every 60 days.
» Must be changed immediately if revealed, of compromised
» Must be changed immediately upon the termination or transfer of an
employee with knowledge of the password.
s Passwords must be encrypted using industry accepled. irreversible strang
gacryption.
s Accounts must be locked after 3 failed Ingon attempts.
" Account [ock-out timers must be set for at least 80 minutes
» Must be comprised of characters from at least thiee of the follgwing four
groups fram the standard keyboard:
»  Upper case letters [A-Z);
o Lower case letters {a-7},
s Arabic numerats (0 through 33
v Non-alphanumeric characters {punctuation symbals).

[_14 Rale - Baseﬂ Access - ) | ] J

Any system deployed during, or as a result of a project. shall provide secure fole-

hased access for autherization utilizing the principle of least privilege at all
layersitiars.

i 15. User/ Ent]t‘,,.r Autﬁe__ntication Logging ]

Systern must log success and failures of user authentication at all layers as well as
tag all user transactions at e database layer a5 requirad by regulation, policy or
standard and as prescribed for the given application/system. This logging shall be
irncluded for all user privilege levels including but not limited to systems
administrators. This requirament appkes to systems that process, store, andior
intzrface with Pl andfor confidential information.

16. Automatic Sys.tem S__gssiéﬁ Expiration _ - 1

The system must provide an avtomatic bmecut of user sessions after 20 mirutes of
inactivity.

!ﬂ Automatic éystem_Loc.I;-out and ﬁeporﬁn_g

The system must provide an automatic lock-oul of users and a means to audit a
minimum of 3 failed log-in attempts. The means of providing audit ;nformaticn must

be appraved by the departmental 150,
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| 18. Role-based Access to Audit Functions and Data ) ;

All systems/applications wil implement role-based access to auditing functicns and
audit trail information utifizieg the principte of least prvilege

|_19, SeE:__ure Uﬁline %cceéé to fﬁ.udit Functions

All systerns / applications will implement a secure ordine interface to Audit
Capabilities and Reporting by way of application proegramming mterface (AP) ar
netwark service {or Web Service); to allow Department 150 te view logs, auditing

procadures, and audt reporting.

20 Audit Trails | o

This requirement delineates the (minimum} log information that audit trails should
record for any system that contains or is involved in the transmission of confidential
information. The informatan bisted below should be available on every system
running a production environment. Not only well this information assist with problem
resolution efforts and system restore operations, it will also be invaluable to system
penelration attack investigations. fraud invastigations, and the like.

The system must record {at minimum) the following events and any other events
deemed appropriate by the Departrnent 150

Transactign Types
= Any and all administrative changes to the systern (i.e: administrative

password changes [forgotten password resets), system variables, network
configuration changes, disk subsystemn modifications, etc).

»  Logon failures

»  Logons dunng non-business haurs.

»  Program or file access denial.

»  Addition, deletion, or modification of users or program access privileges.

»  {Changes in file access rastrictions

s [atabase addition, deletion, or modifcation.

» Copy of files before and after read and write changes

=  Transaction issued.

Individual audit trail records shall contain the infermation needed to associate each
guery transaction to its inbiator and relevant busingss purpose. Imdevidual audit brail
records should capture at a minimum the following:

Minimum Audit Trail Record Content

» Date and Time Stamp.
»  Unigue Username of Transaction Inittator.

» Transaction Recarded.
»  Sugcess or Failure of Transaction Recerded.
» Relevant business pracess or application component involved

= Data captured (if any)
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Audit Trail logs shall be maintained at minimum for three years after the occurrence
or a set pericd of ime determined by the Program's 150 that would not hinder a
detailed forensic investigatian of the occurrence The Departmeant (SO has fimal

approval autharity.

Documentation of Solution

I 1. Syst.l-am Cnnfigur-ation

As part of each project, assignad staff will document and maintain a full inventory of
the major hardware, software, and communications platforms in use; system
configurations; ail applicationsicomponents with descriptions encompassing the
solution: and a descrption of the solution’s security design features and user access
control mechanisms. Project will ensure a custodian(s) is assigned to each

application/component.

2. Dataln Use Classifications

Project will document and maintain information classification matrix of all information
elements accessed and/or processed by soluton.

The matrix should idertify at a minimum:

» information element.

= information classification/sansitivity.

s relevant funchon/process or where is it used,
»  system and database or where is it stored.

3. S:}étem Rotes and _Relationships

Project witl dacument the organizational structure and relationships between
systems managers, systems security personnel, and users, including an estimate of
the number of users that will have access to Department infarmation within the
systern solgtion and an explanation of their joby descriplions.

. 4. Audit Method Documentation |

Project will docurment the solution's auditing featuras and provide samples of audit
reporting.

! 5. Rétenti_pn of bmcumentatiaq

The system/application maintainers will retain documentation. including audit and
activity logs, for a minimum of threg years {up to seven years) from the date ofits
creation of the date it was last in effect, whichever is later.
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IS0 Notifications

1 éecurit_y Compliance Notification T 1

i
As part of each project, assigned staff will document how proposed solution meets ar

addresses the requirements specified in this docurment and emust be submittad to the
Oepariment }SO prior to taking custody of Department owned informaticn,

2. | Motification a_f__EhanQés to Sclution i

Once a project is approved as final by the 15O, no changes wilt be made to the
proiect scope, docurnantation, systems or compenents without a change approval by

the 150

3. NMotification nf-Ereach_qr Compromise

The system/application maintainers shall immediately and in writing repert to the [SO
on any and alf breaches or compramises of system and/or information security, and
shall take such remedial steps as may be necessary o restore security and repair

damage, if any.

In the event of a breach or compromise of system and/or infermation secunty, the
IS0 may require a syslemdapplication security audit. The |50 shall review the
recommengdatians from the security audit, and make final decisions an tha steps

necessary to restore securily and repair damage.

The systermfapplicat,on maintainers shall properly implement any and all
recommeandations of the security audit, as approved by the 150,
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