Attachment H
Health Insurance Portability and Accountability Act (HIPAA)
Business Associate Requirements

Definitions

Terms used, but not otherwise defined, in this Schedule shall have the same
meaning as those terms are defined in 45 Code of Federal Regulations section
160.103 164.304 and 164.501. (All regulatory references in this Schedule are to Title
45 of the Code of Federal Regulations unless otherwise specified.)

a.

b.

Designated Record Set. “Designated Record Set” shall have the same
meaning as the term “designated record set” in Section 164.501.

Electronic Protected Health Information. “Electronic Protected Health
Information” (“EPHI") means individually identifiable health information that
is transmitted or maintained in electronic media, limited to the information
created, received, maintained or transmitted by Business Associate from or
on behalf of Covered Entity.

Individual. “Individual” shall have the same meaning as the term “individual’
in Section 160.103 and shall include a person who qualifies as a personal
representative in accordance with Section 164.502(g).

Privacy Rule. "Privacy Rule” shall mean the Standards for Privacy of
Individually Identifiable Health Information at 45 Code of Federal
Regulations Part 160 and Part 164, Subparts A and E.

Protected Health Information. “Protected Health Information” shall have the
same meaning as the term “protected health information” in Section 160.103
and is limited to the information created or received by Contractor from or on
behalf of County.

Required By Law. “Required by law” shall have the same meaning as the
term “required by law” in Section 164.103.

Secretary. “Secretary” shall mean the Secretary of the United States
Department of Health and Human Services or his or her designee.

Security Incident. “Security incident” shall mean the attempted or
successful unauthorized access, use, disclosure, modification, or
destruction of information or interference with systems operations in an
information system, but does not include minor incidents that occuron a
daily basis, such as scans, “pings’, or unsuccessful random attempts to
penetrate computer networks or servers maintained by Business Associate
Security Rule. “Security Rule” shall mean the Standards for the Protection
of Electronic Protected Health Information at 45 CFR Part 160 and Part 164,

Subparts A and C.

Obligations and Activities of Contractor

a.

Contractor agrees to not use or further disclose Protected Health
Information other than as permitted or required by the Agreement or as
required by law. :



. Contractor agrees to use appropriate safeguards to prevent the use or
disclosure of the Protected Heaith Information other than as provided for by
this Agreement.

Contractor agrees to mitigate, to the extent practicable, any harmful effect
that is known to Contractor of a use or disclosure of Protected Health
Information by Contractor in violation of the requirements of this Agreement.
. Contractor agrees to report to County any use or disclosure of the Protected
Health Information not provided for by this Agreement.

Contractor agrees to ensure that any agent, including a subcontractor, to
whom it provides Protected Health Information received from, or created or
received by Contractor on behalf of County, agrees to the same restrictions
and conditions that apply through this Agreement to Contractor with respect
to such information.

If Contractor has protected health information in a designated record set,
Contractor agrees to provide access, at the request of County, and in the
time and manner designated by County, to Protected Health Information in a
Designated Record Set, to County or, as directed by County, to an
Individual in order to meet the requirements under Section 164.524.

If Contractor has protected health information in a designated record set,
Contractor agrees to make any amendment(s) to Protected Health
Information in a Designated Record Set that the County directs or agrees to
make pursuant to Section 164.526 at the request of County or an fndividual,
and in the time and manner designed by County.

. Contractor agrees to make internal practices, books, and records relating to
the use and disclosure of Protected Health Information received from, or
created or received by Contractor on behalf of, County available to the
County or to the Secretary, in a time and manner designated by the County
or the Secretary, for purposes of the Secretary determining County’s ’
compliance with the Privacy Rule. ‘

Contractor agrees to document such disclosures of Protected Health
Information and information related to such disclosures as would be
required for County to respond to a request by an Individual for an
accounting of disclosures of Protected Health Information in accordance
with Section 164.528.

Contractor agrees to provide to County or an Individual in the time and
manner designated by County, information collected in accordance with
Section (i) of this Schedule, to permit County to respond to a request by an
Individual for an accounting of disclosures of Protected Health Information in
accordance with Section 164.528.

. Contractor shall implement administrative, physical, and technical
safeguards that reasonably and appropriately protect the confidentiality,
integrity, and availability of EPHI that Contractor creates, receives,
maintains, or transmits on behalf of County.

Contractor shall conform to generally accepted system security principles
and the requirements of the final HIPAA rule pertaining to the security of
health information.

_ Contractor shall ensure that any agent to whom it provides EPHI, including a
subcontractor, agrees to implement reasonable and appropriate safeguards

to protect such EPHL
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n. Contractor shall report to County any Security Incident within 5 business
days of becoming aware of such incident.

o. Contractor shall makes its policies, procedures, and documentation relating
to the security and privacy of protected health information, including EPHI,
available to the Secretary of the U.S. Department of Health and Human
Services and, at County's request, to the County for purposes of the
Secretary determining County’s compliance with the HIPAA privacy and
security regulations.

Permitted Uses and Disclosures by Contractor

Except as otherwise limited in this Schedule, Contractor may use or disclose
Protected Health Information to perform functions, activities, or services for, oron
behalf of, County as specified in the Agreement; provided that such use or disclosure
would not violate the Privacy Rule if done by County.

Obligations of County
a. County shall provide Contractor with the notice of privacy practices that

County produces in accordance with Section 164.520, as well as any
changes to such notice.

b. County shall provide Contractor with any changes in, or revocation of,
permission by Individual to use or disclose Protected Health Information, if
such changes affect Contractor’s permitted or required uses and

disclosures.
¢. County shall notify Contractor of any restriction to the use or disclosure of

Protected Health Information that County has agreed to in accordance with
Section 164.522.

Permissible Requests by County
County shall not request Contractor to use or disclose Protected Health

Information in any manner that would not be permissible under the Privacy Rule if
done by County, unless the Contractor will use or disclose Protected Health
Information for, and if the Agreement provides for, data aggregation or management
and administrative activities of Contractor.

Duties Upon Termination of Agreement
a. Upon termination of the Agreement, for any reason, Contractor shall return

or destroy all Protected Health Information received from County, or created
or received by Contractor on behalf of County. This provision shall apply to
Protected Health Information that is in the possession of subcontractors or
agents of Contractor. Contractor shall retain no copies of the Protected

Health Information.




b.

In the event that Contractor determines that returning or destroying
Protected Health Information is infeasible, Contractor shall provide to
County notification of the conditions that make return or destruction
infeasible. Upon mutual agreement of the Parties that return or destruction
of Protected Health Information is infeasible, Contractor shall extend the
protections of the Agreement to such Protected Health Information and limit
further uses and disclosures of such Protected Health Information to those
purposes that make the return or destruction infeasible, for so long as
Contractor maintains such Protection Health Information.

Miscellaneous

a.

Regulatory References. A reference in this Schedule to a section in the
Privacy Rule means the section as in effect or as amended, and for which
compliance is required.

Amendment. The Parties agree to take such action as is necessary to
amend this Schedule from time to time as is necessary for County to comply
with the requirements of the Privacy Rule and the Health Insurance
Portability and Accountability Act, Public Law 104-191.

Survival. The respective rights and obligations of Contractor under this
Schedule shall survive the termination of the Agreement.

Interpretation. Any ambiguity in this Schedule shall be resolved in favor of a
meaning that permits County to comply with the Privacy Rule.

Reservation of Right to Monitor Activities. County reserves the right to
monitor the security policies and procedures of Contractor

(rev. 8/08)



, »  ATTACHMENTI
Assurance of lConhpli;mce with Sectiég‘504 of the Rehabilitation Act of 1973, as Amend'e‘d S

The undcxsighgd (hereinafter. called the "Contractor(s)") hereby agrees th?t it will comply with Section 504 of
 the Rehabilitation Act of 1973, as amended, all requirements imposed by the applicable DHHS regulation, and
all guidelines and interpretations issued pursuant thereto. ' ' _ : ‘

The Contractor(s) gives/give this assurance in consideration of for the purpose of obtaining contracts after the
date of this assurance. The Contractor(s) recognizes/recognize and agrees/agree that contracts will be extended
in reliance on the representations and agreements made in this assurance. This assurance is binding on the -
Contractor(s), its successors, transferees, and -assignees, and the person or persons whose signatures appear
below are authorized to sign this assurance on behalf of the Contractor(s). -

The Codtractbr(s): (Check a or b)

D a. Employs fewer than 15 persons.

E ~b. Employs 15 or more persons and, pursvuant to section 84.7 (a) of the regulation (45 C.F.R.
" 84.7 (a), has designated the following person(s) to coordinate its efforts to comply with the

DHHS regulation.

O e
M nesCuae Tie5any
Name of 504 Person - Type or Print -

Jd\lf&{,oﬂ (ovwres ENT
Name of Contractor(s) - Type or Print

2616 BREKWNTEL &V
Street Address or P.O. Box A
HWawaro Ca QUSNS
City, State, Zip Code

I certify that the above information is complete and correct to the best of my knowledge.

SO
Slgrx}@eu Nﬁ)
st Mphecn - Tige 3 Secoavey

Title of Authorized Official

1 }'-‘L\ ]09
Date' '

*Exception. DHHS regulations state that:

"If a recipient with fewer than 15 employees finds that, after consultation with a disabled person seeking its
services, there is no method of complying with (the facility accessibility regulations) other than making a
significant alteration in its existing facilities, the recipient may, as an alternative, refer the handicapped person to

other providers of those services that are accessible.”



County Counsel Review Form

Date: May 22, 2009

To: Glenn Levy
From: Joy Cheechov, ext. 4739

.Subject: Johnson Controls Inc Agreement Review and Approval

Contractor: Johnson Controls, Inc.
Maximum Aﬁlount: $655,442

" Rate of Payment: Semi-annual Payments
X_No changes on thé standard agréement form

___ The following sections have been changed on the “standard” agreement:

Modifications (Please specify modifications to be made below. Use additional paper if needed.):

___ Approve Agreement/Exhibits/Attachments

& Approve Agwement/ExhibimfAﬁacM"with the modifications that Have beemr described” - -
po emal

Wi s}1[o1

Signature O Date'




- County of San Mateo
- - . Contractor’s Declaration Form.

. CONTRACTOR INFORMATION'

Contractor Name: | T opuSo ) ConTroes Jalc.|Phone| S5/0- 283~ H#po2

Contact Person: {mpary cla/mwe TIFEFany | Fax| s/0-785 = 3i70

Address: |35 BLEAKWATEA T
HAYWALD cn 945 49S.

Il. EQUAL BENEFITS (check one or more boxes)
Contractors with contracts in excess of $5,000 must treat spouses and domestic partners equally as to employee benefits.

[R  Contractor complies with the County’s Equal Benefits Ordinance by: -
K offering equal benefits to employees with spouses and employees with domestic partners.
[T offering a cash equivalent payment to eligible employees in lieu of equal benefits.

I Contractor does not comply with the County’s Equal Benefits Ordinance.
T3 Contractor is exempt from this requirement because: :
r Contractor has no employees, does not provide benefits to employees’ spouses, or the contract is for $5,000
" orless. . , o
o Contractor is a party to a collective bargaining agreement that began on (date) and expires on

(date), and intends to offer equal benefits when said agreement expires.

Hl. NON-DISCRIMINATION (check appropriate box) .
. Finding(s) of discrimination have been issued against Contractor within the past year by the Equal Employment
7 Opportunity Commission, Fair Employment and Housing Commission, or other investigative entity. Please see
attached sheet of paper explaining the outcome(s) or remedy for the discrimination.
xd No finding of discrimination has been issued in the past year against the Contractor by the Equal Employment
#~  Opportunity Commission, Fair Employment and Housing Commission, or any other entity.

IV. EMPLOYEE JURY SERVICE (check one or more boxes)
Contractors. with original or amended contracts in excess of $100,000 must have and adhere to a written policy that
provides its employees living in San Mateo County up to five days regular pay for actual jury service in the County.

Contractor complies with the County's Employee Jury Service Ordinance.
Contractor does not comply with the County’s Employee Jury Service Ordinance.
Contractor is exempt from this requirement because:

[ the contract is for $100,000 or less.

r Contractor is a party to a collective bargaining agreement that began on (date) and expires on
-~ (date), and intends to comply when the collective bargaining agreement expires.

(MR~

I declare under penalty of perjury under the laws of the State of California that the foregoing is true and correct,
and that | am authorized to bind this entity contractually.

Qw(% P/\T cice T, Yeung

Signature N - Name
3 / /S / 200 F Rea. FeetSewm Mot

Date Title

8-7-06 Page 1 of 1
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* CONTRACT INSURANCE APPROVAL

DATE:  Augusti3,2007 |
© TO: " Faica Stecle | FAX: 3634864 PONY: HRD 163
FROM: Joy Cheechov

PHONE: 3634550  FAX: 363-7800  PONY:ISDI20

The following is to be completed by the depa'rtm;:nt before submission to Risk Management:

CONTRACTOR NAME: Johnson Controls, Inc.
* DOES THE CONTRACTOR TRAVEL AS A PART OF THE CONTRACT SERVICES? Yes
NUMBER OF EMPLOYEES WORKING FOR CONTRACTOR:

'DUTIES TO BE PERFORMED BY CONTRACTOR FOR COUNTY: Maintenance on proprietary
software and hardware for the County’s Cardkey Security System -

The following will be completed by Risk Mhnaggmerit':

INSURANCE COVERAGE: Amount  Approve  Waive Modify
Comprehcﬂsive General Liability 4&\ {\u{) . M O O
Motor Vebicle Liability & B/ O O

. Professional Lialﬁlity l, -0 [{ O
Workers’ Compgnsatioq | . O { UJ
REMARKS/COMMENTS: |

I

A | b
yluzgs AU gt
Faizh Steel ‘ Date
Risk Management Analyst

. TOTAL P.0B1
AUG 22 ’@7 1B8:24 ' 16583634864 PAGE. 81



JC! Branch No/Location 9020 Systems West 844 N.CAL FIRE&SECURITY BRANCH

DATE
e e o : . - == SR g v 05/04/2009
PRODUCER THIS CERT!F!CATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS
NO RIGHTS UPON THE CERTIFICATE HOLDER OTHER THAN THOSE PROVIDED IN THE
Marsh USA Inc. POLICY. THIS CERTIFICATE DOES NOT AMEND, EXTEND OR ALTER THE COVERAGE
411 East Wisconsin Avenue AFFORDED BY THE POLICIES DESCRIBED HEREIN.
Suite 1600 AM Best Rating
Milwaukee, Wisconsin 53202-4419 COMPANIES AFFORDING COVERAGE s orSI009)
Attn: CPU, Phone (414) 290-4912 Fax: (414) 290-4953 See Below
CPU_Milwaukee@marsh.com Company ACE American Insurance Company At XV
A P 0. Box 41484, Philadelphia, PA 19101
INSURED Company S
. entry Insurance A Mutual Co.
Johnson Controls, Inc. Attn: Corp. Risk Mgmt. X-92 o ) A+ XV
Johnson Controls Battery Group, Inc. P.O. Box 591 B 18(?0 North Point Drive, Stevens Point, WI 54481 '
Johnson Controls Interiors, L.L.C. Milwaukee, WI 53201 Company  Indemnity Insurance Company of North America
Cal-Air, Inc. C and for CA, Wland EXWC: ACE A+ XV
GES America, L.L.C. American Insurance Company
Optima Batteries, Inc. PQ Box 41484, Philadelphia, PA 19101
USI Companies, Inc. Company ACE P
. ) roperty & Casualty Insurance Company +
York International Corporation D 436 Walnut Street, Philadelphia, PA 19106 At XV

“This certificate supersedes and replaces any previously isstied certificate.

THIS IS TO CERTIFY THAT POLICIES OF INSURANCE DESCRIBED HEREIN HAVE BEEN ISSUED TO THE INSURED NAMED HEREIN FOR THE POLICY PERIOD lNDlCATED
NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THE CERTIFICATE MAY BE ISSUED OR MAY
PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS, CONDITIONS AND EXCLUSIONS OF SUCH POLICIES, LIMITS SHOWN

MAY HAVE BEEN REDUCED BY PAID CLAIMS.

co
POLICY EFFECTIVE | POLICY EXPIRATION
L; TYPE OF INSURANCE POLICY NUMBER DATE (MMIDDIYY) DATE (MM/DD/YY) LIMITS
A | GENERAL LIABILITY (1) (3) (4) $ 5,000,000
GENERAL AGGREGATE ’ !
X ] HDOG23746396 10-1-2008 10-1-2009
COMMERCIAL GENERAL LIABILITY PRODUCTS-COMP/OP AGG $ 5,000,000
CLAIMS MADE OCCUR PERSONAL & ADY INJURY $ 5,000,000
OWNER'S & CONTRACTOR'S PROT £ACH OCCURRENCE $ 5,000,000
Contractual
X FIRE DAMAGE (Any one fire) | ¥ 9:000,000
X X,C.U (Explosion, Collapse, Underground)
Additional Insured {See Below) . $ 50,000
X MED EXP (Any one person}
B {AUTOMOBILE LIABILITY {2) (3) (4) ' COMBINED SINGLE LIMIT $ 5,000,000
] ANy AUTO 90-04606-01 10-1-2008 10-1-2009 000,
ALL OWNED AUTOS BODILY INJURY
SCHEDULED AUTOS (Per person)
X |HIRED AUTOS BODILY INJURY
X | NON-OWNED AUTOS (Per accident)
PROPERTY DAMAGE
GARAGE LIABILITY AUTO ONLY-EA ACCIDENT
ANY AUTO OTHER THAN AUTO ONLY:
EACH ACCIDENT
AGGREGATE
D |excess Liasiuty $ 5,000,000
4 EACH OCCURRENCE T
X ] X0O0 G23865014 10-1-2008 10-1-2009
UMBRELLA FORM AGGREGATE $ 5,000,000
OTHER THAN UMBRELLA FORM
C |WORKERS COMPENSATION AND X S s omH-
EMPLOYERS' LIABILITY {4) WLRC42850585 — AOS 10-1-2008 10-1-2009
W(L;Egj§§505173 - \?V/I\ EL EACH ACCIDENT §$ 1,000,000
THE PROPRIETOR/ X | mNcL S 50615 — $ 1,000,000
WCUC42850627 — EX wC EL DISEASE-POLICY LIMIT
PARTNERS/EXECUTIVE EXCL $ 1,000,000
OFFICERS ARE: EL DISEASE-EACH EMPLOYEE ! ’ 1
OTHER
(1) ADDITIONAL INSURED: If required by contract, includes coverage for Additionat Insureds per attached endorsement
(2) ADDITIONAL INSURED: If required by contract, includes coverage for Additional Insureds and Loss Payee as required by contract.
(3) PRIMARY COVERAGE: Where required by lease or contract, this coverage is primary and not excess of or contributing with other insurance or self-insurance.
(4) WAIVER OF SUBROGATION: Insured waives subrogation to the extent required by contract.

DESCRIPTION OF OPERATIONS/LOCATIONS/VEHICLES/SPECIAL ITEMS JC Contract No. 98447449

Project Name: San Mateo Medical Center Year 3 of 5 Ser
Customer PO Number: 68777 8.44124E+11 SAN MATEO MEDICAL CENTER

_CANCELLATION

SHOULD ANY OF THE POLICIES DESCRIBED HEREIN BE CANCELLED BEFORE THE EXPIRATION DATE THEREOF,
THE ISSUING COMPANY WILL ENBEAVORTO MAIL 30 DAYS WRITTEN NOTICE TO THE CERTIFICATE HOLDER

SAN MATEO MEDICAL CENTER e
ATTN ACCOUNTS PAYABLE 3RD FLOOR
400 COUNTY CENTER

REDWOOD CITY, CA 94063

'AM Besk xallngs otinsirers: ara provided: for information puvposos only and are basad uj
: on to; inform: tha uwf' cate lying upon this;
£33 niu [
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ID‘CFLICY NUMBER: HDOG23746396 COMMERICAL GENERAL LIABILITY

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY

This endorsement modifies insurance provided under the following:

COMMERCIAL GENERAL LIABILITY COVERAGE PART

SCHEDULE

Name of Additional Insured Person(s) Or Organization(s):

If required by contract, SAN MATEO MEDICAL CENTER

Location(s) Of Covered Operations

As required by contract, San Mateo Medical Center Year 3 of 5

Information required to complete this Schedule, if not shown above, will be shown in the Declarations.

Endorsement #A2

Section Il - Who ié An Insured is amended 'to' . '1 o W|th respect to the insurance

include as an additional insured the person(s) or afforded to these additional insureds, the following
organization(s) shown in the Schedule, but only with additional exclusions apply:
respect to liability for “bodily injury”, “property damage” or
“personal and advertising injury” caused solely by: This insurance does not apply to “bodily injury” or
1 Your acts or omissions; or property damage” occurring after:
e . 1. All work, including materials, parts or equipment
2. The acts or omissions of those acting on furnished in connection with such work, on the
your behalf; project (other than service, maintenance or repairs)
to be performed by or on behalf of the additional
in the performance of your ongoing operations for the insured(s) at the location of the covered operations
additional insured(s) at the location(s) designated above. has been completed; or

1. That portion of “your work” out of which the injury or
damage arises has been put to its intended use by
any person or organization other than another
contractor or subcontractor engaged in performing
operations for a prmcnpal as a part of the same
project.

Endorsement #A2A

ADDITIONAL INSURED OWNERS LE

',TRACTORS COMPLETED OPERATIONS e

Section Il —Who Is An Insured is amended to include as an additional ihéﬁréd the pefson(s) or oréanization(s) shown in the

Schedule, but only with respect to liability for "bodily injury” or "property damage” caused solely by “your work” at the location
designated and described in the schedule of this endorsement performed for that additional insured and included in the “products-
completed operations hazard.”




